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AHTUBUMPYCHbIe peleHns cemenctBa Dr.\Web pa3spabatbiBatotca ¢ 1992 roga v HeM3MeHHO
AEMOHCTPUPYIOT MPEBOCXOAHbIE pPe3ybTaThl AeTeKTMPOBaHWA BPeAOHOCHbIX MPOrpamm,
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CepTMCI)I/IKaTbI M Harpajbl, a Takxe O6LLII/IpHa$| reorpac])l/lﬂ nosb3oBaTenen CBNAETENBCTBYHOT 06
NCKNHOYNTEJIBHOM JOBEPUK K MPOAYKTaM KOMMaHUN.
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1. BBegeHue

BeepeHune

HacTosiee pykoBoACTBO COAEpPXXUT NoApobHOe onuncaHne yctaHoBku npogykta Dr.Web
Security Space, a Takxxe pekoMeHAaLUmn Mo ero NCrnob30BaHMIO U PELLEHWUIO TUMUYHbIX
npobsem, CBA3aHHbIX C BUPYCHbIMW yrpo3aMu. B ocHOBHOM paccmaTtpuBatotcs Hanbonee
CTaHZapTHble pexXunMbl paboTbl KOMNOHEHTOB NporpamMsl Dr\Web (HacTpolikn no

YMOJYaHU10).

B MpunoxeHnsax cogep>xmtcs nogpobHas cnpaBoYHas MHGOpPMaLms No HacTpoiike
nporpammbl Dr.Web, npegHa3HaueHHas Ans OnbITHbIX NOJb30BaTENEN.

1.1. Ncnonb3yemble 0603HaueHUs U COKpaLLeHUs

B AaHHOM PYKOBOZCTBE MCMOJIb3YHOTCA CNeaytoLime YCAOBHble 0603HaYeHNs:

0O603HaueHne

AN

AHMuBUpycHas cemeo
<IP-address>

CoxpaHuTb

CTRL

C:\Windows\

[Mpunoxexue A

KommeHTapwii

I'Ipe,qynpexp,eHme O BO3MOXHbIX OLLINBOUHbIX CUTyaLMAaX, a Takxke Ba>XXHbIX
MOMEHTaX, Ha KoTopble cneayeT 06paTutb 0Cob0e BHUMaHWe.

HoBbIli TEPMUH UM aKLEHT Ha TePMUHE B OMMUCAHUAX.
Mons ans 3aMeHbl GyHKLMOHANbHBIX Ha3BaHUIA GaKTUUYECKUMUN 3HaUYEHUAMMU.

Ha3BaHus 3KpaHHbIX KHOMOK, OKOH, MYHKTOB MEHIO 1 APYTUX 3JIEMEHTOB
nporpamMmmHoro uHtepderica.

O603HaueHVs KnaBuLL K1aBuaTypbl.
HavmeHoBaHus dalinoB 1 kaTanoros, GparMeHTbl MPOrpaMMHOTO KoZa.

ﬂepereCTHble CCbINIKX Ha rnaBbl AJOKYMEHTa UMK TUNepCcCbiIKA Ha BHELLHWE
pecypcbl.

PyKOBO,CLCTBO nosab3oBaTenda
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O npoaykTe

2. O npoaykre

Dr.Web Security Space npegHasHaueH A1 3alMTbl CUCTEMHOM NaMATH, XXECTKUX AVCKOB W
CbEMHbIX HOCUTENEW KOMMbIOTEPOB, paboTatowmx nog ynpasneHnem OC cemenctsa
Microsoft® Windows®, ot yrpo3 nt060ro Tmna: BUpYCcoB, PYTKUTOB, TPOSIHCKMX MPOrpamMm,
LWMWNOHCKOTO W peknaMHoro MO, xakepcknx yTManT N BCeX BO3MOXKHbIX TUMOB BPEAOHOCHbIX
06bEKTOB 13 IFOObIX BHELLIHUX NCTOYHUKOB.

Dr.Web Security Space cocTouT U3 HECKONIbKUX MOAY/EN, OTBEYAOLLMX 3@ Pa3ANYHbIN
dyHKUMOHaN. AHTUBMPYCHOE AAPO M BUPYCHble Ba3bl ABAAOTCA OOLIMMUN ANs BCEX
KOMMOHEHTOB U ANA Pa3fNYHbIX NAaTGOPM.

KoMMnoHeHTbl NpoaykTa NOCTOSHHO OOHOBAAIOTCS, @ BUPYCHble 6a3bl, 6a3bl kateropuii Beb-
pecypcoB 1 6a3bl NpaBua cnam-euabTpaLmm COOHBLLEHWI 3NEKTPOHHOW NOYTbI PErYASPHO
AOMONHAKTCA HOBBIMW CUTHaTypamMu yrpo3s. NoctoaHHoe obHoBNeHe obecneunBaeT
aKTyanbHbl YPOBEHb 3aLUMTbl YCTPOMWCTB NOJAb30BaTeNeN, @ TaKKe MCMO/b3yEMbIX MU
NPUNOXEHUIN N AaHHbIX. N8 AONOAHNTENIbHOW 3alUMThl OT HEU3BECTHOTO BPEAOHOCHOTO
nporpamMMHoro obecrneyeHms NCMNONb3yOTC METOAbl 3BPUCTUYECKOTO aHanun3a,
peann3oBaHHble B aHTUBUPYCHOM fipe.

Dr.Web Security Space cnocobeH o6HapyxwuBaTb 1 yaansaTb C KOMMbOTePa pa3inyHble
HeXenaTeNbHble MPOorpaMMbl: pekiaMHble MPOrpaMmbl, MPOrpamMMbl AO3BOHA, MPOrpaMMmbl-
LWYTKKX, NOTEHLMANbHO ONacHble MPorpaMMbl, MPOrpaMmbl B3oma. Ans o6HapyXeHUs Takmx
nporpamm v AerCTBUIN Haj cogepXalmmm nx Gannamm NpUMeHsoTCA CTaHAapTHbIe
CpeACTBa aHTUBUPYCHbIX KOMMNOHeHTOB Dr.Web.

NHdpopmaymio o Bepcnm npoaykTa, CoCTaBe KOMMOHEHTOB, JaTe NocaeAHero 06HOBAEHNS Bbl
MO>XeTe HaWTW Ha cTpaHuLe NMomolb B pewneHnn npobnaem B pasgene O nporpamme.

2.1. KOMNOHEeHTbI 3alUTbI

Dr.Web Security Space Bk/itouaeT B cOCTaB ciefyroLlime KOMMOHEHTbI 3alUTbl U MOAYN
yrnpaB/ieHuA:

KomnoHeHT/mMoOAynb OnucaHue
SplDer Guard KoMMOHeHT, KOTOpPbIi MOCTOAHHO HaxOAWUTCA B OMepaTVBHOW NamaTu.

OcyLecTBASIET NPOBEPKY CO34aBaeMbix $HalioB 1 3amyckaeMbix MPOLIECCOB,
a TaKkke 0b6HapyXMBaeT NPOABAEHUS BUPYCHOM aKTUBHOCTU.

SplDer Gate KOMMOHeHT, KoTopble UCMOoAb3yeTca A/ aHTMBMPYCHON npoBepku HTTP-
Tpadwuka. Mpwu HacTpolikax No ymMonyaHuto Beb-aHTvBMpYC SplDer Gate
aBTOMaTu4eckn nposepseT Bxoaawui HTTP-Tpaduk n 610kmpyeT nepesavy
061BEKTOB, COAep>KalLyX BUPYChI 1 ApYrie BPeJOHOCHbIe MPOrpaMMbl. Takke
no ymosyaHuro BrtoueHa URL-GunbTpaums HepekoMeHayeMblx CaliToB U

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT/MOAyNb

SplDer Mail

bpaHamaysp Dr.Web

POAI/ITGJ'I bCKUI KO HTPOJb

[MNoBeseHYeCKNA aHaANM3

3allnta OT 3KCMIOUTOB

3alliuTa OT BhiMOraTenem

CkaHep

KoHconbHbIN ckaHep
Dr.Web
Dr.Web ana Outlook

Moaynb 06HoBAEHMS

SplDer Agent

O npoaykTe

OnucaHue

CalTOB, N3BECTHbIX KakK UCTOYHMKM PacrpOCTPaHeHWs BUPYCOB.
OcyuwectBaseT npoepky no npotokonam HTTP, XMPP (Jabber) n TLS (SSL).

KoMMoHeHT, KoTopbI NepexsaTbiBaeT 06palleHns Ar6biX NOUTOBLIX
KNNEHTOB, paboTatoLwmx Ha KOMMbOTEPE, K MOUYTOBbLIM CEPBEPaM Mo
npotokosnam POP3/SMTP/IMAP4/NNTP (nog IMAP4 nveetca B Buay
IMAPv4rev1), obHapyxunBaeT n 06e3BpexmBaeT yrpo3bl 40 MONYUYEHMS MNCEM
MOYTOBbLIM KIMEHTOM C CEpBepa Wi A0 OTNPaBKX MMCbMa Ha NMOYTOBBIN
cepBep. SplDer Mail Takoke MOXeT NPoOBepPATL NUCbMA Ha CMaM C MOMOLLbHO
AHTucnama Dr.Web.

MepcoHanbHbIN MeXCceTeBOM 3KpaH, NpeAHa3HauyeHHbIN 414 3aLLuUTbl Ballero
KOMMbrOTEPA OT HECAHKLWIOHMPOBAHHOTO AOCTyMNa U3BHE 1 NPesoTBPaLLeHNs
YTEUKM BaXXHbIX JaHHbIX MO CETW.

KoMMoHeHT, KoTopbIi orpaHUuMBaeT AOCTYN K caiitam, daiinam v nankam, a
TaKKe Mo3BOJISET OrpaHNuUTL Bpems paboTbl B ceT VIHTepHeT v 3a
KOMMbIOTEPOM AN KaXKA0 M yueTHoM 3anucy Windows.

KOMMOHEeHT, KOHTPONMPYIOLLMIA AOCTYMN MPUAOXKEHUIA K KPUTUUYECKN Ba>KHbIM
obbekTaM cmcTeMbl U 0becrneunBatoLLMii LIENOCTHOCTb 3amMyLLeHHbIX

NPUNOXKEHNIA.

KomnoHeHT, 610KMpyrOLLMiA BPeAOHOCHbIE 06BbEKTbI, KOTOPbIE UCMOJb3YHOT
YI3BUMOCTU B MPUIOKEHUSAX.

KoMnoHeHT, ob6ecneunBatoLLmin 3aLmTy OT BUPYCOB-LLUNPPOBaNbLLNKOB.
AHTUBMPYCHBIV CKaHep € rpaduueckmm nHTepPencom, KoTopblin 3anyckaeTcs
Mo 3anpocy Nob3oBaTeNs Win No pacnmncaHuio 1 NPOU3BOAUT
aQHTUBMPYCHYHO MPOBEpPKy KOMMbroTepa.

Bepcus CkaHepa ¢ nHTepdencoM KOMaHAHOW CTPOKM.

MoakntouaeMblli MOZYNb, KOTOPLIV NMPOBEPSIET NOYUTOBbIE AWK Microsoft
Outlook Ha Hannume yrpos un cnama.

Mo3BosfieT 3aperncTpUpPoBaHHbIM NOb30BaTENAM NONYyYaTh OOHOBAEHUS
BMPYCHbIX 6a3 1 apyrux darinos Dr.Web, a Takoke NpomnsBOAUT 1X

ABTOMATUYECKYHO YCTaHOBKY.

Mogynb, C MOMOLLbIO KOTOPOTO OCYLLECTBASAETCA HACTPOVKa U yNpaB/ieHve
paboToli KOMMOHEHTOB MPOAYKTa.

PyKOBO,CLCTBO nosab3oBaTenda

9



A
d
A

A\

O npoaykTe

2.2. Metoabl 06Hapy>keHnA yrpos

Bce aHTMBUPYCHblE NPOAYKTbI, pa3paboTaHHble kKomnaHuen «[Joktop Beb», npumeHsoT
Lenbii Habop MeToA0B OH6HAPYXKEHMA YrPO3, YTO NO3BONAET NPOBEPATb NOAO3PUTENbHbIE
06BbEKTbI MaKCUMaNbHO TLIATENBHO.

CurHatypHbIW aHanus

JTOT MeToA OBHapyXeHUA NpUMeHseTcs B NepByto ovepesb. OH OCHOBaH Ha NOWCKe B
COAEPXXMMOM aHaNM3NPyeMOoro o6bekTa CUrHaTyp y>Ke U3BECTHbIX yrpo3. CUrHaTypon
Ha3blBaeTCA HeMpepbIBHasA KOHEYHas Noc/iefoBaTeIbHOCTb 6anT, Heobxoammas u
AOCTaToYHas A OAHO3HAUHOW UAEHTUPMKALMK Yyrpo3bl. [pK 3TOM cpaBHEHME COAEPXKMMOTO
nccnegyemoro obbekTa ¢ CUrHaTypamMum NpOU3BOANTCA HE HAaNPSAMYHO, @ MO UX KOHTPOJIbHbBIM
CYMMaM, YTO MO3BOSET 3HAUNTEIbHO CHM3UTb pa3Mep 3annceil B BUPYCHbIX Ha3ax, COXpaHuB
npwW 3TOM OAHO3HAYHOCTb COOTBETCTBMA W, Clef0BaTENbHO, KOPPEKTHOCTb OBHapPYXKeHWS
Yyrpo3 v eyeHns NMHPMLMPOBaAHHbIX 06BEKTOB. 3anuncK B BUPYCHbIX 6a3ax Dr.Web
COCTaBNEHbl TakuM 06pa3oM, Uto 6aarogaps OLHOM U TOM Xe 3annucu MOXXHO OBHapyXXmBaTb
Liesible Knaccbl UAN CeMEeNCTBa Yrpos.

Origins Tracing

JT0 yHMKanbHas TexHonorma Dr\Web, koTopas no3BonsieT onpesennTb HOBble UK
MOANDULMPOBaAHHbIE YTPO3bl, UCMONb3YHOLLME YXKE N3BECTHbIE Y OMMUCAHHbIE B BUPYCHbIX
6a3ax MexaHW3Mbl 3apaXkeHns UAN BpesoHOCHOe noBegeHre. OHa BbIMOHAETCA MO
OKOHYaHWM CUTHATYPHOTO aHain3a 1 obecneynBaeT 3aLMUTy NONb30BaTENIEN, NCMOb3YHOLMNX
aHTMBUpPYCHble peleHua Dr.Web, oT Takux yrpos, kak TposiHCckas mporpaMma-BbiMoraTesib
Trojan.Encoder.18 (Takke n3BectHasa nog Ha3BaHnem «gpcode»). Kpome TOro, ncnosib3oBaHue
TexHonorum Origins Tracing NO3BONSAET 3HAYNTEIbHO CHU3UTb KOJNYECTBO JIOXKHbIX
cpabaTbiBaHM 3BPUCTUYECKOTO aHaam3aTopa. K HazBaHUAM yrpo3, 06Hapy>KEHHbIX NpK
nomouww Origins Tracing, sob6aBnseTtca nocTPukc .Origin.

3My1'lﬂ una ncnojiHeHumA

MeTog 3MynaLMmn NCNONHEHMSA MPOrPaMMHOroO KOAa MCNO/b3yeTca ANf 06HapyXeH s
NOMMOPGHbBIX U LWMGPOBAHHbIX BUPYCOB, KOTAa NCMNO/Ib30BaHWE MOWCKA MO KOHTPObHbIM
CYMMaM CUTHATyp HEMPUMEHUMO UAN 3HAUNTEIbHO YCIOKHEHO U3-38 HEBO3MOXXHOCTM
MOCTPOEHMA HAAEXHbBIX CUTHATYp. MeToA COCTOUT B UMUTaLMN UCNONTHEHUA aHaAN3NpPyeMOoro
KOAa Npw MOMOLLN 3My/19Mopa — NPOTrPaMMHON MOAEI NPOLLEeCCopa N Cpesbl UCMONHEHNS
nporpamMmM. IMynATOp OnNepupyeT C 3aLMLLEeHHON 061acTbio NamMaTn (bygpepom smyasayuu).
Mpw 3TOM MHCTPYKLMM HE NepesaroTca Ha LLeHTpabHbI NPOLLECCOp A8 pPeasbHOro
ncnosHeHuns. Ecam kog, obpabatbiBaeMbii SMYAATOPOM, MHOMLMPOBAH, TO pe3yNbTaTOM ero
3MYNALMW CTAHET BOCCTAHOB/IEHNE UCXOAHOTO BPEAOHOCHOIO KOAa, AOCTYNHOTO A/1s
CUrHATYpHOrO aHanun3a.

PyKOBO,CLCTBO nosab3oBaTenda
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IBpPUCTUUECKUIA aHaNn3

PaboTa 3BpMCTMYECKOrO aHaan3aTopa OCHOBbIBAETCA Ha Habope 38pucmuk (NPesnoNoXeHNN,
CTaTUCTUYECKas 3HAYMMOCTb KOTOPbIX MOATBEPKAEHA OMbITHLIM MYTEM) O XapakTepHbIX
npu3Hakax BPeAOHOCHOrO 1, Ha060poT, He3onacHoOro NcnoaHsemoro koga. Kaxapli npusHak
KOoAa MeeT ornpejesieHHbI Bec (T. €. YNCN0, NOKa3bIBatOLLLEe BaXKHOCTb U JOCTOBEPHOCTb
3TOro npwm3Haka). Bec MoxeT 6bITb Kak MOAOXUTENbHBIM, €CN MPU3HAK YKa3biBaeT Ha
Ha/JMune BPejOHOCHOTO MOBEeAEHNS KOZA, Tak U OTPULATENbHBIM, €CIN NMPU3HaK He
CBOMCTBEHEH KOMMbIOTEPHBIM yrpo3am. Ha ocHoBaHWM CyMMapHOro Beca,
XapaKTepu3yHoLLEero cogep>xnmoe ob6bekTa, IBPUCTUYECKUI aHaAM3aTop BblUMCAAET
BEPOATHOCTb COAEPXKaHUA B HEM HEU3BECTHOTO BPEAOHOCHOrO obbekTa. Ecam ata
BEPOATHOCTb MPEBbILLAET HEKOTOPOE MOPOroBOE 3HaUeHWE, TO BblAAETCA 3aK/NHOUEHME O TOM,
YTO aHaNN3MpPYeMbIi O6BEKT ABNSETCA BPEAOHOCHBIM.

DBPUCTUYECKMIA aHaNM3aToOp Takxke Ucrnosb3yeT TexHonoruto FLY-CODE — yHMBepcabHbIi
aNropuT™M pacrnakoBku GannoB. ITOT MEXaHW3M NO3BOIAET CTPOUTb 3BPUCTUYECKMNE
NpPeAnoNOXeHMA O HaNNYMN BPeAOHOCHbIX 0O6beKTOB B 06BbeKTax, CKaTblX MporpammMamm
yrnakoBKkuM (ynakoBLUMKamMu), MPUYEM He TOIbKO U3BECTHbIMW pa3paboTunkaM NpoayKTa
Dr.Web, HO 1 HOBbIMYU, paHee He nccaesoBaHHbIMU NporpaMmmamu. MNpu NnpoBepke
yrnakoBaHHbIX 06bEKTOB TakKe MCMOb3YyeTCA TEXHOOTUA aHaiM3a Ux CTPYKTYPHOW SHTPOMUN,
KOTOpas no3sosiseT 06Hapy>XunBaTb Yrpo3bl MO OCOBEHHOCTAM PAaCNONOXKEHMA YYaCTKOB MX
KoZa. JTa TeXHONOrMs No3BOAsSEeT Ha OCHOBE OAHOM 3aNncK BUPYCHOM 6a3bl Mpon3BeCTH
obHapy>xeHne Habopa pa3NnNUHbIX Yrpo3, yNnakoBaHHbIX OA4NHAKOBbIM NOANMOPOHBIM
YyNaKOBLUNKOM.

MoCKONbKY 3BPUCTUYECKNIA aHANM3ATOpP ABASETCA CUCTEMOMN NPOBEPKN TMNOTE3 B YCNOBUAX
HeonpeAeseHHOCTN, TO OH MOXET JOMyckaTb OWNOKM Kak nepBoro (MPonyck HeM3BeCTHbIX
yrpos), Tak 1 BTOPOro poza (npusHaHue 6e3onacHom nporpaMmbl BpeaoHOCHon). Mo3Tomy
ob6bekTam, OTMEeUYEeHHbIM 3BPUCTUYECKMM aHaM3aTOPOM Kak «BPeAOHOCHbIe», MpUcBanBaeTcs
CTaTyC «NOAO3PUTENbHbIEY.

MoBepeHuecknit aHanns

Dr.Web Process Heuristic

TexHosornsa noeegeHveckoro aHanmsa Dr.Web Process Heuristic 3awjuiiaeT oT HoBenwux,
Hanbosee onacHbIX BPELOHOCHbIX MPOrpamMmm, KOTopble CNoCcobHbI n3bexaTb 06HapyXeHUs
TPAaAVLMOHHBIMU CUTHATYPHbBIMU 1 3BPUCTUYECKUMUN MEXaHU3MaMMU.

Dr.Web Process Heuristic aHannsunpyet noBejeHmne Kaxkaou 3anyLeHHOW NporpaMmmbl,
CBEPSAACH C NOCTOAHHO O6HOBAsEMbIMU 061auHbIM cepBucom Dr.Web, n Ha ocHoBe
aKTyanbHbIX 3HAHWIM O TOM, KaK BeayT cebs BpeZOHOCHbIE MPOrpaMMbl, efaeT BbIBOJ, O ee
OMacHOCTW, MOCAE Yero NPUHUMAKOTCS HEOBXOAMMbIE MEPbI MO HEWTPaAN3aL MK Yyrpo3bl.

PyKOBO,ELCTBO nosab3oBaTenda
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,ﬂ'aHHaﬂ TEXHONOIMNA 3alLNTbl AaHHbBIX MO3BOAAET CBECTU K MUHUMYMY NMOTEPU OT r£||el\/lICTBI/II\/'I

HEN3BECTHOIo BMPyCa — NMNpu MUHNMaJIbHOM I'IOTpe6J'IeHI/IVI pecypcosB 3au_|,|/|UJ,ae|v|0|7| CNCTEMBbI.

Dr.Web Process Heuristic KOHTpospyeT Ato6ble NOMbITKN N3MEHEHUSA CUCTEMDI:

e pacno3HaeT NpPoLecChl BPeAOHOCHbIX MPOrpaMMm, M3IMEHAIOLLMX HeXenaTeNbHbIM 06pa3om
nonb3oBaTenbckme Ganabl (HanpuMep, 4eNCTBUA TPOAHCKUX MPOrpamMm-
LW PPOBANBLLUNKOB);

e NMpPenATCTBYeT NOMbITKAaM BPEAOHOCHbIX MPOrpaMmM BHEAPUTLCSA B MPOLLECChl APYTMX
NPUNOXEHWN;

e 3alMLLaeT OT MOANOUKaLNIA BPELAOHOCHBIMM MPOrpaMMaMim KPUTUYECKMX YHaCTKOB
CUCTEMBI;

e BbIABASET U NPEKPALLAET BPEJOHOCHbIE, MOAO3PUTENIbHBIE WU HEHAAEXHbIE CLLEHAPUM U
npoLeccsl;

e 6/10KMpPYyeT BO3MOXHOCTb MU3MEHEHUS BPEAOHOCHBIMM NMPOrpaMmMamMm 3arpy30UHbIX
obnacTel ancka C LeibFo HEBO3MOXHOCTU 3anycka (Hanpumep, 6yTKUTOB) Ha KOMMbIOTEPE;

e npegoTBpaLLaeT oTkIroUeHne 6esonacHoro pexmnma Windows, 610kmpys nsmeHeHums
peecTtpa;

e He NO3BO/ISET BPeAOHOCHbLIM MporpaMMamM U3MeHUTb NpaBuia 3amnycka NporpaMmm;
e MpecekaeT 3arpy3kn HOBbIX UM HEU3BECTHbIX ApaliBepOB 6€e3 BeAoMa Nob3oBaTens;

° 6110K|/|pyeT dBTO3aMyCK BPEAOHOCHbIX MPOrpaMm, a Takxxe onpeaeaeHHbIX I'IpVIﬂO)KGHI/IVI,
HanpuMmep, aHTU-aHTUBUPYCOB, HE AaBaAd MM 3apPerncTtpnpoBatTbCa B peecTpe AnA
nocnegyrowero 3anycka,

e Gn0KMpPYeT BETKN peecTpa, KOTOpble OTBEYatoT 3a ApalBepbl BUPTyasbHbIX YCTPOMCTB, UTO
Aenaet HeBO3MOXXHOW YCTaHOBKY TPOSHCKMX MPOrpaMm noj BUAOM HOBOTFO BUPTYalbHOrO
YCTPOWCTBa;

® He NO3BO/IAET BPeAOHOCHOMY NPOrpaMMHOMY obecneyeHmo HapyLTb HOPMasibHYHO
paboTy cMcTeMHbIX Cnyxb.

Dr.Web Process Dumper

KomMnnekcHbI aHannsaTop ynakoBaHHbIX yrpo3 Dr.Web Process Dumper 3HaumtenbHo
MOBbILIAET YPOBEHb AETEKTUPOBAHMNA AKOObI «HOBBIX YrPO3» — U3BECTHbIX BUPYCHOW Ha3e
Dr.Web, HO cKpbITbIX MO HOBbIMW YNaKOBLUMKaMW, @ TakKe UCKItOYaeT He0bX0AMMOCTb
pobaBneHns B 6a3bl BCe HOBbIX U HOBbIX 3anuncen 06 yrpo3ax. CoxpaHeHne KOMMakTHOCTH
BMpPYCHbIX 6a3 Dr.Web, B cBOtO ouepesp, He TpebyeT MOCTOAHHOIO YBEINYEHNA CUCTEMHbIX
TpeboBaHM N obecrneunBaeT TPAAMLMOHHO Mabli pa3Mep O6HOBAEHUA — MpU
TPaAVLMOHHO HEM3MEHHO BbICOKOM KauyecTBe AeTEKTUPOBAHUA U IeUeHUS.

Dr.Web ShellGuard

TexHonorns Dr.Web ShellGuard 3awumiiaet koMnblOTEP OT 3KCMAONTOB — BPEAOHOCHbIX
06BEKTOB, MbITAOLLMXCA MCMOAb30BaTb YA3BMMOCTY C Lie/IbIO MONYyYEHMA KOHTPOAA Haz
atakyeMbIMW MPUNOXKEHUAMN UAN ONEePaLIOHHON CUCTEMOW B LIENOM.

PyKOBO,ELCTBO nosab3oBaTenda

12



A
d
A

A\

O npoaykTe

Dr.Web ShellGuard 3awmiiaeT pacnpoctpaHeHHble NPUAOXEHNS, YCTaHABANBaEMble Ha
KOMMbtoTepbl Nog ynpasaeHnem Windows:

e NHTepHeT-bpay3epsl (Internet Explorer, Mozilla Firefox, iHaekc.bpay3ep, Google Chrome,
Vivaldi Browser n ap.);

npunoxeruns MS Office, Bkntouas MS Office 2016;

CNCTEMHDbIE MPUIOXKEHUA,

NPUAOXEHNSA, UCMOb3YyoLWMe java-, flash- n pdf-texHonoruu;

e MeAnanpourpbiBaTen.

AHannsnpys NoTeHLManbHO OnacHble JeACTBMSA, CMCTeMa 3aLnThbl, 6aarogaps TEXHONOT K
Dr.Web ShellGuard, onnpaetca He TONbKO Ha NpONMCaHHble NPaBKIa, XpPaHALLMECA Ha
KOMMNbrOTEPE, HO 1 Ha 3HaHMA obnauHoro cepsuca Dr.Web, B koTopom cobupatotcs:

e laHHble 06 anropuTMax NpPorpamMmm ¢ BPeAOHOCHbIMU HaMePEHUAMU;

e MHPOPMaLMA O 3aBEJOMO UNCTbIX Parinax;

MHbOpMaLMa O CKOMMPOMETMPOBAHHbIX LMGPOBBLIX MOAMNCAX U3BECTHbIX pa3paboTunkos
nporpamMmMHoro obecrneyeHuns;

o I/IHq)OpMaLl,VIFI o LWICI)pOBbIX noanncax pekKiaMHbIX N MOTEHLMANbHO OMaCHbIX NporpamMmm;

aANroOPUTMbl 3alLNTbI TEX NN UHBIX I'IpVI.I'IO)KGHI/If;I.

METOA MallMUHHOIo OGY‘-IEHVIH

MpuMeHseTcs AN8 NoUcka 1 HeMTpanm3aumm BpelOHOCHbIX OO bEKTOB, KOTOPbIX ELLE HET B
BMPYCHbIX 6a3ax. [penmyLLecTBO 3TOro MeToAa 3aK1to4YaeTcs B pacno3HaBaHMm
BPELOHOCHOIO KOAa 6€3 CNONHEHWS, TONIbKO Ha OCHOBE ero XapakTepucTuK.

O6Hapy»eHure yrpo3 CTpomTcA Ha knaccmdukaumm BpejoHOCHbIX 06 bEKTOB COrnacHoO
onpeseneHHbIM NpusHakam. C MOMOLLBH TEXHONOTMU MaLUMHHOIO 06yYeHNs, OCHOBAHHOM
Ha MeToAe OMOpPHbIX BEKTOPOB, MPOUCXOAUT KnaccudukaLma 1 3annco B 6asy pparmeHToB
KOZa CLEHapHbIX A3bIKOB. 3aTeM NpoBepsieMble 06bEKTbI aHANN3NPYHOTCA Ha OCHOBE
COOTBETCTBMA NPU3HaKaM BPeAOHOCHOro Koga. TEXHONOrMA MaMHHOTo 0byyeHuns
aBTOMaTM3uMpyeT O6HOBAEHME CMNCKA JaHHbIX MPU3HAKOB 1 MOMOJIHEHME BUPYCHbIX 6a3.
Bnarogapsa noakntoueHuo K o6nauHoMy cepBucy obpaboTtka 60abLMX 06BEMOB AaHHbIX
NPONCXOAMT BbICTPEe, @ MOCTOSSHHOE 0byYeHMe cucTeMbl 0becneynBaeT NPEeBEHTUBHYHO
3alMTy OT HOBEMLWMNX Yrpo3. [Tpn 3TOM TEXHONOTUA MOXeT PYHKUMOHUPOBaTb 1 6e3
NOCTOAHHOro obpalleHma K obnaky.

MeToz MalMHHOIO 06YyUYeHUs CyLEeCTBEHHO 3KOHOMMUT PeCypPChl ONepPaLMOHHON CUCTEMBI, TaK
Kak He TpebyeT NCNONHEHNS KOAA ANS BbISBAEHUS Yrpo3, a AMHAMUYECKOe MalUMHHOe
obyueHure knaccmpukaTopa MOXKeT OCYLLECTBAATHCA U 6€3 NOCTOAHHOrO O6HOBAEH WS
BMPYCHbIX 6a3, KOTOPOE NUCMO/b3YeTCs MPU CUTHATYPHOM aHaan3e.

PyKOBO,ELCTBO nosab3oBaTenda
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O6nauHble TeXHO/IOrMN 06Hapy>keHUs yrpos

ObnauHble MmeTOAbl OOHapPY>XeHMA NO3BONAOT MPOBEPUTL NH060MN 06BeKT (dainn,
NPUNOXeHWe, paclumpeHre ana bpaysepa v T.n.) No xew-cymme. OHa npeacTaBaseT cobou
YHUKaNIbHYIO NOCNef0BaTeNIbHOCTb LNPP 1 ByKB 3aaHHON AnHbL. [pn aHann3e no xeLu-
CyMMe 06beKTbl MPOBEPAIOTCA NO CyLecTBYOLen 6ase 1 3aTem KnaccuPULMPYHOTCA Ha
KaTeropuu: YicTble, MOAO3PUTE/IbHbIE, BPEAOHOCHbIE U T.A.

MoaobHaa TeXHONOrNSA ONTUMU3NPYET BPEMSA NPOBEPKM GariNoB U 3KOHOMUT pecypchbl
ycTpoiicTBa. brarogapsa ToMy, UTo aHanM3MpPyeTCs He caM OOBEKT, @ ero YH1KanbHas XelLw-
CYyMMa, peLleHne BbIHOCUTCA NPaKTUYeckn MOMeHTabHO. [py OTCYTCTBUMN MOAKAOUEHNSA K
cepBepam Dr.Web, dalinbl npoBepsatoTca nokanbHO, a obnayHas npoBepka BO306HOBAAETCS
NpwW BOCCTaHOBNEHMUM CBA3WN.

Taknm obpa3zom, obnauHbIn cepBuc «Joktop Beb» cobupaeTt nHbopmauymto ot
MHOTOUYNC/IEHHbIX MONb30BaTeNe U onepaTMBHO OOHOBASET JaHHble O paHee HeM3BEeCTHbIX
yrposax, Tem camblM noBbiwasn 3GHeKTMBHOCTb 3aLLUMTbl YCTPOMCTB.

2.3. CucrtemHble TpeboBaHuNA

Ncnonb3oBaHune nporpammbl Dr.\Web BO3MOXHO Ha KOMMblOTepe, YAOBAETBOPAOLLEM
cneayowmm TpeboBaHMAM:

KomnoHeHT Tpe6oBaHue
Mpoueccop MonHas noajep>ka cMcteMbl KOMaHg, 1686.

OnepaupoHHasa cuctema [na 32-pa3pasHbix onepaumoHHbIX CUCTEM:

e Windows Vista;
e Windows 7;

e Windows 8;

e Windows 8.1;
e Windows 10.

[na 64-pa3pasHbix onepaLmOHHbIX CUCTEM:

Windows Vista ¢ naketom o6HoBAeHUA SP2 nnu 6oaee NO3AHUMY;
Windows 7;

Windows 8;

Windows 8.1;

Windows 10.

CBobogHas onepatvBHas 512 Mb n 6onbLue.
namaTb

PyKOBO,CLCTBO nosab3oBaTenda
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KomnoHeHT Tpe6oBaHue
Pa3pelieHune PekomeHayemoe paspelueHve 3kpaHa He MeHee 800x600.
Mpouee [na nogkntoyaemoro mopyns Dr.Web ans Outlook Heob6xoaum

yCTaHOBAEHHbIN KineHT Microsoft Outlook 13 coctaBa MS Office:

Outlook 2000;
Outlook 2002;
Outlook 2003;
Outlook 2007;

Outlook 2010 ¢ naketom o6HOBAEHWI SP2;

Outlook 2013;
Outlook 2016.

Ans obecneyeHns npaBmabHOM paboTbl Dr.Web f0/1kHbI 6bITb OTKPbITHI CeAytoLme NOPThbI:

HasHaueHune

Ans aktvBaummn 1 NpoaneHns
JNMLUEH3MN

[nsa obHoBAeHUA (ecan

HanpaBneHue

NCXOAA LA

NCXOAA LN

BK/IKOYEHa onuua 0b6HOBAEHMSA MO

https)
[na o6HOBAEHMS
[ns oTnpaBKX NOYTOBbIX

yBeZOM/IEHWI

Ana coeanHeHns ¢ 061auYHbIM
cepsucom Dr.Web Cloud

NCXOAA LM

NCXOAA LN

2.4. NMposBepka aHTUBMpPYCa

MpoBepka c nomowpbio Ppanna EICAR

Homepa noprtos

443

443

80
25 nnu 465 (1Mbo B 3aBUCMMOCTU
OT HaCTPOEeK MOYUTOBBIX

yBeZOMJIEHWIA)

2075 (B TOM umcne ans UDP)

Bbl MmO>XeTe npoBepuTb paboTOCMOCOOHOCTb aHTUBUPYCHbIX MPOrpaMM, OOHapPY>KMBAOLLMX
BMPYCbI MO UX CUTHaTypaM, C ucrnosnb3oBaHueM TectoBoro ¢anna EICAR (European Institute for
Computer Anti-Virus Research).

MHOrMMKM pa3paboTunkaMum aHTUBUPYCOB NPUHATO A1 3TOW LIeIV UCNOb30BaTh OAHY U Ty
e CTaHAapTHYHO nporpammy test.com. 3ta nporpamma bbina cneymnanbHO paspaboTaHa ana
TOro, UtTo6bl NOAb30BaTe b, HE MOABEPras CBON KOMMbIOTEP ONACHOCTM, MOT MOCMOTPETb, Kak
YCTAHOBJ/IEHHbIV aHTUBUPYC ByAeT curHannsnpoBaTtb 06 o6HapyxxeHuK Bupyca. MNporpamma

PyKOBO,CLCTBO nosab3oBaTenda

15



A7

-
g

A
d
A

O npoaykTe

test.com He saBnseTca cama no cebe BPpeLOHOCHOW, HO cneunanbHo obpabaTbiBaeTcs
60NbLWINHCTBOM aHTUBMPYCHbIX MporpamMm kak Bupyc. Dr.Web Ha3biBaeT 3TOT «BUpYyC»
cnepyrowmm obpaszom: EICAR Test File (Not a Virus!).[llpuMepHO Tak ero
Ha3bIBakOT N ApYyrne aHTUBUPYCHbIE NPOrpamMmMbl.

Mporpamma test.com npegacraBaseT cobou 68-6anTHbIn COM-dalin, B pesynbraTe

MCNONHEHWNA KOTOPOIro Ha KOHCOJIb BbIBOAUTCA TEKCTOBOE COO6LLI,eHI/IeZ EICAR-STANDARD-
ANTIVIRUS-TEST-FILE!

®daiin test.com cOCTOUT TONIbKO U3 TEKCTOBbIX CUMBOJIOB, KOTOPble GOPMUPYIOT CNeAYHOLLYHO
CTPOKY:
X50! P%QAP[4\PZX54 (P") 7CC) 7} SEICAR-STANDARD-ANTIVIRUS-TEST-FILE! SH+H*

Ecau Bbl co3gaamTe daiin, cogep kalimin NpUBEAEHHYHO BbiLLe CTPOKY, U COXPaHUTE ero noj
nMeHeM test.com, TO B pe3ysnbTaTe NONYUYMTCA NporpamMmma, kotopas u 6yaeT onncaHHbIM
«BUPYCOM».

| Mpu paboTe B ontumansHoM pexkume SplDer Guard He npepbiBaeT 3anyck TectoBoro daina
. EICAR v He onpesenseT faHHytO OnepaLyo Kak OnacHyto, Tak Kak JaHHbI Gain He

npeacTaBAseT yrpo3bl N8 KoMMbtoTepa. OZHaKo NPV KOMMPOBAaHWUMU UAN CO3JaHNM TaKOro
danna Ha komnbtoTepe SplDer Guard aBTomaTnueckn obpabaTbiBaeT daiin kak
BPEAOHOCHYO MPOrpaMMy v Mo YMOYaHWIO nepemMeltaeT ero B KapaHtuH.

MpoBepka c nomowpbro Ppanna CloudCar

Ana nposepkun paboTbl 06nauHoro cepeuca Dr.Web Cloud ncnonb3yiTte TectoBbiv dann
CloudCar, co3paHHbIN opraHm3aumein AMTSO (Anti-Malware Testing Standards Organization).
JTOT darin cneymanbHO Co3aaH AN NpoBepky paboTbl 06MaUHbIX CEPBUCOB aHTUBUPYCOB U
He ABNAETCA BPeAOHOCHbIM.

MpoBepka pa6borbl Dr.Web Cloud

1. BpemeHHO oTkntounte kKoMnoHeHT SplDer Gate, eciv OH 6bis yCTaHOBEH. Y6eanTech, Uto y
BaC BKJIKOUYEHO MCNoab30oBaHMe obnauHoro cepsuca Dr.\Web Cloud.

2. 3arpy3uTe TectoBbIN dan. [lna 3Toro nepengmTe no agpecy

https://www.amtso.org/feature-settings-check-cloud-lookups/ n HaxxmnTe Download the
CloudCar Testfile.

3. Ecam y Bac yctaHoBAeH 1 BkAtOUeH KOMNOHeHT SplDer Guard, npu nonagaHuu ganna Ha
KOMMNbIOTEP OH aBTOMaTUyeckn byaeT nepemMelleH B KapaHTUH. Ecam komnoHeHT SplDer
Guard He yCTaHOB/IEH UM OTK/IFOUEH, MPOCKaHUPYNTe 3arpy>XeHHbi dann. Ins aToro
BbI30BUTE KOHTEKCTHOE MEHHO HaXkaTMeM MPaBoOM KHOMKM MbIWKN MO UMeHN paina u
BbIbepute nyHkT MpoBeputb Dr.Web.

4. TpoBepbTe, UTO TECTOBLIN Palrin obpaboTtaH DrWeb kak CLOUD: AMTSO.Test.Virus.
Mpedwkc CLOUD B Ha3BaHWM yrpo3bl byaeT CBUAETEIbCTBOBaTbL O KOPPEKTHOM paboTe
Dr.Web Cloud.

PyKOBO,CLCTBO nosab3oBaTenda
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5. Bkntounte koMnoHeHT SplDer Gate, ecnv OH 6bin OTKAKOYEH, COTNACHO NEPBOMY MYHKTY
AAHHOW NHCTPYKLNN.

PyKOBO,CLCTBO nosab3oBaTenda
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YcTaHOBKA, U3MeHeHue u yAaneHue nporpamMmbi

3. YcTaHOBKA, U3SMEHEeHne U yAaneHue nporpavMmbl

Mepea Havanom yctaHoBkm Dr.Web Security Space 03HakoMbTeChb € CUCTEMHBIMUA
TpeboBaHMAMY, @ TaKKe PEKOMEHAYETCS BbINMOJHUTL CeAytoLiMe AeACTBUS:

e YCTaHOBWTb BCE KPUTUUECKME OBHOBAEHMS, BbINYLLEHHbIE KOMMNaHMen Microsoft ansa Bawel
BEPCUM OMepaLMOHHOM cMcTeMbl (MX MOXHO 3arpy3nTb 1 YCTAaHOBUTL C CaliTa OOHOBAEHUN

KoMnaHuu no agpecy https://windowsupdate.microsoft.com);

® NPOBEPUTb MPU MOMOLLY CUCTEMHBIX CPeACTB GalIoBYHO CUCTEMY N YCTPaHUTb
obHapyXeHHble gedekTbl;

® YAaNNTb C KOMMbHOTEPA APYyrMne aHTUBUPYCHbIE MPOrpamMmMbl 414 npeaoTBpalleHna
BO3MOXHOW HECOBMECTUMOCTIN UX KOMMOHEHTOB C KOMMNOHEHTaMM Dr.Web;

e ecnn byaet yctaHoBneH bpaHamaysp Dr.Web, Heobxoammo yaannTte ¢ KoMnbloTepa apyrue
MedXKceTeBble 3KpaHbl;

e YCTaHOBWTb BCE PEKOMEHAYyeMble MPOU3BOAMTENIEM ONEPALLMOHHON CUCTEMBI KPUTUYECKME
0BOHOBNEHWSA; €CIN NOALEP>XKKa ONepaLOHHON CUCTEMbl MPON3BOAMTENEM NpPeKpaLleHa,
pekoMeHAyeTca nepenTn Ha 6osee COBPEMEHHYHO BEPCUIO ONepaLMOHHON CUCTEMbI;

® 3aKPbITb aKTVBHbIE MPUNOXKEHUA.

YcraHoBka Dr.Web A4OJ1>KHa BbINONHATLCA NOJib30BaTesieM C rnpaBamMm
° AAMUHUCTPATOpPa AaHHOIo KOMMNbHOTEPA.

Dr.Web HecoBmecTUM ¢ NpoAyKTaMu NPOaKTUBHOW 3aLLUTbl APYrX
NpPOU3BOAMUTENEN.
YctaHoBka Dr.Web Bo3MOXHa B O4HOM M3 CAeAyrOLLMX PEXUMOB:

® B pexXnme KOMaHAHOD’I CTPOKW;

® B peXnmMme Mactepa yCTaHOBKW.

3.1. YcraHoBKa nporpamMmmbl

f E YcraHoBka Dr.Web AOJI>KHa BbINOJMHATLCA MNMOJib30BaTe/ieM C NpaBaMun agMUHNCTPATOpPa
- AAHHOTO KOMMbHOTEPA.

YcTaHOBKa B pe)kume mMacrepa YCTaHOBKM

Yto6bl 3aMyCTUTb YCTAHOBKY B OObIYHOM PeXMME, BOCNO/Ib3YUTECh OAHUM U3 CAEAYHOLLIMX
MEeTO/0B:

e €C/IN Yy BaC MEEeTCsA eANHbIN NCNONHAEMbIN Galin, 3anycTuTe ero;

PyKOBO,CLCTBO nosab3oBaTenda
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€CAn y Bac nmeeTcs GUPMEHHbIN ANCK C YCTAHOBOYHbLIM KOMMJ/IEKTOM, BCTaBbTe AUCK B
npuBoA. Ecam ans npuBosa BIKOUEH pexxMmM aBTO3anycka Ancka, npoLuesaypa yCTaHOBKM
3anycTnUTCs aBTOMaTMYeckun. Ecam pexumnm aBTo3anycka OTK/IHOYEH, 3aMyCcTUTE Ha
BbINOJAHEHWe daln autorun.exe, pacnonoXeHHbI Ha ancke. OTKpOeTca OKHO, coAep Kallee
MEHH aBTO3anycka. Haxxmute KHOMKy YCTaHOBUTD.

CnepyinTe ykazaHWAM Nporpammbl ycTaHOBKW. Ha ntobom wware Ao Hauana KonMpoBaHWA
dannoB Ha KOMMbIOTEP Bbl MOXETE BbIMOJAHUTL CleAytoLLee:

e UTO6bI BEPHYTHCA K NpeapblAyLLEeMY Lary NnporpaMmmbl YCTaHOBKM, HaxkmmuTe KHomnky Hasag,

e UYTOObI NEPENTU Ha CAeAYOLWMIA War NPorpaMmbl, HaxmuTe kHonky Janee;

e UTOObI NpPepBaTh YCTaHOBKY, HAXXMUTE KHOMKY OTMEHUTb.

Mpoueaypa ycraHOBKMU

1.

Ecamn Ha Balem KOMMblOTEPE yKe YCTaHOBJ/IEH APYrov aHTUBUPYC, MacTep ycTaHOBKM
npeAynpeanuT Bac 0 HECOBMECTMMOCTM NnporpaMmmbl Dr.Web v MHbIX aHTUBUPYCHbBIX
peLleHni N NPeaNoXMIT YAaAUTb UX.

ii Mepes HayaslOM YCTaHOBKM MPOBEPSETCA akTya/bHOCTb YCTaHOBOYHOTO dalina. B ciyuae
: €C/IN CyLecTByeT 601ee HOBbIV YCTaHOBOUHbIM dalin, BaM BysaeT MpeAnoXeHO ero ckayatb.

Ha 3ToM Lware Bbl MOXeTe NOAKNHUMNTLCA K 061auHbiM cepucam DrWeb, koTopble
MO3BOAT OCYLECTBAATL MPOBEPKY AAHHbIX, NCMO/b3yA Hanbonee cBexyro MHPopMaLmnto
06 yrpo3sax, kotopas o6HOBAAETCA Ha cepBepax KomnaHuu «loktop Be6» B pexume
peanbHOro spemeHu. Onuuma BkItoYeHa No yMon4yaHuto. Takoke Bbl MOXeTe yKa3aTb, XOTuTe
N Bbl ycTaHOBUTL bpaHamayap Dr.Web.

PyKOBO,ELCTBO nosab3oBaTenda
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% DrWeb Security Space - *

Pycckuii w

Bnaroaapum Bac 3a Beibop Dr.Web Security Space 12.0

Dr.Web Security Space ofecnedreasT MHOTOYPOEHEEYHD 2aLUMTY BALLEro KOMMBHITERA OT PazAMUHEIX YIpo2 M2 AKOLIX EHELHKX
WCTOYHMKOE.

Haxwmman Janee, Bbl NpUHMMaETE YCNOBWA JTMUEHIMOHHOTD COTNALLEHWA,
+ A xouy noaknounTecA K obnavHeiv cepercam DrWeb Cloud (pekomeHayeTca)

YeraHoeuTe Bpanamay3p DriWeb

Hanee

—Iapame—pm YCTaHOBKK MNoauTria KOHQWAEHLMANBHOCTI D;‘

PucyHok 1. Mactep ycraHOBKMU

3. [na Toro utob6bl CAMOCTOATENIbHO BbIOPaTh yCTaHaBAVBaeMble KOMMOHEHTbI, yKa3aTb MyTb

YCTaHOBKM N HEKOTOPbIE AOMOJIHUTE/IbHbIE MapaMeTpPbl, HaXKMUTE I'Iapameprl YCTaHOBKW.
,ﬂ,aHHaﬂ onuuAa npegHasHa4veHa 4714 OMNbITHbIX nosnb3oBaTenen. Ecam Bbl xoTUTe nponseectn
YCTaHOBKY C NMapaMeTpamMu no YMOJIHaHUIO, rlepel7|p,|/|Te K MYHKTY 4,

e Ha nepBoW BK/aske Bbl MOXETE U3MEHWUTb COCTaB YCTaHaB/MBaEMbIX KOMMOHEHTOB.
e Ha BTOpOW BKNajKe Bbl MOXeTe M3MEHUTb MyTb YCTaHOBKMW.

e Ha TpeTbel Bknagke OKHa Bbl MOXeTe YCTaHOBUTb Gpaaxkok 3arpy3uTb oO6HOBAEHUA BO
BpeMsA yCTaHOBKM, YTOObI B NpoLiecce YyCTaHOBKM Obli 3arpy>KeHbl akTyaabHble
BMPYCHble H6a3bl U Apyrne Moayan aHTMBMpPYCa. Takoke Bam ByaeT npeasoxXeHo
HaCTPOWTb CO3jaHMe APAbIKOB 414 3anycka nporpammMbl Dr.Web.

e [Mpy HEOBXOAMMOCTM Bbl MOXETe yKa3aTb NapaMeTpbl NMPOKCU-CepBepa.

UTO6bI COXpPaHUTb N3MeHeHMs, HaxkmuTe OK. YTobbI BbIMTM U3 OKHA, HE COXpaHas
M3MEeHeHWNI, HaxxMnTe OTMEHUTD.

Haxxmute KHOMKY Aanee. O6paT|/|Te BHNMaHUWE, UTO TEM CaMbIM Bbl MPUHNMaeTe yCJ10BUA
JNUEH3NOHHOTO CornatieHunA.

B okHe MacTep peructpauumm Heo6xoAMMO BblI6paTh OHY M3 CAeAYHOLLMX OMLMIA:

® eC/IN Y Bac eCTb KNH0YeBON daiisl U OH HaXOAUTCSA Ha XKECTKOM ANCKE UM CbEMHOM
HocuTene, BbibepuTe YKa3aTb NyTb K AeACTBYIOLLeMY KatoueBomy daiiny. [ina Bbibopa
kntoyeBoro danna HaxmuTe kHornky O630p v BbibepuTe HYXHbI Gail B OTKPbIBLIEMCS

PyKOBO,CLCTBO nosab3oBaTenda
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okHe. MNoapobHee Bbl MOXETe MPOUNTaTb B MHCTPYKLMM AKTUBALIMA NPY NOMOLIA
KNtoYeBOro daiina;

e €C/IN Y BaC HET KNtoUeBOro daisia, Ho Bbl FOTOBbI €70 MOJY4YNTb B MPOLECCE YCTaHOBKY,
Bbl6epuTe MoNyunTb INLLEH3UIO B NPOLEcce YCTaHOBKWU. [TogpobHee Bbl MOXeTe

npoYnTaTh B MHCTPYKUMN AKTMBALIMA NPU NOMOLLM CEPUNHOIO HOMEPa;
e N8 NPOJO/IKEHMA YyCTaHOBKM 6e3 antieH3nn BoibepuTe MonyunTb MLeH3uio nosgHee.

O6HoBAEHMA He ByayT 3arpy>aTbCa 4O TeX NOP, NOKa Bbl HE YKaXKeTe AN He MoayuumTe
kntoueBou dan.

% Dr.Web Security Space - x

Pycckmid  w

Mactep perncrpauumn

JlnA Mcnone30BaHWA Boex Bo3moxHocTeld DrWeb Security Space TpeByeTca AMueHzMA.

MoayunTs AMUEH2WID B NPOLSCce YCTaHOBKK
(® Moayunts avuenanio nozaree

Ykazate NyTb K ASACTEYHOLLEMY KAHOYeBOMY dainy

PucyHok 2. Macrtep perucrpauum

Ha>xmunte KHOMKy YCTaHOBUTD.

6. Ecam B npoLiecce yCTaHOBKM Bbl YKa3asv UV NONYUYUAN JeUCTBYHOLLMIA KNtoYeBON Gain un
He cHUManu ¢pnaxxok 3arpysutb 06HOB/IEHUA BO BPeMA YCTaHOBKM, OyseT BbIMONHEH
npouecc 06HOBAEHUSA BUPYCHbIX 6a3 1 ApyrMx KOMNOHEHTOB nporpammsl Dr.Web.
O6HoBNEHME NPOBOANTCA aBTOMATUUECKU W He TpebyeT A0NONHUTENbHBIX AEUCTBUN.

7. [lna 3aBeplueHnsa npoLecca yCTaHOBKM BbIMONHUTE nepe3arpy3ky KoMnbtotepa.

YctaHOBKa B peXXume KOMaHAHOWN CTPOKMU

[ns 3anycka yctaHoBku Dr.\Web B $OHOBOM pexxrme B KOMaHAHOW CTPOKE BBEAUTE UM$
ncnonHsemoro ¢anna c HeobxoAMMbIMU NapaMeTpamm (MapaMeTpbl BAMAIOT Ha YCTaHOBKY B
$GOHOBOM pexunmMe, A3bIK YCTAHOBKW, Nepe3arpysKy nocsie OKOHYaHUsA YCTaHOBKM N YCTaHOBKY
BpaHamayapa):

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp 3HaueHue
installFirewall Byaet yctaHoBneH bpaHamayap Dr.Web.
lang fA3bIK NpoAykTa. 3HaueHVe NnapameTpa — Koz Aa3bika B dopmarte ISO 639-1,

Hanpwmep, /lang ru.

reboot ABTOMaTMYeckas nepesarpyska KOMMbOTEPa MOC/e 3aBePLUEHUs YCTaHOBKM. ModkeT
NMPVHUMATb 3HAUYEHWs yes U no.

silent YcTaHoBKa B GOHOBOM pexxvMe. MoXeT NpUHMMaTh 3HaueHWs yes U1 no.

Hanpumep, npu 3anycke cnepyrollei KoMaHAabl 6yaeT npoBeseHa yctaHoBka Dr.Web B
bOHOBOM pexxmMe 1 NpoBeeHa nepesarpyska nocae yCcTaHOBKW:

drweb-12.0-ss-win.exe /silent yes /reboot yes

Ownbka cny>x6bl BFE npu yctaHoBke nporpammbi Dr.Web

Ana GYHKUMOHNPOBaAHUA HEKOTOPbIX KOMNOHEHTOB NporpaMmbl Dr.Web Heobxoanmo
Haanume 3anyLleHHoW cnyxbbl 6a3zoBoro moayns dunbtpauum (BFE). B chyyae ecnim gaHHas
cnyxba oTCyTCTBYET UM NoBpexzeHa, yctaHoBka Dr\Web 6yzeT HeBo3moXHa. MoBpexaeHmne
nan otcytcteme cny>k6bl BFE MoXeT yka3biBaTb Ha Haanume yrpo3 6e3onacHOCTM Ballero
KoMMbtoTepa.

Ecnv nonbiTka ycraHoBKM nporpammbl Dr.Web 3aBeplumnnack ¢ owunbkoi cnyx6bi BFE,
BbIMOJIHUTE C/legytolLne AeACTBUA:

1. TpockaHupynte cuctemy npu nomoLm 6ecnaatHoun nevailenn ytmantel Curelt! ot
koMnaHun «Joktop Beb». CkayaTb YTUANTY Bbl MOXETE Ha canTe:

https://free.drweb.com/download +cureit+free/.

2. BoccraHoBuTe cnyx6y BFE. [1na 3TOro Bbl MOXeTe BOCMOJ/b30BaTbCs YTUANTOW ANS
ycTpaHeHusa npobaem B pabote 6paHaMayspa oT komnaHum Microsoft (ans
OI'IepaLI,I/IOHHbIX cuctem Windows 7 v Bbiwe). CkauaTtb yTvuwlTy Bbl MOXETe Ha caunTe:

with- wmdows f|rewaII

3. 3anyctute Mactep yctaHoBku Dr.Web 1 npounsseanTe ycTaHOBKY COrNacHO LUTAaTHOM
npoveaype, NpuBeAeHHON BbILLE.

Ecnm npobiieMa He ycTpaHeHa, 06paTUTech B CNYX6Y TEXHUUECKOW MOAAEPXKM KOMMaHMUM
«[lokTtop Beb».

3.2. U3ameHeHe KOMMOHEHTOB NMporpamMmbil

1. YT06bI YAaNNTb NNV U3MEHUTb KOMMOHeHTbI Dr\Web, BbibepuTe (B 3aBUCMMOCTL OT
onepaunoOHHOWN CUCTEMBI):

PyKOBO,CLCTBO nosab3oBaTenda

22


https://free.drweb.com/download+cureit+free/
https://support.microsoft.com/en-us/help/17613/automatically-diagnose-and-fix-problems-with-windows-firewall
https://support.microsoft.com/en-us/help/17613/automatically-diagnose-and-fix-problems-with-windows-firewall

A
d
A

AT
\g’:

OnepauvoHHas
cucrema

Windows Vista

Windows 7

Windows 8,
Windows 8.1,
Windows 10

YcTaHOBKA, U3MeHeHue u yAaieHne nporpamMmmvbl

MocnepoBaTeNnbHOCTb AeCTBUNA

MeHto «[Tyck»

Knaccunueckoe
MeHo «[lyck»

Myck — MaHenb
ynpassieHus

MaHenb
ynpaB/sieHus

Myck — MaHenb
ynpasJsieHus

Myck —
Hacrpoiika —
MaHenob
ynpaB/sieHua —>
Mporpammbi 1
KOMMOHEHTbI

Menkue/kpynHble
3HauKM:
Mporpammbl n
KOMIMOHEHTbI

Kateropwus:
Mporpammbl —>
YpaneHue
nporpaMm

Menkue/kpynHble
3HauKM:
Mporpammbl 1
KOMMOHEHTbI

Kateropwus:
Mporpammbl —
YpaneHue
nporpaMmm

Knaccnueckuii Bug  Mporpammbl n

JomalHas
CTpaHuLa

KOMMOHEHTbI

Mporpammbl —
Mporpammbl 1
KOMMOHEHTbI

2. B cnucke ycTaHOB/IEHHbIX NPOrpaMm BblibepuTe CTPOKY C Ha3BaHMEM NMPOrpaMmbl.

3. Haxmunte 3mMeHUTb, Npn 3TOM OTKpOoeTCs OKHO MacTepa yaaneHns/M3mMeHeHns
KOMMOHEHTOB NPOrpamMmmbl.

PyKOBO,ELCTBO nosab3oBaTenda
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# Dr.Web Security Space - *

Pycckuii W

YaaneHue Uaum nsmeHeHne KOMMOHEHTOB nporpammel Dr.Web Security Space

Shs MameHNTb KOMMOHEHTBI
"9 MamMeHWTE KOMMOHEHTEI aHTHMEMPYCHOR 2auTel DriWeb B coOTBETCTEMN C BAlMMKU NOTPEBHOCTAMM.

D BoccranoBuTs Nnporpammy
BoccraHoBWTE aHTUBMpPYCHYHD 2awmTy DrWeb Ha eawem komneroTepe.

| ¥Yaanute nporpammy

Yaanute aHTMBEMpYCcHYto 3awnty DriWeb c Bawero komneraTepa.

PucyHok 3. Macrep yaaneHua/mameHeHUA KOMMNOHEHTOB

4. BbibepuTe ofHY U3 ONUUNA:

e MI3MeHNTb KOMMOHEHTbI. B OTKpbIBLUEMCA OKHE yCcTaHOBUTE GAaXKKN HanpoTmB
KOMMOHEHTOB, KOTOPble XOTUTe A06aBUTb, NMOO CHUMUTE GAaKKN HANPOTUB YAaNseMbIX
KoMrnoHeHTOB. Onpeaenns HY>XHYHO KOH®Urypaumo, Haxxmute NMpumenutb. [ocae 3Toro
oTKpoeTcA okHO OTkatoueHne Camosawutbl, B KOTOPOM HEOHXOANMMO BBECTU
N306pakeHHbIN KO NOATBEPXKAEHUSA, MOCAEe YEro HaxaTb KHOMKy MpumMeHUTb.

e BocctaHOBUTb Nporpammy, ec/ii HEOH6XOAMMO BOCCTAHOBUTb aHTUBUPYCHYHO 3aLLMTY Ha
BalleM KoMMbtoTepe. ITa QyHKLMA NPUMEHSAETCA B TOM C/lyyae, KOrJa HEKOTopble 13
KOMMOHeHTOB nporpammMbl Dr.Web 6bian noBpexaeHsl.

° YAaJ'IVITb nporpammy, yTOObI VAaanTb BCE YCTAHOBNE€HHbIE KOMMOHEHTbI.

3.3. YaaneHue nporpamMmmbl

i|§ Mocne ypaneHua Dr.Web Balw komnbtoTep He 6yzeT 3aluuLLeH OT BUPYCOB U APYruxX
BPEOHOCHBIX MPOrpamMm.

1. Ona ypaneHunsa nporpammbl Dr.Web Security Space BbibepuTe (B 3aBMCMMOCTA OT
onepaunoOHHOWN CUCTEMBI):

PyKOBO,CLCTBO nosab3oBaTenda
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OnepauyoHHasA cucTema MocnepoBaTenbHOCTb AEUCTBUIA

Windows Vista MeHrro «[Tyck» MNyck — Knaccmueckunia MporpamMmmbl n
MaHenb BUA KOMMNOHEHTbI
ynpasJieHns

JomaluHsaa Mporpammbl —>
CTpaH1ua Mporpammbl #
KOMMOHEHTbI

Knaccnueckoe Myck —

MeHto «[lyck» Hacrpoiika —
MaHenob
ynpasJjieHna —
Mporpammbi 1
KOMMOHEHTbI

Windows 7 Nyck — Menikvie/KpynHbl
MaHennb € 3HauKu:

ynpaBseHus Mporpammbl 1
KOMMNOHEHTbI

Kateropwus:
Mporpammbl —
YpaneHue
nporpaMmm

Windows 8, MaHenb Menkune/KpynHsl

Windows 8.1, ynpasieHus € 3HauKu:

Windows 10 MporpamMmmbl u
KOMMOHEHTbDI

Kateropws:
Mporpammbl —
YpaneHue
nporpaMmm

B oTkpbiBLIEMCA cnncKke BbIbepuTe CTPOKY C Ha3BaHMEM MporpamMmbl.
2. Haxxmute KHOMKy YAanurb.

3. B okHe MNMapameTpbl ycTaHOBUTE P/iaXKKn HAMPOTUB TOrO, UTO CAelyeT COXPaHUTb nocae
yAaneHus nporpaMmbl. CoxpaHeHHble 06BeKTbl U HAaCTPOMKM MOTYT MCMO/b30BaTHCA
nNpOrpaMMon Npv NOBTOPHOW ycTaHOBKe. 1o ymMon4aHuto BbibpaHbl BCe ONumnmn —
KapaHntuH 1 Hactpoiiku Dr.Web Security Space. HaxxmuTe kHonky NMpumeHuUTb.

4. Otkpoetcs okHo OTknroueHmne Camo3aLLnThbl, B KOTOPOM HEOBXOAMMO BBECTU
n306paxkeHHbIN KOZ NOATBEPXKAEHMA, MOC/E Yero HaxaTb KHOMKY YAanutb nporpaMmmy.

5. VIameHeHuna BCTynAT B cuily Nocae rnepesarpyskn kKomnbtotepa. [pouecc nepesarpysku
MO>HO OT/IOXMUTb, HaxkaB kHomnky Mo3e. HaxxmuTe kHoMKy Mepe3sarpy3unTtb ceivac ans
HemMe/J/IeHHOr O 3aBepLUeHMA NpoLeaypbl yaaneHnsa nanm n3MeHeHua coctaBa KOMMOHEHTOB
Dr.Web.

PyKOBO,ELCTBO nosab3oBaTenda
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4. lnueHsupoBaHue

MpaBa nonb3oBaTtens Ha ncnonb3oBaHne DrWeb peryanpytotcs anueH3sven, npnobpeTeHHOM
Ha caliTe KOMNaHun «Joktop Be6» nam y naptHepoB. JInLeH31s NO3BOASET MONHOLLEHHO
MCNONb30BaTh BCE BO3MOXHOCTU NPOAYKTa Ha MPOTAXEHUN BCEro CpoKa AencTBus. JlnueHsuns
peryavpyeT npasa Nosb3oBaTeNs, YCTaHOBAEHHbIE B COOTBETCTBUMN C JINLIEH3NOHHbIM
cornalleHveM, ychoBUs KOTOPOro NoJib30BaTeslb MPUHMMAET BO BPeMS YCTaHOBKM
nporpammsi.

Kaxxaov anueH3nm conoctaBaeH YHUKaNbHbIN cepuliHbili HOMep, a Ha N0KaJlbHOM KOMMbloTepe
Nnoab30BaTeNs C IMLEH3MEN CBA3bIBAETCA CneLnanbHbli Gann, peryampyrowmi paboty
Dr.Web B cooTBeTCTBUM C MapamMeTpaMu ANLEH3UN. ITOT dalin Ha3biBAETCA NNLLEH3NOHHBIM
karo4esbiM ghatizom. MogpobHee o kntoueBoM darine cM. B pasgene KaroueBon danin.

Ecnv nepea npnobpeteHremM AnLEH3MM Bbl XOTUTE O3HAaKOMUTLCA C MPOAYKTOM, Bbl MOXETE
aKTMBMpPOBaTb OeMOHCMPAyUOHHbIU nepuod. B TeueHre feMOHCTPaLMOHHOro nepmosa
AOCTYMHbl BCe QYHKLMM N KOMMOHEHTbI NpoayKTa. Mpu akTMBaLMn 4EMOHCTPALMOHHOIO
nepvoga Takke aBToMaTnyeckn GopmMupyeTcs cneumanbHbin kKnroueBon da. AKTmBaumns
AEMOHCTPALMOHHOrO Nepnoja Ha OAHOM M TOM XK€ KOMMbOTEpPEe BO3MOXHA He valle, Yem
OAVH pas B rog.

f | : MpoayxT He nopaep>xuBaetcs Ha Windows XP.

Cnoco6bl aKTMBaLUUN INLEH3UUN

AKTVIBVIpOBaTb KOMMeEpPYECKYH JIMUEH3NHO Bbl MOXETE OAHUM U3 ChefyrowmnX crnoco6os:

e BO BpeMs YCTaHOBKM NMpoaykTa npu nomolum Mactepa perncrpaumu;

e B 10601 MOMEHT paboTbl NpoayKTa Npu NomoLm Mactepa perncrtpaumm, KOTopbii BXOAUT
B coCTaB MeHeaxxepa N1LEH3NN;

® Ha odunuManbHOM canTe kKoMnaHuu «Jloktop Beb» no agpecy

https://products.drweb.com/register/.

AKTUBaALMA MMUEH3MM B MacTepe permcrpaumm BO3MOXHa Npuy NoMOLLM CEPUIAHOTO HoOMepa
nnn kKnroveBoro danna.

I'Iop,po6Hee 06 aKTnBaunnm nMUeH3nn CM. B pasjene Kak aKTUBUPOBATb NULIEH3WIO.

[ eMOoHCTpaLOHHBbIA Nepnog,

Monb3oBatensm npoaykros Dr.Web goctynHo gBa Tna AeMOHCTPaLMOHHOro nNepunoja:

e CpokoMm Ha 3 mecaua.

e Cpokom Ha 1 mecau,

PyKOBO,CLCTBO nosab3oBaTenda
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Y106bI NONYUNTL 4EMOHCTPALMOHHBIN NEPMOZ CPOKOM Ha 3 MecsALua, HeobXoAMMO NPOUTH
npoueaypy pernctpaLumm Ha cainte komnavum «loktop Beb» no agpecy

https://products.drweb.com/register/. lMocne 3TOro Bbl NOAyYMTE MO 3NEKTPOHHOW NouUTe

CEPUNHBIN HOMEpP, HEOHXOANMBIV A1A aKTMBaLNW ANLLEH3NW. [leMOHCTPaLMOHHbBIA NePUOA,
CPOKOM Ha 1 MecsL, MOXHO MOJyYNTb HEMOCPEACTBEHHO B OKHe MeHezxepa NNLEeH3UN, He
yKa3blBas NepCoHaNbHbIX AaHHBbIX.

Ecan Y BaC OCTaMCb BOMPOChI MO JNLEH3NPOBaHNIO, O3HAaKOMbTECb CO CMMCKOM Hanbonee
YacCTbiX BOMNPOCOB Ha canTe KOMMNaHUK <<ﬂ,OKTOp Beb».

Bo3mokHble BOMPOCbI

Kak a mory nepeHecTu IML,€H3UIO Ha ApPYroi Komnbiotep?

Bbl MOXeTe nepeHecTV Bally KOMMEPUYECKYHO NINLLEH3UIO Ha APYrov KOMMbIOTEp Npu
MOMOLLUM KAtoYeBOro dania nam CepunHOro Homepa..

YTo6b1 NepeHecTN INLEH3UIO Ha APYroi KOMMNbIOTEP

e MNPV MOMOLLY CEPUNRHOrO HOMepa:

1. Ypanute Dr.Web c koMnbroTepa, C KOTOPOTro Bbl XOTUTE MEPEHECTU NNLLEH3UIO, U
aKTUBMPYNTE APYTYHO INLIEH3MIO0 Ha 3TOM KOMIMbIOTEpE.

2. AKTUBMPYINTE TEKYLLY JNLEH3MIO Ha KOMMbIOTEPE, Ha KOTOPbIA Bbl XOTUTE NEPEHECTM
nvueHsuto. [lna 3Toro Bocnosb3yntecb Mactepom pervcrpaumm BO Bpems yCTaHOBKM
NPOoAYyKTa UAN NOC/e YCTaHOBKN BO BpeMs paboTbl NpoaykTa (cM. AKTuBallg npu
NOMOLLN CEPUANHOIO HOMEPA).

e Mpn NOMOLNM KNHOYEBOTO q)ana:

1. CkonupyuTe KItoUeBOW Galin C KOMMNbOTEPA, C KOTOPOrO Bbl XOTUTE MEPEHECTU
nvgeHsuto. Mo ymonuaHuio kiroyeBor Ganii XxpaHUTCA B nanke yctaHoBku DrWeb un
nmeeTt pacwmpeHue .key.

2. Ypanute DrWeb ¢ komnbtoTepa, ¢ KOTOPOro Bbl XOTUTE NEPEHECTU NNLLEH3WNIO, UV
aKTUBMPYNTE APYTYHO INLIEH3MIO0 Ha 3TOM KOMIMbIOTEpE.

3. AKTUMBMPYNTE TEKYLLY JNLEH3MIO Ha KOMMbIOTEPE, Ha KOTOPbIN Bbl XOTUTE NEPEHECTM
nvueHsuto. [lna 3Toro Bocnosb3yntecb Mactepom pervcrpaumm BO Bpems YyCTaHOBKM
NPOoAYyKTa UAN NOC/e YCTaHOBKN BO BpeMs paboTbl NpoaykTa (cM. AKTuBallng npu
NOMOLIN KNHOYeBOro damnaa).

flf Henb3s nepeHecTn Ha ,ﬂ,pyl’OVl KOMMbOTEP JIMLUEH3NKO, KOTOPYHD Bbl MOJIY4YUIN B paMKaX
AEMOHCTPaLMOHHOTIO nepunoaa.

Al 3a6bIn perncTpaymoHHbI email. Kak a1 mory ero BocctaHOBUTBL?

PyKOBO,CLCTBO nosab3oBaTenda
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Ecnv Bbl 3a6b1n1 agpec 3NeKTPOHHOM NOYTbI, KOTOPbIN Bbl YKa3biBaan BO BPeEMS
perncrpaymm, BaMm HeobxoaMMo 06paTUTbCA B TEXHNYECKYHO MOAAEPKKY KOMNaHun «/loktop

Beb» no agpecy https://support.drweb.com.

Ecav BbI caenaete 3anpoc Cc agpeca, otTanyaroweroca oT Toro, Ha KOTOprVI
3aperncTtpnpoBaHa Balla anueH3nAa, cneynannct TEXHNYECKOMN noAAEPXKKN MOXET
nonpoCcnTb NPesoCTaBUTb: q)OTO- nan CKaH-KoOnMw JMUEH3NOHHOIO cemechKaTa, yek 06
onnaarte AMUeH3nn, NMCbMO UHTEPHET-MarasnHa n gpyrne noareep>Xaaoumne JO0KyMeEHTbI.

Kak 1 Mmory uameHuTb permcrpatMoHHbin email?

Ecnv BaM HeO6XOAMMO M3MEHUTb aZpec 31eKTPOHHOW MOYTbl, KOTOPbIV Bbl yKa3blBaau Mpwu
pervcrpauunm, BOCMoNb3ynTech cneLmanbHbIM CEPBMCOM 3aMeHbl 31eKTPOHHOW MOYTbl MO

aapecy https://products.drweb.com/register/change_email.

4.1. Kak akTuBupoBaTb JIMLLEH3UIO

Y106bI MCNONb30BaTh BCe GYHKLMM M KOMIMOHEHTbI MPOrpaMmbl, HEO6XOANMO aKTMBMPOBaTb
NNLeH3no. AKTUBALMA NULLEH3MN BO3MOXHA NPU MOMOLLM KNtoYeBOro daina uam cepumnHoro
HOMepa.

Ecnm kntoueBoro daina HeT, HO eCTb CEPUNHBINA HOMEp, ero HeoH6XoANMO 3aperncTpmpoBaThb
Ha caiiTe komnaHuu «Joktop Beb». [Mocne 3aBepLueHns npouecca permcrtpaumm sam byaet
npejocTaB/ieHa CCblika A1 CKaumBaHUA katoyeBoro dainna. icnonb3ynTte 3TOT KNHOUEBOW
dalin ana akTMBaLUm ANLEH3UN.

| Ecnu Bbl yxe aBAsMCh noab3oBaTteneM Dr.Web, To Bbl cMoXeTe NpoanuTb AeiicTBrE

& npuo6peTeHHOM NnLEeH3MM Ha 150 ZOMONHWUTENIbHBIX AHel. s 3TOro nepes BBOAOM
PErNCTPALMOHHBIX AAHHBIX OTKPOETCS OKHO, B KOTOPOM HEOBXOAMMO YKasaTb CEPUHBbIN
HOMep NMbOo MyTb K KAoUeBOMY dainy npeablayLiein ANLeH3NN.

AKTBauMa Npy NOMOLLM CEPUNHOro Homepa
Ecanm Yy BacC €CTb CGpI/II7IHbII7I HOMEP, Bbl MOXXeTE!

® aKTUBMPOBATbL JIMLIEH3MIO BO BPEMS YCTaHOBKM NpoAykTa npu nomolum MacTepa
pernctpaumnn:

1. 3anyctuTe ycTaHOBKy npoaykTa. Ha 5 ware yctaHOBKU BbibepuTe nyHKT MoayunTtb
IVLLEeH3MI0 B Nnpouecce yCTaHOBKWU. HaxxmuTe YcTaHOBUTb.

PyKOBO,CLCTBO nosab3oBaTenda
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% DrWeb Security Space

MacTep perucrpauvm

[na wecnonszoeaHnA Bcex BoamoxHocTel DriWeb Security Space Tpebyetca AMueHzmnA,

L] I'Ionyumh JNUUEHIWKD B NpOUecce YCTaHOBKK
I'Ionyumh JNUUEHIWKD NOZgHee

¥KazaTe NyTe K AACTEYIOLLEMY KAHUYeBOMY dainy

Pycokmid w

PucyHok 4. YcraHoBka. Mactep perucrpauumn

2. HauHeTtca yctaHOBKa npogaykTa. B koHuUe 3Tana MNMoayyeHre anueH3nmn oTKpoeTca OKHO
Mactepa peructpauun. Beeaute cepuiiHbln HOMep 1 HaxkmMunTe AKTUBMpOBaThb. Ecin
CEPUNHBIN HOMeEp eLle He Bbln 3aperncTpnpoBaH, OTKPOETCs OKHO, rAe BaM He0OXoAMMO

ByzeT ykazaTb CBOM PErnmcTpaumnoOHHbIe JaHHbIE.

PyKOBO,CLCTBO nosab3oBaTenda
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W Lentp Besonacroctn > WMrcpymentsl > Menemkep nuuensuii > Mactep pernctpauun - O *

< MeHeaXep NMLLEH3WIA LTIV
@ AKkTMBaLWA ANLEH3UK

BeeanTe cepwiiHeIA HOMER

VAW YKEXMTE KNoueeol dain

HeTt nnueHsnn?

KyI'IIr"ITE HOBYH NALUEHIWMED, NMPOANNTE MAKM pacllWpeTe TekKyLULYH AMUEHIWMHD CO CKH,U,KOﬁ.

MonyunTe NpobHyo Bepcuio

Ha 30 aHel (perncTtpauma He TpebyeTcr). AKTWBWMPOBATE JWLEHINKD

Ha 90 aHeii co ckmakoid 40% Ha npognenme (TpeGyetca pervctpauma). Monyuute nuuenzini 7

\

’__
(-2}

PucyHok 5. Macrep perncrpauuu. AKTuBauusa Avu,eH3Mm
3. MpogonxuTe ycTaHOBKY NPOAYKTa, Credya MHCTPYKUMAM MacTtepa ycTaHOBKM.

Ecnv aktvBauma avueH3nmM 3aBepLunnach HeyaauHo, BbiIBOAMTCA cooblyeHre 06 owwmnbke.
MpoBepbTe nogkaroyeHme kK cetn VIHTepHeT, inbo HaxxmuTe kHonky MoBTOpPUTDL ANf
MCcnpaBNeHNA HEBEPHO BBEAEHHbIX AaHHbIX.

e aKTMBMPOBATb JNLEH3MIO B Nt060e Bpems paboTbl NpoaykTa npu nomowm MacTtepa
pervcrpaumnm, KOTopbln BXOAUT B cOcTaB MeHezxepa NNLEeH3nN:

1. B MeHto Dr.\Web & sri6epute nyHkT JIneHsmna. OTkpoeTcs okHo MeHekepa AULeH3MIA.
Haxmute kHornky Kynutb nam aktTusnpoBaTb HOBYIO JIMLLEH3UIO.

PyKOBO,CLCTBO nosab3oBaTenda



14
X
I\

A
K5

JInueHsmpoBaHue

FF Lentp GesonacHocTn > MHCTpYMeHTE > MeHeZKep NMLEHIN — O x

€ VIHCTpyMeHTbI & L
Q MeHeaxxep nnueH3nn

VHOopmaunra o Tekyulei nrueHznn. Bel Takoke MOXETE NPOLIMTE EALLY AMLEHZMK WAK KyMWTE HOEYH.

TekylLan AMUEHINA

' 140398996 W

MpoaykT: -

CepuiiHbd HoMmep: -

Bnagenew: ‘Doctor Web trial user: 140398996'
Jata akTueaumm: 22.08.2018 2:23

[aTta OKoHYaHWA: 21.09.2018 2:23

QOcranock: 22 OH.

KynuTe uan akTMEMpPOBaTE HOBYIO NIMLLEH3HIO ‘ MNpoannTE TEKYLLYIO NMLEH3MIO

Moii DriWeb G
NveHanoHHoe cornawenve G

(i
[H Haxmure, utoBel BHECTH M3MEHEHNA @

PucyHok 6. MeHekep nvueH3nn

2. OTkpoeTcs okHO MacTtepa pervctpaumu. Beeante cepuiiHbIi HOMEP U HaXXMUTe
AxTuBMpoBaTb. ECn cepuiiHbIi HOMEp eLle He Obll 3aperncTprUpoBaH, OTKPOETCS OKHO,
rae BaM Heobxoanmo ByaeT ykasaTb CBOW pPerncTpaLoHHbIe JaHHbIE.

T Lentp BesonacHocTn > MHcTpymenTsl > MeHemskep nuuensuii > Mactep perncTpauun - O X

< MeHeaxXep NULLEH3WIA o .‘j'

2 AKTMBaLWA MULEH3UK

BeeanTe cepuiiHbIA HOoMED

| VAW YKaxUTe Knkodesoi daiin

Het nnuexHamn?

KyI'IIr'ITE' HOBYHY AWLLEHIWHD, NPOAAMTE WAKW DAClUWMPBETE TEKYLLYHD AWUEHIWHD CO CKMAKOW,

PucyHok 7. Macrep perncrpauuu. AKTUBaLusa AnL,EeH3MN

PyKOBOACTBO nosb30BaTena
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Ecnv aktvBauma vUeH3nmM 3aBepLunnacb HeyaauHo, BbiIBOAMTCA cooblyeHme o6 owmnbke.
MpoBepbTe NnogxntoueHme kK cetm NHTepHeT, anbo HaxmuTe kHonky MoBTOpPUTL ANs
ncnpasaeHns HEBEPHO BBEAEHHbIX JAHHbIX.

® 3aperncTpupoBaTh CEPUHBIA HOMep Ha cailTe «/lokTop Beb» 1 nonyunts kntoueBon dain,
C MOMOLLbHO KOTOPOrO Bbl CMOXKETE akTMPOBaTb NNLIEH3NO.

AKTBauuna npm nomMmoLwm Karouesoro ¢panna
Ecnn y Bac ecTb knroueBou daiin, Bbl MOXeTe akKTUBMPOBATb JINLLEH3WIO:
e BO BpeMs YCTaHOBKM NMpoaykTa npu noMolum Mactepa perncrpaumu:

1. 3anyctuTe ycTaHOBKY npoaykTa. Ha 5 ware yctaHOBKM BblbepuTe NyHKT YKa3aTb NyTb K
AeUCTBYOW eMy K1toueBomMy ¢auny. HaxkmuTte YcTaHOBUTb.

% Dr.Web Security Space - *

Pycckmia v

MacTep perucrpauum

AnA wenons20BaHMA BCex BozmoxHocTeid DriWeb Security Space TpefyeTca AuueHzMA.

I'Ionyumh JHUUEHZMHD B MpOLEecCe YCTaHOBEKK
I'Ionyumh JHUUEHZINHD NO3aHee

@ YKazaTe NyTe K AEACTEYHOLLEMY KNOUeBOMY daiiny
CA\Users\user\Desktoph\SL13797217 1.key

Bnagenew:

Nata aktueaunmn:  2017-12-27 (10:41) UTC

[Nata okoHyarwa: 2018-12-29 (10:41) UTC

T AMLEHIMK: Dr.Web Security Space ana Windows

PucyHok 8. YcraHoBka. Mactep perucrpauumn

2. Mpogonkute ycTaHOBKY NPOAYKTa, Crefya MHCTPyKUnam Mactepa ycTaHOBKM.

e B It060e BpemMa paboTbl NpoaykTa Npu nomMowwm Mactepa pervcrpaumnm, KOTopblil BXOAWT B
coctaB MeHeaxepa MLEH3NN:

1. B meHto Dr.\Web & BblGepuTe NyHKT JInueHsuna. OTkpoeTcs okHO MeHeaykepa MLEH3NNA.
HaxxmuTte kHonky Kynutb nam aktTusnpoBaTtb HOBYIO JIMLLEH3UIO.

PyKOBO,CLCTBO nosab3oBaTenda
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“ LenTp Besonachoctn > MnctpymenTen > Menegxep nuueHzni - O *

€ VIHCTpyMeHTbI LTIV
Q MeHep>xep nnueH3nn

VHGopmauna o Tekyuwlel AMueHznmn, Bel Takoke MOXETE NPOLIWTE BaLLY AMUEHIMK WAKW KyMWTE HOEYH.

TeryLLan AMUEH3MA

' 140398996 b

MpoaykT: -

CepuiHbIA HoMmep: -

Bnagenew: ‘Doctor Web trial user: 140398996"
[aTa akTUBaLWK: 22.08.2018 2:23

JlaTa OKOHYaHWA: 21.09.2018 2:23

OcTanock: 22 OH.

KynuTe unu akTMBMPOBAaTE HOBYIO JIMLLEH3HIO ‘ MNpoanUTE TEKYLLYHO NMLLEH3MID

Moii Dr\Web G
JNVLeHanoHHoe cornawenve G

i
HE)KMMTE\. YToBBI BHECTH M3MEHEHWA ®

PucyHok 9. MeHepyxep nuueH3nn

2. OTKpoeTca okHO MacTtepa pervcrpaummn. HaxxmuTe CCbiky WU YKaXKUTE KHoUEeBOM
daiin. B oTkpbIBLLIEMCA OKHE YKaXkuTe NyTb K KtoueBoMy daiy.

ﬂ LeHtp BesenacHecTi = MHcTpymedTel » MeHegxep AMuenzui > Mactep permcTpauymn — O x

< MeHeaxep NULEH3WA

x

o

Kntoueson dain
Be

YraxuTe NyTe K GeACTEYHOLLEMY KIKUeBOMY Ganny:

Y7o Takoe Kitouesoi dann?
1
Ky
1 ®

Ha oo mHen FETPCTEELTA AE TREUYETUH]  ARTHEVPUEDTE TPTHERIFIRY

Ha 90 aHel co ckwakol 40% Ha npoaneHve (TpebyeTcA perncTpaumna).

PucyHok 10. Macrep perncrpauun. AKTUBaLua INLLEH3UN

PyKOBOACTBO nosb30BaTena
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nOBTOpHaﬂ akKTuBauuma

MoBTOpHas akTMBaLMsA NNLEH3UN UAN AEMOHCTPALMOHHOIO Nepmnosa MoXeT noTpeboBaTbCs
B C/lyyae yTpaTbl KitoueBoro darina.

i'f B cnyuae NoBTOPHOM aKTMBALMN NNLEH3UN WK AEMOHCTPALMOHHOIO Nepuoa Bbljaetcs TOoT
: Xe KknroyeBor Gain, KOTopbl 6bin BbljaH paHee, Mpu YCIOBUM, UTO CPOK ero AencTBuA He
ncTek.

MoBTOpHas akTMBaLWs NPOHHOM BEPCUM Ha 3 MecsiLla MOXET OCYLLECTBAATLCA TOJIbKO Ha
TOM KOMMbIOTEPE, Ha KOTOPOM Bbl MPOXOAWIN PETUCTPALIO.

Mpwn nepeyctaHOBKe NPOAYKTa UK B C/lyYae, KOTrAa MLEH3NA NpeAoCTaBAseT NpaBo
YCTaHOBKM NPOJAYKTa Ha HECKObKO KOMMbOTEPOB, MOBTOPHAaA akTUBaLMA CEPUAHOrO HOMepa
He TpebyeTcs. Bbl MOXeTe ncnonb3oBaTb kKAtOUYeBOW daiin, NOAYYEHHbIN NPU NePBOM
perncrpaymm.

KonnuecTtBo 3anpocoB Ha NosyyeHne KiroueBoro danna orpaHUYeHo — perncrpaums ¢
OAHWUM N TEM XK€ CEPUNHBIM HOMEPOM JonyckaeTcs He 6onee 25 pas. Ecam 310 uncno
NpeBbILEHO, K1HYeBON dalin He byaeT Bbic/iaH. B 3Tom cnyyae obpatutecs B

CNVKOY TeXHUYECKOW NoAAepXKM (B 3anpoce cedyeT NOAPOOHO onucaTb CUTyaL Mo, yKa3aTb
nepcoHasbHble JaHHble, BBEAEHHbIE MPW PErNCTpaLMK, U CEPUNHBIA HOoMep). KnroueBol daiin
6yzeT BbiCNaH BaM CNy>XH0M TEXHMYECKOW MNOALEPXKKM MO INEKTPOHHOW nouTe.

Bo3moikHble BONpPoOChbl

Kak A mory nepeHecTu IML,€H3UIO Ha APYroi Komnbiotep?

Bbl MOXeTe nepeHecTy Bally KOMMEPUYECKYH NNLLEH3MIO Ha APYrov KOMMbIOTEp Npu
NOMOLLUM KAtoYeBOTro dania nam CepUMHOro Homepa..

YT0o6bI NepeHecTy INLLeH3MI0 Ha APYroi KOMNbIOTep

e PV MOMOLLY CEPUNRHOrO HOMepa:

1. Ypanute Dr.Web c koMnbroTepa, C KOTOPOTro Bbl XOTUTE MEPEHECTU NULLEH3MIO, U
aKTUBMPYNTE APYTYHO INLIEH3MIO Ha 3TOM KOMIMbIOTEpE.

2. AKTUBMPYINTE TEKYLLYHO NNLIEH3MIO Ha KOMMbIOTEPE, Ha KOTOPbIW Bbl XOTUTE MEPEHEeCTU
nvueH3uro. [lna aToro Bocnoab3yntecb Mactepom pervcrpaumm BO Bpems YCTaHOBKM
NpoAyKTa UAN Nocae YCTaHOBKM BO BpeMs paboTbl NpoaykTa (cM. AKTMBaLma npu

NOMOLULM CEPUAHOIO HOMEPA).
e NPV NOMOLLM KNHOUYEBOTrO daiina:

1. CkonunpynTe kKntouYeBOW $anin C KOMMNbOTEPA, C KOTOPOrO Bbl XOTUTE MepeHecTU
nvueHsuto. No ymonyuaHuto katoyeBour dans XpaHUTCA B nanke yctaHoBku Dr.Web u

PyKOBO,CLCTBO nosab3oBaTenda
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nmeeT pacwmpeHme key.

2. Ypanute Dr\Web c komnbtoTepa, ¢ KOTOPOro Bbl XOTUTE NEPEHECTN NNLIEH3UIO, UV
aKTUBMPYITE APYryHO NLEH3MIO Ha 3TOM KOMMbIOTEpPE.

3. AKTUMBMPYNTE TEKYLLY NLEH3MIO Ha KOMMbIOTEPE, Ha KOTOPbIN Bbl XOTUTE NEPEHECTM
nuvueHsuro. [na 3Toro Bocnoab3yntecb Mactepom pervcrpaLmm BO Bpems YCTaHOBKM
NPoAyKTa UAN Noc/e YCTaHOBKN BO BpeMs paboTbl NpoaykTa (cM. AKTuBalg npu
NoOMOLLN KNtoYeBOoro darina).

f E Henb3s nepeHecTn Ha Apyl’Ol‘/JI KOMMbOTEP JIMUEH3NKO, KOTOPYHO Bbl MOJIY4YUIN B paMKaX
g AEMOHCTPALMOHHOTO nepunoaa.

4.2. NMpopaneHne nuueH3un

MpoaNnTb TEKYLLYH NNLEH3UIO Bbl MOXETE NpK NOMoLLM MeHezaxepa NVLLeH3NRA.

1. Otkpoiite MeHto Dr.Web ® 1 Bbi6epute NyHKT JINeH3MA.

2. B okHe MeHeaxepa AnLeH3nn HaxMmute kHonky MpoannTb TeKyLLLyHo NLeH3UIO.
OTKpoeTcs CTpaHMLa carita koMnaHum «/Joktop Beb6», Ha KOTOPOW Bbl MOXeTe
MPOAOIKNUTL MOKYKY.

Dr.Web nogaep>xvBaeT 06HOBNEHWE Ha NETY, NPU KOTOPOM He TpebyeTcs nepeycraHaBaMBaTb
Dr.Web nan npepbiBatbh ero paboty. Yto6b6l 06HOBUTb NMLLEH3MIO Ha Mcnob3oBaHe Dr.Web,
BaM HEOBXOAMMO aKTUBMPOBATb HOBYHO NINLIEH3NO.

AKTUBaUUA NNLEH3UN

1. OTKpoiiTe OKHO MeHezaxepa NMLEH3iA, BbiGpaB NyHKT JineHsus B MeHto Dr.Web .
Haxxmute kHonky Kynutb nam aktTuBMpoBaTb HOBYIO JIULLEH3UIO.

2. B OTKpbIBLUEMCA OKHE BBEAUTE CEPUIMHBIA HOMEP UAN HaXXMUTE CCbIIKY AN YKaXKute
KitoueBomn panin 1 ykaxkute nyTb K KitoueBoMy daniny.

MoapobHas MHCTPYKLMA NO aKTMBaALMW NINLEH3UN JOCTYMNHA B pa3zene Kak akTmBrMpoBathb
JNNLIEH3UIO.

Ecan CpOK AeVICTBMﬂ JINLUEH3NN, KOTOPYHO Bbl XOTUTE NPOANNTDb, 3aKOHYNNCA, Dr.Web HauHeT
Mcnonb3oBaTb HOBYH JIMLEH3NHO.

Ecnn cpok fencTBus AnueH3nm, KOTOPYHO Bbl XOTUTE MPOANNTD, eLle He 3aKOHYMACA, TO
KONMYEeCTBO OCTaBLUMXCS AHeN byaeT aBToMaTnyeckm obaBieHo K HOBOM anLeH3unu. [Mpu
3TOM CTapas anueHsna byaet 3abi10kMpoBaHa, 1 BaM NpUAET COOTBETCTBYHOLLLEE YBEAOMIEHNE
Ha ajpec 31eKTPOHHOM NOYTbI, KOTOPbIN Bbl YKa3biBaan Npu perncrtpaumn. PekomeHayeTcs

TakKKe yaaanTb CTapyro JTMUEH3NKO MNP MOMOLLUMN MeHeg,x(epa nmueH3|/||7|.

Ecav y Bac octanncb BONpockl MO NPOANEHUIO INLLEH3MMN, O3HAKOMbTECh CO CMUCKOM
Hanbosiee YacTbIX BOMNPOCOB Ha caliTe KoMNaHun «Jloktop Beb».

PyKOBO,CLCTBO nosab3oBaTenda
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Bo3mokHble BOMPOCbI

Mocne npoaneHns NULEH3UM A NOJyYUN NMUCbMO, YTO MOW KItoueBo ¢aiin 6yaet
3abnokupoBaH uepes 30 gHei.

Ecnv cpok aeicTBUSA NNLEH3UN, KOTOPYHO Bbl MPOA/NAN, ELLE HE 3aKOHUYUICS, TO KOJIMYECTBO
OCTaBLUMXCA AHEW aBTOMaTM4YeCckn fjobaBaseTcs K HOBOW nLeH3uN. Mpn 3TOM NnLLeH3M1s, Ha
OCHOBe KOTOpPOU 6bII0 cAenaHo npoaneHue, 6aokmpyetcs. Mpu ncnosb3oBaHUK
3a6/10KMPOBaHHOWM NLEH3UN KOMNOHeHTbl Dr.Web He paboTatot, n He npouncxoant
obHoBIEHME.

PekoMeHayeTCs yAanuTb CTapyro IMLLEH3UIO U3 NpoayKTa. [lna 3Toro caenarvte cnegyrollee:

1. B pexume agMmuHucIpatopa B meHto DrWeb e Bblbepute NyHKT JInueHsuna. OTkpoeTcs
OKHO MeHegxepa ANLEeH3NN.

2. B BbiMagatoeM MeHto BbibepuTe NLLEH3MIO, Ha OCHOBE KOTOPOW HbIN0 caenaHo

npogneHne N Ha>kKMuUTe KHOMKY .

4.3. KnroueBou pann

MNpaBa nonb3oBaTens Ha ncnosb3oBaHne Dr.Web xpaHsaTca B cneumansHom daine,
Ha3blBaeMOM k/1ro4esbiM gatiiom. NMpu nonyyeHnmn kitoueBoro darina B npouecce ycTaHOBKM
WAV B KOMMJIEKTE AUCTPMOYTMBA NPOAYKTa yCTaHOBKa KAtoUeBOro daiia npon3BoamnTCs
aBTOMATMYECKM U HUKAKNX AOMOAHNTENbHbIX AeNCTBUIN He TpebyeT.

KntoueBown dann nmeet pacwmpeHune .key n coaepxuT, B HaCTHOCTU, CeAYIOLLYHO
nHPopMaumio:

® repeyeHb KOMMOHEHTOB, KOTOPblE pa3peLleHO NCM0Ab30BaTb AaHHOMY NOJib30BaTeNto;
® epuroj, B Te4eHne KOTOPOro pa3speLleHo NCNoab30BaHMe aHTUBUPYCa;

® Ha/lM4Me AW OTCYTCTBME TEXHNUYECKOW MOAAEPXKKM;

e Apyrve orpaHu4eHmsa (B YaCTHOCTW, KONNYECTBO KOMMbHOTEPOB, HAa KOTOPbIX pa3peLleHo
NCrMoAb30BaTb aHTUBUPYC).

' Mpuv paboTe NporpamMmbl K1tOUYeBOIN hali Mo YMOAYaHUIO JOJIXKEH HAXOANUTLCS B Manke
yctaHoBku Dr.Web. MNporpamMmMa perynsipHo NpoBepseT Haluune U KOPPEKTHOCTb
KntoueBoro daiina. Bo nsbexkaHne nopum karoua, He MoANGULMPYITE KAFOUEBON daiin.

Mpw OTCYTCTBUM AENCTBUTENILHOTO KAHOYEBOTrO daiina akTMBHOCTb BCeX KOMMoHeHToB Dr.Web
6n0KMpyeTcs.

KntoueBow dpann Dr.Web sBasieTcs AelicTBUTENBHBIM NPY OA4HOBPEMEHHOM BbIMOJHEH WM
CNesyoLWmnX YCNOBUIA:

PyKOBO,CLCTBO nosab3oBaTenda
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NuueHsupoBaHne

® CPOK AGVICTBMH JNUEH3NN HE NCTEK;

® LI€/IOCTHOCTb K/IKOYa HE HapyLlleHa.

Mpw HapyweHun 1060ro 13 ycioBUiA kKntoueBor Gaina CTaHOBUTCA HEAENCTBUTENbHbBIM, NP
3ToM Dr.Web nepectaet o6e3BpexxnBaTh BpeOHOCHbIE MPOrpamMMbl U MPOMYyCKaeT MOYTOBbIe
coobueHns 6e3 NpoBepKu.

Ecav npu yctaHoBke Dr.Web Bbl He noayumam kiroueBon Garin n He ykaszanam nyTb K HEMY, TO B
3TOM C/lyYae MCNoNb3yeTca BPEMEHHbIN KatoueBor dGann. Takon katoueBon dGann
obecneumBaeT NOAHYO QYHKLMOHANBHOCTb KOMMOHEHTOB nporpammel Dr.\Web. OgHako B
merto DrWeb ¥ 6yget oTcyTctBOBaTH NyHKT O6HOBACHME. O6HOBAEHNA He ByayT
3arpy>aTbCa 0 Tex Nop, MoKa Bbl He akKTUBMpPYeTE ANLEH3MIO AN NPOBHYO Bepcuto anbo ¢
nomoupto MeHemKepa IMLEH3UI He yKaxeTe NyTb K AeNCTBUTENbHOMY KAHOUeBOMY dawy.

PekomeHAyeTCs COXpaHATb KntoueBou Gal 4O UCTEUEHUSA CpoKa AEUCTBUSA NULLEH3UN UK
npobHou Bepcmu.

i'} KntoueBowt daiin, nosyyeHHbI 418 akTVBaLMM 4EMOHCTPALMOHHOIO Nepuoaa, MoXeT
MCMOb30BaTLCSA TONbKO Ha TOM KOMMbIOTEPE, HAa KOTOPOM Bbl MPOXOAWIN PETUCTPALMIO.

PyKOBO,ELCTBO nosab3oBaTenda
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MeHio nporpaMmmbl

5. MeHro nporpamMmmbli

MNocne yctaHoBkM nporpammbl Dr.Web B o6nactb yBegomneHmin Windows gobaensetcs

3Hauok ¥, KOTOpbI TakKe OTPaXKaeT COCTOAHVE NPOrpaMmMbl. YTobbl OTKPbITE MeHto Dr.Web,
HaXkMuTe 3HauoK W, Ecm nporpamma He 3anyuleHa, B MeHto Myck packporite rpynny Dr.Web
n Bbibepute nyHKT SplDer Agent.

B meHto Dr.\Web % Bbi MmoxeTe yBUAETb CTaTyC 3aLMThl, @ TakKe NOoJYyUnTb AOCTYN K
OCHOBHbIM CPeACTBaM ynpaBAeHNsA 1 HaCTPOWKam NporpamMmbi.

| [nsa poctyna K HacTpoWkaM KOMMOHEHTOB U ANs nepexoja K oHnaviH-cepeucy Moii Dr.Web
: HeobXx0AMMO BBECTU MapOob, ECN B HACTPOMKAX Bbl BKAKOUMIN ONUMIO 3awuLaThb
naposaem Hacrpoiiku Dr.Web.

Ecnv Bbl 3a6bIM Napoab K HacTpoOlikaM NpoAyKTa, obpaTutecs B
CNYXKOY TEXHNYECKOW MO AAEPXKKM.

Moi Dr.Web A

@ KomnbloTep He 3aluuiLeH

—e- LleHTp BezonacHocTK

”@f‘ HPINERERE Ocranoce 13 gH.

t_} OBHoBNEHWE He TpebyeTca

@ Mopnepxka

® OrpaHudeHne EpeMeHn

CamozawmTa

PucyHok 11. MeHio nporpammbli

MyHKTbI MEHIO NporpamMmbl

Cratyc 3awWuTbl KOMNblOTepa. [1py Bcex paboTaroLmx KOMMOHEHTaxX NporpamMmsl
oTobpaxaetcs ctaTyc Komnbrotep 3awmueH. MNpuy oTKAHOUYEHUN OJHOTO UAN HECKONbKUX
KOMMOHEHTOB 3aLLMTbl CTaTyC MeHsAeTcs Ha KomnbroTep He 3aLyuLLeH.

Mow Dr.Web. OtkpbiBaeT Bally NepCcoOHaNbHYHO CTPaHULY Ha canTe kKoMmnaHuu «loktop Beb».
Ha gaHHOWM cTpaHuLe Bbl CMOXeETe NOoNYyYnTb MHGOPMALIMIO O Ballen nLeH3nmn (CpoK

PyKOBO,CLCTBO nosab3oBaTenda
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MeHio nporpaMmmbl
AEeNCTBUA, CEPUNHBIN HOMEP), MPOANUTL CPOK ee eNCTBUSA, 3aaTb BOMPOC cayxbe
NOAZLEPXKN N MHOTO€ Apyroe.

LleHTp 6e3onacHocTu. OTKpbIBAET OKHO C AOCTYMOM K OCHOBHbIM HAaCTpOWKaM, HacTponkam
KOMMOHEHTOB 3aLUuTbl, B TOM Ynciae PoagnTeNbCKUiA KOHTPOb, U UCKTHOYEHUSM.

Nnuensua. OTkpbiBaeT MeHeaxxep NULLEH3INN.

O6HoBAeHue. VIHdopMaums 06 akTyanbHOCTU BUPYCHbIX 6a3 1 BpeMeHW NOCAefHEro
06HOBNEHMSA. 3anyckaeT OOHOB/EHNE KOMMOHEHTOB MPOrpamMMbl Y BUPYCHbIX 6a3.

MNoppeprkka. OTKpbIBaET OKHO MOAAEPKKY.

OrpaHuueHne BpeMeHU (MosBAAETCA NPU BKIHOUYEHHON OMNUUN OFPaHNYeHNs BPEMEHM
paboTbl 3a KOMMNbIOTEPOM U B ceTu IHTepHET KOMNoHeHTa PoanTenbcknin KOHTpoAb). KpaTtkas
nHPopMaLma 06 orpaHMUeHMAX PpaboTbl 3a KOMMbBIOTEPOM N B ceTU VIHTEPHET, a Takke 0O
ANNTENBHOCTU NepepbiBa NPU UHTEPBAJIbBHOM OFPaHUYEHNN.

Camo3sawumra (noasasaetca npu oTkitouveHnm Camo3sawmTel). C NOMOLLBIO MepekroyaTtena Bbl
Mo>eTe CHOBa BKIouMTb Camo3sawmTty Dr.Web.

JNleHTa yBepomneHui a OTKpblBa€T OKHO MPOCMOTPa YBEAOMIEHUN.

Bo3mo>KHble COCTOAHUA nporpamMmbl

3Hauok Dr.Web oTpaxkaeT TekyLlee COCTOAHWE NPOrpaMmbi:

3Hauok Dr.Web OnucaHue

o Bce KOMMOHeHTbI, HEOBX0AMMbIE AN 3aLLUThl KOMMbIOTEPa, 3anyLleHbl 1 paboTatoT
npaBUIbHO.
L Camo3auwmta Dr.Web nam xotsa 6bl 04MH 13 KOMMOHEHTOB OTK/HOYEHbI, YTO

ocnabnset 3aluTy aHTUBMPYCa U KOMMbloTepa. Britounte camosaluuty nam
OTK/IFOYEHHbI KOMMAOHEHT.

Wk O>xmaaeTcs 3amyck KOMMOHEHTOB MOC/e CTapTa OMepaLyOHHON CUCTEMBI, AOXANUTECH
3arnycka KOMMOHEHTOB NMporpaMmbl; 1M60 B MPOLECCe 3anycka OAHOMO M3 KO UeBbIX
koMnoHeHTOB Dr.Web Bo3HUMK/Na OLWMbKa, KOMMbIOTEP HAXOAUTCSA MOZ YrpO30H
3apaxeHus. [poBepbTe HaWune AeNCTBATENILHOMO KIHOUYEBOro Gaiia 1 npu
HeOHXOAMMOCTIN YCTaHOBWTE €ro.

L7} B AaHHbIi MOMeHT CkaHep MPOBOAUT NMPOBEPKY.

PyKOBO,CLCTBO nosab3oBaTenda
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6. LleHTp 6e€30nacHoCTN

LLeHTp 6e30macHocTn

OkHo LleHTp 6e30MacHOCTU NpeAoCTaBAsSEeT JOCTYMN KO BCEM KOMMOHEHTaM, MHCTPYMEHTaM,

CTaTUCTNKE U HaCTpOVIKaM nporpamMmmMebl.

Ana nepexopa k okHy LieHTp 6e3onacHocTu:

1. OTKpoiiTe OCHOBHOE MeHto .

2. BbibepuTte nyHkT LheHTp 6e30nacHoCcTL.

T Lewtp BezonacHocu

LleHTp 6e3onacHoctu  Cratuctuka

@ Dr.Web: KomnsroTep 3awymieH

daiinbl 1 ceTb

g Mpoeepka GaRNOBOM CHCTEME! W 33LLMTa
OT CETEBLIX YTPO3

YcTpoiicTBa W MM4Hble AaHHble

@ Jocryn K ycTporcTBam, 2awmta bainoe
W nanokK

MHcTpymeHTbI

& MeHemxep KapaHTUHa W ApyTHe
WHCTPYMEHTEI 2aLLMThI

A
[B Haxmure, ytobel 3anpeTnTs MIMEHEHNA

& & 0

HPEBEHTHBHEISI 3alnTa

KoHTpoAb aKTMEHOCTM CTOPOHHWX
NPUADKEHNHA

Poavntenbcknii KoHTpoab

KoHTpoAs focTyna K KOMMBKoTepY, CeTK
WHTepHert, dainam 1 nankam

Wcknrouernwusa

WekntoueHus w3 NPOEEPKW KOMNOHEHTAMK
3alMTRI

PucyHok 12. OkHo LleHTp 6e30onacHocTun

Fpynnbl HacTpoek

3 0cCHOBHOro OKHa NpeAoCTaBAseTCs AOCTYN K CIeAyHOLLMM rpyrnmnamM HacTpoek:

e OcHoBHas Bkiagka LleHTp 6e3onacHOCcTU. [JOCTyn KO BCEM KOMMOHEHTaM 3alUnThbl U

NHCTPYMEHTaM!

o Qanbl U CEThb;

o [IpeBeHTMBHAA 3alInTa;
o YCTPOWCTBA U INYHbIE aHHbIE;
o POANTENbCKUN KOHTPOb;

o IHCTPYMEHTbL;
o IckaoYeHus;

PyKOBOACTBO nosb30BaTena
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LLeHTp 6e30macHocTn

° BKJ'Ia,ﬂ,Ka Cratnuctnka — CTaTUCTUKA MO OCHOBHbIM COObITUAM pa6OTbI nporpamMmmbl;
e KHonka {é} B BerHeI7I 4acCT OKHa — A0CTyn K HaCTpOVIKaM nporpamMmmbl,

e Kronkaéd e BEPXHEeN yacTn okHa — J0CTyn K okHY MoaaepIKKw, rae Bl MoxeTe cobpaTb
OTYeT ANs CNyK6bl TEXHUYECKON NOAAEPXKKNA N MPOCMOTPETb MHPOPMaLNIO O BEpPCUH
npoAykTa 1 gate nocnegHero 06HOBAEHUA KOMMOHEHTOB M BUPYCHbIX 6a3;

e KHomka £\ B BepxHeit yacTv okHa — AOCTYN K OKHy JeHTa yBe,OMAEHWIA, Te Bbl MOXeTe
MOCMOTpPETb BaXHble YBeAOMAEHUA O COObITMAX paboTbl MporpaMmbl.

Pe>xum aammnHucrparopa

[lns poctyna Ko BCeM rpymnmnamM HacTpoek Heobxoanmo nepekntounts DrWeb B pexxum
[l o
aZAMUHUNCTPATOPa, HaXaB Ha 3aMOK B HM>XKHEeN yactun skpaHa. Korga Dr.Web paboTaet B
1
pexunMe agMUHNCTPATOpPa, 3aMOK «OTKPbIT» .

B ntobom pexxvme ecTb NOAHBIN AOCTYN K rpynne HacTpoek MHCTpyMeHTbl. Takxke, He
nepekntoyvas Dr\Web B pexvm agmMuHMUCTpaToOpa, Bbl MOXETE BKAKOUUTL 110601 13
KOMMOHEHTOB 3aLmTbl 1 3anycTuTb CkaHep. BblkitoueHie KOMMOHEHTOB 3aLLynTbl, Nepexos K
HaCTpOMKamM KOMMOHEHTOB M HAaCTPOMKaM NMPOrpaMmMbl BO3MOXHbl TOJbKO B PeXMMe
agMUHKUCTpaTopa.

CTaTbeI 3dlnThbI
B BerHeI7I YacCTh OKHa 0To6pa>KaeTc;| CTaTyC 3allMLLEHHOCTN CNCTEMDbI.

e KomnbloTep 3awmueH — BCe KOMMOHEHTbI BKAOYEHbI U paboTatoT, Camo3almTa
BK/IFOUEHA, MLIeH3Us AencTByeT. OToBpaXkaeTcs 3e/1eHbIM LLBETOM.

e KomnbloTep He 3awmueH — oTobpaxkaeTcs, ecnm Kakon-1mb6o 13 KOMMNOHEHTOB 3aLUmThbl
oTKItoueH. OTobpaxkaeTcs KpacHbIM LIBETOM. [AnTKa OTKIHOUEHHOTO KOMMOHEHTa TakxKe
BblZe/IeHa KPaCHbIM.

e Camo3auimrta oTKIOUEHa — oTo6paXkaeTcsa npw oTkatodeHHoW Camo3awumTe. BkarounTb
CaM03alLmMTy MOXHO W3 OCHOBHOIO MeHHo . OTo6paxaeTcs KpacHbIM LiBETOM.

e Owunbka B paboTe KOMNOHeHTa — OoTOOpaXkaeTcs Npu owmnbke B paboTte kKakoro-ambo
KOMMOHEHTA C yKa3aHMeM Ha3BaHMsA KOMNoHeHTa. OTobpaxkaeTcs KpacHbIM LiBeTOM. Mantka
OTKNHOUEHHOTO KOMMOHEHTA TakKe BblAesieHa KPaCHbIM.

¢ Kputnueckas owmbka — otobpaxkaerca npm owmnbke moayna Scanning Engine.
Otobpa>kaetca KpacHbIM LBeTOM. Heobxoa1MMo nepesarpy3ntb KOMMbLOTep.

e [leiicTByIOLLAA /INLLEH3MA He HaliaeHa — OTobpaXkaeTcs, ec/iv HeT AelCTBYHOLLNX
nnueHsnin. OTobpaxkaeTcs KpacHbIM LBeToM. [Tpn TakoM cTaTyce BCe KOMMOHEHTbI 3aLLnTbl
OTKNHOUEHbI, BCe NANTKN KpoMe UcknroueHnn BbigeneHbl KpacHbIM. ns npnobpeTteHuns
HOBOW IMLEH3UN NepenanTe B MeHekep NNLIEH3UN.

¢ JluueHsua 3abnokupoBaHa — oTObOpakaeTcs, eCn ykasaHHasa AMLeH3us bbiia
3abs0kmpoBaHa. OTobpaxkaeTcs KpacHbIM LBETOM. BO3MOXHbI ABa BapnaHTa 6J10KMPOBKM:
BCE KOMMOHEHTbI 3aLLMTbl OTKNHOUEHbI, BCE NMAUTKM KpoMe UckatoueHnii BolaeeHbl

PyKOBO,ELCTBO nosab3oBaTenda

41



14
X
I\

A
K5

LLeHTp 6e30macHocTn

KpacHbIM 1M60 KOMMOHEHTbI paboTatoT, BbiAeneHa KpacHbIM nantka MHcTpymMeHTbl. ns
npuobpeTeHna HOBOW NNLIEH3UN NepenanTe B MeHeaxep AnLLeH3NI.

e JlueH3una He NnoaTBepXKAeHa — OoTobpaxkaeTcs, eciv Npoun3oLLia owmnbka NpoBepku
nnueHsnn. OTobpaxkaeTca KpacHbIM LBeTOM. [Tpn TakoM cTaTyce BCe KOMMOHEHTbI 3aLLnThbl
OTK/ItOYEHbI. [anTka VIHCTpYMEHTbI BblAeNeHa KpacHbIM LBeToM. HeobxoanmMo 06HOBUTL
nporpammy, ykasaTb APYIYHO AMUEH3NI0 NAN 06paTUTbCA B CIYXKOY TEXHNYECKON
NOAAEPXKKN.

¢ JlnueH3una ncrekaetr — otobpaxkaerca 3a 7 JHeN N MeHee 0 OKOHYaHWA AeNCTBUA
nnueHsnn. OTobpaxkaeTcs XenTbiM LBeToM. na NpoaneHns amueH3nm Heobxoammo

nepentn B MeHezxxep AnLIEH3UN.

PyKOBO,CLCTBO nosab3oBaTenda
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O6HoBNeHUe 6a3 1 NporpaMMHbIX Moaynei

7. O6HOBNeHMe 6a3 N NpOorpaMMHbIX MOoAYynen

Ansa obHapy>xeHnA BpeAOHOCHbIX 06BbekToB NpoaykTel Dr.Web ncnonb3yrot BupycHble 6a3bl, B

KOTOpPbIX COAePXNTCA MHDOPMaLmnsa 060 BCeX M3BECTHbIX BPELOHOCHbIX MporpamMmax.
PerynsapHoe o6HoOBAEHWE NO3BOASET OOHAPY>XMBATh PaHEe HEeN3BECTHbIE BUPYChI,
610KMpPOBaTh UX PacNpPOCTPaHeEHME, a B psAje CyyaeB — M31e4YnBaTb paHee HemsneummMble
3apakeHHble ¢pannbl. TOMMMO BUPYCHBbIX 6a3 OOHOBASIOTCSA TakKe NPOrpaMMHble MOAYAN

Dr.Web n cnpaBka npogykTta.

Ans obHoBneHnA Dr.Web Heobxoammo nmeTb A0CTyn K ceTn VIHTepHeT, imbo k 3epkany
OBHOBNEHWNI (NOKaNbHOW MM CeTeBOM Nanke), IMH6O K aHTUBUPYCHOM CETU, B KOTOPOU XOTA
6bl Ha O4HOM N3 KOMMbIOTEPOB HAaCTPOEHO 3epkaNo OOHOBAEHWI. HacTpolika NCTOUHWKA
OBHOB/IEHNI N APYTrMX NapaMeTPOB NPON3BOANTCA B rpyrnne HacTpoek OcHOBHble —>
O6HoBneHue. [TogpobHas MHCTPYKLMA NO HACTPOWKe NapamMeTpoB OOHOBAEHMA NPOrpamMMbl

Dr.Web poctynHa B pa3gene ObHoBneHue.

MpoBepka akTyasIbHOCTU O6HOBNIEHNI

YT1o6bl NPOBEPUTL akTyalbHOCTL BUPYCHBLIX 6a3 U KOMMOHEHTOB, OTKPOlTe MeHto DrWeb .
B cnyuae akTyanbHOCTM OGHOBAEHWI B MEHIO MyHKT O6HOBAEeHMe OyZeT BblAesieH 3e/1eHbIM

LLBETOM.

Mow Dr.Web o

@ KomnbroTtep 3awwmuleH

—o- LleHTp BezonacHocTK

g NueHzng Octanock 28 gH.

l) OBHoeneHWe He TpebyeTca

@ Moanepxka

® OrpaH1ueHne EpeMeHn

PucyHok 13. Mento Dr.Web

3anyck npouecca o6HoOBeHUS

Mpwn obHoBNeHMK Dr.Web 3arpy3nt Bce o6HOBAEHHbIe dalibl, COOTBETCTBYHOLLME BaLLeM

Bepcum Dr.Web, a Taioke HoByro Bepcuto Dr\Web npu ee Haanumn.

PyKOBO,CLCTBO nosab3oBaTenda
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O6HoBNeHUe 6a3 1 NporpaMMHbIX Moaynei

| Mpv 06HOBEHUN UCMOAHAEMbIX BaliNoB, ApaBepoB 1 6MBANOTEK MOXKET NOTPeboBaThCS

A nepesarpyska KoMrbtoTepa. B aTom ciyuae 6yzeT nokasaHO COOTBETCTBYOLLEE
npeaynpexaeHuve. Bol MoxeTe 3aaath Ntoboe yao6HOe BpeMs nepesarpysku Anbo BbibpaTth
Bpems cneaytoLlero HarnoMvHaHus.

3anyck 0o6HOB/IeHMA 13 MeHio Dr.Web &

1. Otkpoiite MeHto DrWeb ® 1 Bri6epute nyHkT O6HOBAEHME. B 3aBUCMOCTY OT
aKTya/lbHOCTWN BUPYCHbIX 633 1 KOMMOHEHTOB LiBETOBaA UHANKALNSA 3TOrO NMyHKTa MOXET
BapbWpOBaThCA.

2. Otkpoetca nHpopmauma o6 akTyabHOCTM OBGHOBIEHWI, a TakKe AaTa NOCNesHero
obHoBNeHUA. HaxkmuTe kKHONKy OBHOBUTB, UTOObI 3aMyCTUTL MPOLLECC OOHOBNEHUS.

3anyck o6HOB/I€eHUA N3 KOMaHAHOW CTPOKU

Mepenaunte B nanky yctaHoBku Dr.Web (%9PROGRAMFILES%\Common Files\Doctor
Web\Updater) n 3anyctute drwupsrv.exe. CMMCOK NapaMeTpOB Bbl MOXeTe HaWTN B

[lpuaoxeHun A.

OTueTtbl M XXYpPHaa CTaTUCTUKHN

Bbl MOXeTe NoCMOTpeTb CTaTUCTMKY OOHOBAeHMA BO Bkiaake CraTtucrumka. [ns s3toro
oTkpoiiTe MeHto DrWeb %, Boi6epute nyHkT LleHTp 6e3onacHoCTU U nepeiignTe BO BKAAAKY
CraTtucruka.

OtueTbl 06HOBNEHMA TakKe 3anucbiBatoTca B dann dwupdater.log B nanke %allusersprofile%
\Doctor Web\Logs\.

PyKOBO,ELCTBO nosab3oBaTenda
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JNlenTta yBepomneHni

8. JleHTa yBepomaeHUA

B 3TOM OKkHe cobpaHbl BaxkHble YyBEAOMAEHMA O CObbITUAX paboTbl NpOrpamMmbl.
YBefoMeHMA B 3TOM pa3jene Ay6anpytoT HEKOTOPbIe U3 BCMbIBAOLLMX Ha IKpaHe
yBEeZAOMIEHNI.

Ana nepexopa Kk neHTe yBeaomaeHmn us MeHro nporpammbi:

1. OTKpOWiTe OCHOBHOE MeH0 ¥

2. Haxxmute kHonky ‘- Hag 3Haukom ‘- oTobHpaXkaeTcsa KOMYECTBO COXPaHEHHbIX
YyBELOMJIEHUN.

3. OTKpoOeTCca OKHO C yBEAOMAEHUSAMMN O COOBLITUAX.

Ansa nepexopa Kk neHTe yBepomMmaeHuii us LleHTpa 6e3onacHocTu:

1. OTkpouTe MeHto NporpaMmsbl 1 BelbepuTe NyHKT LleHTp 6e3onacHocTw.
2. B BepxHeil YacTi okHa nporpamMmbl Haxmute L.

3. OTKpoeTCca OKHO C YBEAOMAEHUSAMMN O COOBLITUAX.

W Uentp 6esonacrocTy > Yeeaomnerna — O X

€ LlenTp 6ezonacHocTy e o P

L\ Nenta yBegomneHwii

@ OBHapyeHa yrposa X
OBHapyxeHo 1 obelepexeHo yrpoz: b

10/3/2018 3:38 AM

PucyHok 14. OKHO N1eHTbl yBeAOMJIEHUW

PyKOBO,CLCTBO nosab3oBaTenda
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JNlenTta yBepomneHni

Cpok xpaHeHUs yBeAOMJIeHUIA

Cpok XxpaHeHUs yBeOMAEHNI cocTaBAaseT ABe Hegenn. MNpun ycTtpaHeHUn npobaem
yBeZIOMJIEHUA O HUX Takke yaanatotcs. [pn HeobxoanmMocTn MHPOPMaLMOHHbIE
YBEOMEHNA MOXHO YAaNnNTb BPYYHYHO, KDOME CAeAyHoLLMNX:

® NCTEKAET CPOK AeVICTBMﬂ NUEH3NW,;
® JINLUEH3UNA NCTEKNA,;

e MueH3us 3aboknpoBaHa.

Tunbl yBegomneHni

@ ® @ Kputnueckne ysepomneHus

o [lencTBytOLan ANLEH3MA He HalgeHa.

JlvueHsua
e Tekyllas nnuUeH3ns 3abaokMpoBaHa.
Yrpo3bi e Ob6HapyxeHa yrposa.
e TpebyeTtca nepesarpyska A5 0H6e3BpexvBaHns yrpos.
e BupycHble 6a3bl ycTapenu.
3anpert goctyna K e YCTPOWCTBO 3a6/10KMPOBAHO B COOTBETCTBUM C HACTPOMKAMMU.
obbekTaM n
yCTponcTBam

Ba)kHble yBepoMaeHus

o CpOK AEI7ICTBI/I$| JIMLUEH3UN UCTeKaeT.

JlvueHsuna

e Tekyllas svUeH3Ms 3a610KMpOBaHa.
O6HoBneHue e TpebyeTcsa nepesarpyska, YToHbl OOHOBAEHWS BCTYNWIN B CUANY.
KomnoHeHTb! e VI3MeHeHVe MeToAa 3allnTbl OT MOTEPYU AaHHbIX.

@ ManoBa)kHble VIH¢OpMaU,VIOHHbIe yBeaomMieHunA

HoBas Bepcus e [locTynHa HOBas Bepcus MPOZAyKTa.

HacTpoikn otrobpaxxeHus

HacTpoiikn otobpakeHns yBeJOMAEHWUI B IeHTe AyOANPYHOT HaCTPOWMKM BCMJIbIBaOLLMX
yBeOMAEHWI. ECIM Bbl XOTUTE U3MEHWUTb HAaCTPONKMN OTOBpPaXxKeHMA Tak, UTobbI
onpeseneHHble yBeOMAEHMA He 0TOBpaxannchb B eHTe, B OkHe MapameTpbl yBegoMAeHUIA
HeobXoAMMO CHATb ranky B CToN6Le IKpaH HanpoTUB Heobxoanmoro nyHkTa. CM. pasgen

Hactpolikv yBejOMAEHWI.

PyKOBO,CLCTBO nosab3oBaTenda
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9. HacTpoviku nporpaMmmbi

Y106bI nepeﬁTM K "3MEeHEeHUMIO0 HaCcTpoekK nporpamMmmbi:

1. OTkpoWTe MeHto NnporpamMmmel 1 Bbibepute NnyHKT LheHTp 6e3onacHocTM.

2. Y6eauntech, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu
(il il
NpPOrpamMmMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaXXMUTe Ha 3aMOK .

B BepxHel yactv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpOeTCs OKHO C HAaCTPOMKamMu NPOrpaMmbl.

ZIE [na poctyna Kk OCHOBHbIM HacTpolikam Dr.Web 3anpaluviBaetcs naposb, eciv B HacTporikax
Bbl YCTaHOBMAM AaxoK 3awuiLaTb naposiem HacTpoiiku Dr.Web.

B aTtom pasaene:

e O6LMe — 3alMTa HaCTPOEK NapoaeM, BbIGOP A3bika MPOrpaMMbl, a Takxke UMMOPT U
3KCMOPT HaCTpOeK.

e YBejomieHusa — HaCTpOIZKa BbIBO/Ja yBeAOMﬂeHMIZ Ha 3KpaH nanm nonyyvyeHme nx rno noudre.

e ObHOBNIEHNE — M3MEHEHWNE NCTOYHMKA UAN NEPUOANYHOCTU OOHOBAEHNI N CO3aaHme
3epkana o6HOBNEHWNN.

e CeTb — HaCTpOWKa UCMOb30BaHMA NMPOKCU-CEPBEPA U MPOBEPKM AaHHbIX, MepesaBaemMbIX
no 6e3onacHbIM NPOTOKONAM.

e CamMo3allMTa — HacTpolKa AOMONHUTENbHbIX NapamMeTpoB 6e3onacHoOCTy.
e DrWeb Cloud — HacTpovika goctyna k obsauHbiM cepBucaM KoMnaHum «Joktop Beb».

e AHTUBMPYCHAA CeTb — HACTPOiKa yAaneHHoro aoctyna k Dr.\Web, yctaHoBieHHOMY Ha
BalleM KOMMbloTepe.

9.1. O6wme HaCTpoOUKM
K o6wmm HacTpolrikaM OTHOCATCA CleyroLume:

® 3allMTa HAaCTPOEK NPOrpaMMbl NapPoONeEM;
° BbI6OQ A3blKa NporpamMmbl;

e ynpaBieHne HaCTPOMKaMn Nporpammel (MMNOPT, IKCMOPT, cOpPOC HacTpoeK A0 HaCTPoeK No
YMOJIYaHW10);

® HACTPOWKM BeAeHUS XypHana paboThl;
e HAaCTPOWKM KapaHTUHA;
e aBTOMaTUYeCkoe yaaneHne 3anmcen CTaTUCTUKN.

PyKOBO,CLCTBO nosb30BaTena
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YT106bI OTKPDLITH 06LME HaCTPOMNKK:

1. OTKpoWTe MeHIO Nporpammbl 1 BeibepuTe NyHKT LieHTp 6e3onacHocTL.

2. Yb6eputech, uto Dr.Web

paboTaeT B pexxvme aiMUHNCTPATOPa (3aMOK B HUXKHEW YacTu

Il 1]
NporpaMMbl «OTKPbIT» ). B npoTMBHOM Cnyyae HaxkmMuTe Ha 3aMOK .

B BepxHeW yacTv okHa NporpamMmMbl HaXXMuUTe &,

4. OTKpOEeTCs OKHO C OCHOBHbIMM HaCTpPOMKaMun NporpamMmMebl. B 1eBoii yact okHa BbibepuTte

nyHKT O6me.

€ Hactpoiiknu

| 882 O6uwme
1 YsenomneHus
1y ObHoeBneHue
s CeTn
@ CamozawmTa
& DrWeb Cloud

[ AHTMBMpYCHaA CeTk

Q. CkaHep

T Lentp Bezonacroctu > Hacpoiikn > OBme

Obwme
3awwuats Hactpoikdkk Dr\Web naponem
& OTka.
Azbik
Pyccrnid v

¥npaBneHne HacTpoMKamm

Bul moxeTe COXPaHUTL HECI'[DOﬁKV‘I NpoayKTa Ha WECTKMIA AWCK, MMNOPTUPOEATE WX WK
BOCCTAHOEWTE HECI'pOﬁKH no YMOAYaHIHD.

WNamennte v

JononHUTeNBHEIE HACTPORKK

PucyHok 15. O6wme HacTpovku

9.1.1. 3awmTa HacTpoek nporpaMmmMbl Naposem

Bbl MOXeTe orpaHnunTb JOCTYN K HacTpoikam Dr.Web Ha Bawwem koMmnbroTepe npu NomMoLm
napona. lMaponb ByaeT 3anpalwmBaTbCa KaXabl pa3 npu obpalieHnn K HacTpokam Dr.Web.

Ansa sToro:

1. B okHe n3meHeHMa 06LLMX HACTPOEeK BKIOUNTE OMLMIO 3alLMTa naposiemM npu NoMoLm
COOTBETCTBYIOLEro nepekntoyatens @D,

PyKOBO,CLCTBO nosb30BaTena
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¥ Uentp Gezonacroctu > Hactpoiikn > Ofwme - O X

€ Hactpoiiku Obwwme

3awmate HacTpoikk DrWeb naponem

| azz Obwme ® OTKn.

[l Yeepomnenws

1) ObHoenetne Azbik

Pycckni w
gh CeTb

YnpaBneHne HacTpoKamm

Camozawmra . -
Bel mowxeTe COXPAHWTE HACTPOWKIA NPOAYKTS Ha XKeCTKHA AWCK, MMNOPTUPOEATE WX WK

BOCCTAHOEBWTE HECTpOﬁKIu‘I no yMon4aHWe.

WNamenmte v

& DrWeb Cloud
I AHTuBMpYCHaRA ceTb

Q. Ckanep

JononHuTensHele HACTpORKK

PucyHok 16. 3awura HacTpoeKk naposiem

2. B oTKpbIBLIEMCS OKHE 3ajaliTe Napoab U NOATBEPANTE €ro BBOJ,

3. HaxmuTte kHonky OK.

ili Ecnv Bbl 3a6bIv Napoab K HacTporikaM NPoAyKTa, obpaTutecs B
g CAVXKOY TEXHNYECKOWN MOAAEPXKKU.

9.1.2. Bbi6bop s3bika NporpamMmbl

Mpu HeOHXOAMMOCTN Bbl MOXKETE MePeKIOUNTL A3bIK MporpamMmMbl. CMMCOK A3bIKOB
MOMONHAETCA aBTOMATUYECKM U COAEPXXNUT BCE AOCTYMHbIE Ha TEKYLMN MOMEHT JoKaan3aLmm
rpaduueckoro nHtepderica Dr.Web. lns 370ro B BbinagatoLemM MeHO rpynnbl HacTpoek A3bIk
BbIbepurTe HEOOXOANMBIN A3bIK.

PyKOBOACTBO nosb30BaTena

49


http://support.drweb.com/request/

14
)
A“l

A
K5

Hactpoiiku nporpammbi

€ Hactpoiiku

| g2 Obwme
[l Yeepomnenws
) O6HoBNEHME
s CeTn
Camozawmta
& DrWeb Cloud
I AHTuBMpYCHaRA ceTb

Q. Ckanep

% Llentp BesonacHocTw > Hactpoiikn > QBwme - O X
Obwume
3awmate HacTpoikk DrWeb naponem
0 omwa
Azbik
Pycckni w < -

YnpaBneHne HacTpoKamm

Bul moxeTe COXPaHUTL HECTpOﬁKV‘I NpoayKTa Ha WECTKMA JWCK, WMNOPTUPROBATE WX WAK
BOCCTAHOEBWTE HECTpOﬁKIu‘I no yMon4aHWe.

WNamenmte v

JononHuTensHele HACTpORKK

PucyHok 17. Bbibop si3bika nporpamMmmbl

9.1.3. YnpaBneHune HacTtpoikamu Dr.Web

Ana ynpaBneHns HacTponkaMu BbibepuTe OAHO 13 CNeAyHOLLMX 3HAUEH W B BbiMajatoLLem
CnuncKe rpynnbl HacTpoek YnpaBsieHMe HaCTPOUKaMMm:

PyKOBOACTBO nosb30BaTena
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€ Hactpoiiku

| g2 Obwme
[l Yeepomnenws
) O6HoBNEHME
s CeTn
Camozawmta
& DrWeb Cloud
I AHTuBMpYCHaRA ceTb

Q. Ckanep

¥ Uentp Gezonacroctu > Hactpoiikn > Ofwme

Obwume
3awmate HacTpoikk DrWeb naponem
(] Otk
Azbik
Pycckni w

YnpaBneHne HacTpoKamm

BOCCTAHOEBWTE HECTpOﬁKIu‘I no yMon4aHWe.

WNamenmte v

WmnopTt
JKCnopT

BoccraHoBWMTE HBCTpOﬁKIr'I no YyMon4aHWH

Bul moxeTe COXPaHUTL HECTpOﬁKV‘I NpoayKTa Ha WECTKMA JWCK, WMNOPTUPROBATE WX WAK

PucyHok 18. YnpaBsieHne HacTpoiikamum

e BoccTaHOBUTb HAaCTPOMKM MO YMOAUAHUIO, UTOObI BOCCTAaHOBUTb HACTPOMKM MO

YMOJIHaHUHO.

e ImnopT, ecan Bbl yke HacTpomaun paboTy aHTMBMUPYCa Ha APYrOM KOMIMbIOTEPE U XOTUTE
MCMONb30BaTh Te XXe HAaCTPOWKM.

e JKCNOPT, EC/N Bbl XOTUTE UCMONb30BaTb CBOM HAaCTPOMKM Ha APYrux KOMMbloTEPax. 3aTem
BOCMO/Ib3yNTECH QYHKLMEN MMMOPTa HACTPOEK Ha APYroM KOMIbIOTepe.

9.1.4. BeaeHune xypHana paborbl Dr.Web

MN3meHeHue HacTpoeK BeAeHMA XKypHaia

1. Pa3sepHuTe [lOonoaHNUTENbHbIE HACTPOWUKMW.

PyKOBOACTBO nosb30BaTena
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ﬂ UenTp BesonacHocTk > Hactpoiikn > OBwme

€ Hactpoiiku Obwwme

3awmate HacTpoikk DrWeb naponem
| 222 Obwwe B omn

[l Yeepomnenws

11 ObHoBneHue Azbik
Pycckni v
s CeTb
YnpaBneHne HacTpoKamm
Camozawmta

BOCCTAHOEBWTE HECTpOﬁKIu‘I no yMon4aHWe.

& DrWeb Cloud

Bul moxeTe COXPaHUTL HECTpOﬁKV‘I NpoayKTa Ha WECTKMA JWCK, WMNOPTUPROBATE WX WAK

I AHTuBMpYCHaRA ceTb
>KypHan

Q CkaHep HacTpoiikm no ymonyaumio  Vzmensnts
Kapantun @

PucyHok 19. O6Lme HacTpouKu
2. B pa3gene Hactpoek XKypHan HaXxmuTte kHOMNKY MU3meHuTb. OTKpOeTCca OKHO HacTpoek
BeAEHNA NOAPOOHOro XypHana:
% Uentp BesonactocTu > Hactpoiikn > Qe - O X

wl

“
Bectn noapobHbIN XypHan
I BrntoueHWe AaHHOR ONUMKM MOXET OTPMUATENLHO CKA2aTLCA Ha
NPOMZEOANTENEHOCTM EALLEro KOMMBOTERA.
[ Yeenomnen SplDer Guard Bpanamaysp
SplDer Mail O6HoeneHwe DrWeb
12 ObHoBneHI SplDer Gate Cayx6a Dr.Web
CraHep
,;,E;._, CeTb
JononHutensHo

(g} Camosawm
COE‘-AEEIETI:- Aamnbl NamMATIA NpKn olwnbkax NPOEEpKA

&y DrWeb Clg

LI AHTMBMPY

OK ‘ ‘ OTMeHNTE

), CxaHep

TE WX WAK

nepuoaa

IO T OO DS T T O S RO I T T e TS

PucyHok 20. HacTpoiiku BegeHuA >XypHana paboTbl

PyKOBOACTBO nosb30BaTena
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3. BbibepuTe KOMMOHEHTbI, 418 KOTOPbIX ByAeT BKIOUEHO BeAeHMe XypHana. 1o ymonvaHuto
Ana Bcex KomnoHeHToB DrWeb xypHan BegeTcs B CTaHAAPTHOM pexume, uKCupyrowem
cnepyroLyro MHbopmaumio:

KomnoHeHT

SplDer Gate

SpIDer Mail

SplDer Gate

CkaHep

Bpanamaysp

O6HoBNEHME
Dr.Web

Cnyxba
Dr.Web

Nudopmauma

MpoBegeHne o6HOBNEHMI, 3amyck 1 ocTaHoBka SplDer Guard, BUpyCHble COBbITUS,
JaHHble 0 NpoBepseMbIx dalinax, MMeHax ynakoBLLMKOB U COAEPKMMOM
NpoBepAeMbIX COCTaBHbIX 06beKTOB (apXMBOB, GalioB 3NEKTPOHHOW NMOYTbI UK
bannoBbIX KOHTEMHEPOB).

PekomMeHayeTcs UCMONb30BaTh 3TOT PEXUM A8 OnpeseneHns 06bekToB, KOTOpble
dannosbii MoHuTOp SplDer Guard npoBepsieT Hanbonee yacto. Npn HeoOXOAUMOCTU
Bbl MOXeTe f06aBUTb Takne 0H6BeKTbl B CMIMCOK UCKIHOYEHWI, YTO MOXKET CHU3UTb
Harpy3Ky Ha KOMMbrOTEp.

MpoBeseHne 06HOBAEHMIA, 3aMyCcK U OCTaHOBKa NMOYTOBOro aHTMBMpyca SplDer Malil,
BUPYCHble cObbITVA, NapaMeTpbl NepexBaTa COeANHEHWI, a Talkoke JaHHble O
npoBepsAeMbIx Ppaiinax, MMeHax ynakoBLLUKOB 1 COAEPXXMMOM MPOBEPAEMbIX apXVBOB.

PEKOMeH,ﬂ,yETCH MCMNONb30BaTb 3TOT PEXUM ANA NMPOBEPKN HACTPOEK NepexBaTa
COGAVIHGHI/IIZ C NOYTOBbLIMW CepBeEpPaMn.

MpoBeaeHne 06HOBAEHUI, 3aMycK U OCTaHOBKa Beb-aHTMBUMpYca SplDer Gate,
BMPYCHble COObITUA, MapaMeTpbl NepexBata COeAVHEHWUN, a Takke JaHHble O
npoBepAeMbIX cbal‘/'max, MMEHaX YyrNnakKoBLMKOB 1 COAEPKMMOM NPOBEPAEMbIX apXNBOB.

PekomeHzyeTCs MCMob30BaTh 3TOT PEXUM ANs MOJyYeHVs 6osiee feTabHON
MHbOpPMaLMM O NpoBepeHHbIX 06bekTax 1 paboTe Beb-aHTVBUpPYCa.

B gaHHOM pexxume B xypHasie GUKCHMPYHOTCA Takve CObbITUS, Kak MPOBejeHe
06HOBAEHWIA, 3amyck 1 ocTaHoBKa CkaHepa, 06Hapy>KeHHbIe Yrpo3bl, a Takke AaHHble
06 MMeHax yrnakoBLLMKOB 1 COAEPXMMOM NMPOBePSAEMbIX apX1BOB.

B cTaHzapTHOM pexxnme bpaHamaysp He BegeT daiin >xypHana. Mpu BKAKOUYEHUN
pexnmMma BefeHVs NogpoOHOTo XypHana cobupatoTca AaHHble O CceTeBbIX MakeTax
(pcap-norw).

Cnuncok obHoBAeHHbIX darnos Dr.Web 1 ctaTycbl ux 3arpysku, nHbopmaums o paboTe
BCMOMOTaTeNbHbIX CKPUMTOB, JaTa U Bpems NpoBejeHns o6HoBAeHUs, MHGOPpMaLms O
nepesanycke komnoHeHToB Dr.Web nocne o6HoBneHus.

MHq)OpMaLI'I/IFl O KOMIMOHEHTaX Dr.Web, M3MEHEHNE HaCTPOEK KOMIMOHEHTOB,
BK/IHOUEHME N BbIKIFOYEHNE KOMMOHEHTOB, COObITUA I'IPEBeHTVIBHOl‘/II 3alunTbl,
noagkKnro4yeHmne K aHTVIBVIpyCHOI‘;I ceTwn.

Co3aaHue pamMnoB NamMATH

Hactpoiika Co3gaBaTb gamnbl NAaMATHA NPU ownbGKax NPoBepPKM NMO3BOAET COXPaHATb
nonesHyto nHdopmaLmio o pabote HEKOTOPbIX KOMNOHeHTOB Dr.Web, uto nossoaunt
cneyunannctam komnanmm «Joktop Be6» B ganbHenwem nposectn 601ee NOAHbINA aHaAn3
npobaemMbl U NPeANOXNTb ee pelleHre. PekoMeHayeTcs BKIOYaTb AaHHYH HAaCcTPOKKy Mo

PyKOBO,ELCTBO nosab3oBaTenda

53



A7 7
)

-
g

Hactpoiiku nporpammbi

npocbbe COTPYAHNKOB TEXHUYECKOW noaaepkku «oktop Beb» nav npy BO3HUKHOBEHUM
oWwmnbok NpoBepkn hainoB nanm obesBpexmnBaHmns yrpo3s. Jamn naMsaTv COXpaHaeTcs B BUAE
darina c pacwumperHnem .dmp B nanke %PROGRAMFILES%\Common Files\Doctor
Web\Scanning Engine\.

BkatoueHue Noapo6HbIX )XypHaNoB

' Mpw BegeHUM NogpobBHOro XypHana GUKCUPYETCA MaKCMalbHOE KOIMYeCTBO MHGOpPMaLK

A 0 pabote koMnoHeHTOB Dr.Web. 310 npuBeseT K OTKIFOYEHUIO OrPaHUYEHNA Ha pa3mep
bannoB XypHana v CHU3UT NPOom3BOAMTEIbHOCTL paboTbl Dr.Web n onepaupoHHon
cucTeMbl. VIcnosb3oBaTh 3TOT PEXUM CeayeT TOIbKO NP BO3HWKHOBEHWUM Npobsiem B
paboTe KOMMOHEHTOB WM MO MPOCbHe TEXHUYECKOM NoAAEePXKKN KOMAaHuM «lokTtop Beb».

1. YTO06bI BKNOUNTD PEXMM BeAeHMA NOAPOOHOro XypHana AN O4HOrO U3 KOMMOHEHTOB
Dr.Web, ycTaHOBUTE COOTBETCTBYHOLLMIA PNAXKOK.

2. Mo ymonyaHnto NoApo6HbIV XypHaa BeAeTca 4O MepBOW nepesarpy3ky ornepauyoHHOM
cuctembl. Ecan Heobxoanmo 3adurkcMpoBaTb NOBeAeHME KOMMOHEHTa B Nepuos A0 v
nocne nepesarpysku, yctaHoute dnaxok NMpoaonkarb BeCTU NOAPOGHDIN XXypHan
nocsie nepesarpysku (MCNo/ib3yTe TO/IbKO MO 3anpocy TeEXHNUYECKON NoAAEPIKKN
KoMnaHum «Jlokrop Be6»).

3. CoxpaHuTe U3MeHeHMs.

i'i Mo ymonuyaHuo daiibl XkypHana UMErT OrpaHnYeHHbIn pa3mep, pasHbln 10 Mb (ana
: komnoHeHTa SplDer Guard — 100 MB). MNpu npeBbILLEHNN MakCUMaabHOTO pa3mepa daiin
XKypHana ypesaeTca jo:

e 3a/laHHOTO pa3mepa, ecav MHGOpMaLWs, 3an1caHHas 3a Ceccuto, He NpeBbIlLaeT
paspeLleHHbI pasmMep;

e pasmMepa TekyLlel Ceccuy, eCn MHGOpPMaLWs, 3anMcaHHas 3a Ceccuto, MpeBbIlaeT
paspeLleHHbIl pasmMep.

9.1.5. HacTpoku KkapaHTUHa

MN3meHeHMe HacTpoeK XpaHeHUs o6Hapy>KeHHbIX yrpo3

1. B OKHe n3mMeHeHusa obLWMX HaCTPOeK HaXXMUTe CCbiaKy [LONONHUTEe/IbHbIE HAaCTPOUKN. B
pa3gene HacTpoek KapaHTUH BKIOUMTE MM OTKAOUMTE HEODXOANUMYIO OMLMIO MpK
nomouwm nepekntovatens @D,

PyKOBO,ELCTBO nosab3oBaTenda
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¥ Uentp Gezonacroctu > Hactpoiikn > Ofwme - O X

€ Hactpoliiku KapanTun

Cozaaeats KaaHTUH Ha CHeMHOM HOCHMTENS NP OﬁHEp}OKEHHH Ha HemM yrpos

. ® OTkn
sz OQbwme
_ Y,CLEJ'IHTh W2 KapaHTKUHa Oﬁ'bel('l'bl, KOTOpbIe XpaHATCA A0AbLe of03HayeHHoro neproia

[l Yeepomnenws B OTien.

YaanaTe obbeKThl U3 KaPaHTMHA
1) OBHoBneHwe

CeTb
st Cratucrtuka

Dr.Web xpaHuTt ctatucTvky o paboTe KomnoHeHToE. CTapsle 23anucK YAanATCA, 4Tobs!
He AOMYCTUTE UPEIMEepHOro UCros30EaHWMA AMCKOBOTO NMPOCTPAHCTEE. Bel Takke MoxeTe
HACTPOWTE MX AETOMATMUECKOE YAaNeHME,

Camozawmra

& DrWeb Cloud

}'r,ﬂ,EJ'I ATk ZaNKMCK CTaTUCTHKIA

OTkan.
I AHTuBMpYCHaRA ceTb
YAanAaTe 2anncK CTaTMCTNKK

Q. Ckanep

CKpr_h ACNONHUTENEHBIE HBCFJCIHKH @

PucyHok 21. HacTpoiiku KapaHTUHa

2. Mpwv BKAOUEHMW aBTOMATUYECKOTO YAaleHUs1 O6bEKTOB U3 KapaHTUHA B BbiMaatoLLem
MeHto BbibepuTe Bpemsa. O6bekTbl, XpaHaLLMecs Jo/blue yKazaHHOro cpoka, byayT
yAANATHCA.

COBAaHMe KapaHTUHa Ha CbeéMHOM HOocCUTesie

Onuwvsa Co3pgaBaTb KapaHTUH Ha CbeMHOM HOCUTeNe Npu o6Hapy>KeHUn Ha HeM yrpos
No3BOAAET NP 0HBHaPY>XEHWUN YrPO3bl Ha CbEMHOM HOCKTesle CO3aBaTb Manky KapaHTUHa Ha
TOM e HocuTesle M NoMeLLaThb B 3Ty Manky yrpo3bl 6e3 npessaputesbHoOro wudposaHus. Ha
CbeMHOM HOCMKTesle Nanka KapaHTMHa CO3aeTcs, TONbKO eC/I BO3MOXHA 3anucb Ha
HocuTeNb. Vicnonb3oBaHWe OTAebHbIX Manok 1 0TKas oT WKdPOBaHUSA Ha CbEMHbIX
HOCUTENAX MO3BONSAET NPEeOTBPATUTh BO3MOXKHYH NOTEPHO AaHHbIX.

Ecan onuna OoTkKnK4YeHa, TO O6Hapy)KeHHbIe Ha Cb€MHbIX HOCUTENAX YIPO3bl MOMELAOTCA B
KapaHTUH Ha N0KaJlibHOM ANCKE.

ABTOMaTMueckoe yAaneHume 06bexkToB M3 KapaHTUHa

UTo6bl M36€XaTh UPE3IMEPHOTO NCMOJIb30BaHNA MeCTa Ha AMCKe, BKAKOUMTE aBTOMaTMUeCcKoe
yAaneHne 06beKTOB M3 KapaHTUHa.

PyKOBO,CLCTBO nosb30BaTena
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9.1.6. ABTOMaTMuUecKoe yaasieHne 3anucem CTaTucTuKm

Mo YMONYaHWIO DrWeb XPaHUT ONTUMaibHOE KONn4ecTBO 3anmncen CTaTUCTUKK, YTOObI
n3bexaTtb ype3MepPHOro ncnoJsib3oBaHNA MeCTa Ha AUNCKE. B AOMNONHEHME K 3TOMY Bbl MOXETE
BKJTKOYNTb aBTOMaTU4YeECKOE yaanieHne 3ar|1/|ce17|, XpaHALWMNXCA AO0/IbLIE YKa3aHHOTO CpoOKa.

BkaroueHue n oTK/IlOUEeHMe aBTOMaTU4eCcKoro yAaneHua 3anucei CTaTUCTUKN

ooo
ooo
ooo

il

(]

Ch

Q

LlenTp GezonacHoctu = HacTpoiikm = O6me — O >
P p

€ Hactpoiiku

Obwme

YBe oMNeHWA

ObHoBnEHWE

CeTb

CamozawmTa

Dr.Web Cloud

AHTWBMpYCHERA CeTb

CraHep

Kapantun

COE‘-ABEIETE- KARaHTUH Ha ChEMHOM HOCWTENE NP OﬁHEpy)KEHHH Ha HemM yrpoz

& OTka.

Y,qaﬂﬂTb W3 KapaHTWHa OEBLEKThI, KOTOpbIe XPaHATCA A0NbLUe oB03HaYeHHoro neproaa
& OTka.

YaanaTe 06beKTbl M3 KapaHTWMHA

CraTucTuKa

DrWeb xpaHuT cratwctiky o pabote KomnoHeHToE. CTapble 2anMcK yAanAKTCA, UTobs
He A0MyCTWTL YpeaMepHOro MCNoAL30BaHMA AMCKOBOro NpocTpaHcTea. Bul Takoxe maoxeTe
HACTPOMTE MX 3aBTOMATHMYeCKOE YaneHue,

YAanaTe 2anncK cTaTMcTnKA

OTkn.

YAanaTe 3anncK cTaTMeTuKK

CKphI_h AONOAHUTENBHBIE HEICF:ICIHKM ® o

PucyHok 22. HacTpoiiku cTaTUCTUKM

1. B OkHe n3meHeHns ob6LMX HacTPoeK HaXXMuTe CCblaKy lononHUTeNbHbIe HacTPOMKW. B
pasgene HacTpoek CTaTUCTUKa BKIOUMTE UM OTKIOUMTE aBTOYAaNeHMe 3anncei
CTaTUCTMKM NPpW NoMoLum nepektovatens @D.

2. Mpw BkAtOUEHWW aBTOYZAANEHWS 3anMCel CTaTUCTUKN B BbiNajatoLLeM MeHHO BbibepuTe
BpeMsA. 3anucu, XpaHaLimeca Jo/blue yka3aHHOro cpoka, byayT yAanaTbCs.

9.2. HacTpoiikun yBegomneHumn

B 3Tom pasgene:

e Hacrpoiika napameTpoB yBeAOMAEHUN
e Hactpoiika BblBOAA YBEAOMAEHWUIN HA SKPaH
e Hactpoiika oTnpaBkK yBeJOMAEHUIM N0 NOYTE

PyKOBOACTBO nosb30BaTena
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Mpun HeOHXOAMMOCTN Bbl MOXETE HAaCTPOWUTb NapaMeTpbl MOAYYEHUSA YBEAOMAEHWI O
KPUTUYHBIX Y BaXKHbIX cObbITUAX paboTbl Dr.Web.

YT106bI OTKPbITH HACTPOWUKN YBEAOMJIEHUIA:

1. OTKpOWTe MeHto nporpamMmbl U Bbibepute NyHKT LheHTp 6e3onacHocTM.

2. Y6epuTtecnb, uto Dr.Web paboTaeT B pexxume agMuHuUcTpaTopa (3aMOK B HUXKHER YacTu
(i)

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxxmuTe Ha 3amok [H.
B BepxHel yacTn okHa NporpamMMbl HaXXMUTE &,

4. OTKpOeTCs OKHO C OCHOBHbIMMW HacTpPONKaMun NporpamMmmMsbl. B 1eBoii yactn okHa BbibepuTte
NYyHKT YBEeAOMIEHUA.

T Uentp Bezonackoctu > HacTpoiiku > YeegomneHun — O X

€< Hactpoikwu YBepgomaeHus

Hacrpoﬁre NapamMeTpbl ONoBeLLEHWMA O BAXHbIX coBbITMAX

a5z Obuwe
MNapameTpel yEERAOMAEHMWA...

| [\ YeepomneHws
SkpaH

1) ObHoBneHWe Moka3biBaTe YEEAOMASHMA HA 3KpaHe
@D B
s CeTh
Moura
@ Camoszawmra BrICbiNaTs YEELOMABHWA HA ZNEKTPOHHYH MOUTY
b OTKA.

& DrWeb Cloud
[ AHTMBMpYCHEA CETh

Q Ckanep

)

-
(=)

PucyHok 23. Hactpoiiku yBegomaeHunm

B AaHHOM OKHe Bbl MOXeTe HacTPOWTb MapaMeTpbl NOAYYeHUs YBEAOMIAEHUN O KPUTUUHBIX U
Ba>KHbIX CO6bITUAX paboTbl Dr.Web.

Hacrpoiika napameTpoB yBefoMAEeHUI

1. Haxmwute kHonky MapameTpbl yBeAOMIEHWIA.

2. Bblbepute yBegoMieHMs, KOTOPbIE Bbl XOTUTE Moy4YaTb. YTOObl yBEAOMAEHMA
oTobpaxkanncb Ha 3KpaHe, ycTaHOBUTE diaxkok B cTonbLe IkpaH. YTobbl nosnyyaTb
OMOBELLEHMA NO NouTe, ycTaHoBUTe dnaxkok B ctonbue Mourta. Ecam Bbl He xoTUTE
noay4atb yBeAOMAEHUSA O COObITUN, CHUMUNTE DNAXKKM.

PyKOBO,CLCTBO nosab3oBaTenda
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Tvn yBeaoMieHnA

ObHapyxeHa yrposa

KputnuHblie
yBeA0OMJ/IEHNA

Ba>kHble yBeAOMIeHUA

Mano3HauutenbHblE
yBeJoMNIeHNs

JlnueHsunsa

Hactpoiiku nporpammbi

OnucaHue

YBegomneHns o6 yrposax, o6HapyxeHHbix SplDer Guard u SplDer Gate.

Mo YMONYaHUKO yBEeAOMIEHNA BKIHOYEHbI.

KpI/ITI/Il-IHbIe yBEAOMAEHMA O CAe[yroLWnX cobbITUAX:

O6Hapy>KeHbl COEAMHEHNS, OXMAaroLL e oTBeTa bpaHamayapa.

Mo YMOJHYaHVKO yBEAOMAEHNA BK/IHOYEHbI.

Ba>kHble yBEAOMEHNA O ChefyroLnxX cobbITUAX:

Bpems paboTbl 32 KOMMNLIOTEPOM UCTEKO.

BupycHble 6a3bl yctapenu.

Joctyn k Beb-kamepe 1 MUKPOPOHY 3ab6J10KMPOBAH.

YCTpoiicTBO 3a610KMPOBaHO.

3abnokMpoBaHa MomMbITka M3MEHEHUA CUCTEMHbIX JaTbl U BPEMEHW.

JocTtyn Kk 3awuiaemomMy o6bekTy 3abaokmpoBaH MoBeaeHUYecknm
aHanmsom.

JocTyn K 3awmiaeMomMy 06bekTy 3ab610KMpOBaH 3aLuTtor ot
3KCMIOUTOB.

JocTyn K 3awmiiaeMomMy 06bekTy 3ab610KMpOBaH 3aLuTtor ot
BbIMOraTenen.

JocTynHa HoBas Bepcus MpoJykTa.

Mo YMONYaHUKO yBEeAOMIEHNA BK/IHOYEHbI.

Masnio3HauuTe/ibHble YBELOMIEHUS O CNEAYOLNX COBLITUSX:

URL 6bln 3a610KnpoOBaH Moaynem Poautenbckuii KOHTPOIb.
URL 6bin 3abnokmpoBaH SplDer Gate.
Bpems paboTbl B ceTv VIHTEpHET nctekno.

JocTtyn Kk 3awniaemMomMy 06bekTy 3a610KMPOBaH KOMMOHEHTOM
PoAUTENbCKUIA KOHTPOTb.

YcnewHoe o6HOBMEHME.
Owwnbka o6HOBAEHMS.

Mpoueccy 3anpeLLeHo M3MEHeHVe COAePXXUMOro Manku.

Mo YMOYaHUNIKO YyBEAOMJIEHUA BbIKJIHOYEHbDI.

YBeAOMAEHNS O CAeAyroLUX COBbITUAX:

CpOK Ael‘/'ICTBI/IFI JINUEH3UN NCTEKAET.
[JelcTBytolwas NMUEH3NS He HalZeHa.

Tekywas nnueH3vs 3abaokmpoBaHa.

3. Mpun HeobHXO0AMMOCTU 3a4aiNTe AONONHUTENbHbIE NAapPaMeTPbl OTOBPaXKEHUS IKPAaHHbIX

OMOBELLEHUN:

PyKOBO,ELCTBO nosab3oBaTenda
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dnaxkok OnucaHue
He nokasbiBaTb yBegOMIEHNA B YBesomMaeHUs npu paboTe C NPWIOXKEHMSMU B MOJHOIKPaHHOM
MOJIHO3KPaHHOM pexnme pexume (MpocMoTp GUABMOB, rpadukn 1 T. 4.).

CHuMUTE 3TOT dAaxoK, YToObl MoayYaTh YBEAOMIEHUS BCEraa.

OTobpaxaTb yBEAOMIEHWS OTobpakeHne yBeZoMeHUI OT bpaHaMayapa Ha oTAe/1bHOM
BpaHamayapa Ha OTAeNbHOM pabouemM cToNie BO BpeMs paboTbl MPUIOXKEHWIA B
3KpaHe B MOJIHO3KPAHHOM peXxvMe  MOJIHOIKPaHHOM pexkume (Urpbl, BUAEO).

CHVMUTE 3TOT GAaXKoK, UTO6bl YBEAOMEHMS BbIBOAMANCL HA TOM
e paboueM CToe, Ha KOTOPOM 3anyLLleHO MPUIOXKEHVE B
MOJIHO3KPaHHOM peXxnMe.

4. Ecav Bbl Bbl6paf|l/l O4AHO MU HECKOJIbKO MOYTOBbIX yBeAOMﬂeHMVI, HaCTpOVITe
OTNPaBKY MOYThl C Ballero KOMnbrOTEpPAa.

' YBep,omneva O HEKOTOPbIX COBbITUAX He BXO4AT B NepeyncaeHHble rpynnbel 1 BCerja
° NMOKa3bIBAOTCA MNMOZIb30BATE/HO!

® YCTaHOBKa MPUOPUTETHbIX OOHOB/IEHWI, AN KOTOPbIX TpebyeTca nepesarpyska;
e nepesarpyska A5 3aBepLUeHVs 06e3BpexXMBaHNA Yrpos;

e aBTOMaTWYecKas mepesarpyska;

e 3aMpocC Ha pa3peLleHne npoLeccy MoandukaLmm obbekTa;

e yCrelHoe NOAKIOYEHME K YAaNeHHOMY KOMMbIoTEPY B AHTUBMPYCHOW ceTy;

e aKTVMBMPOBaHa NpPobHas Bepcus, peKoOMEHAYETCA NPUOBPeCTU NNLIEH3NIO;

e MOAK/IHOYEHa HOBas KiaBuaTypa.

yBeAOMIleHI/Iﬂ, KOTOpPbi€ BbIBOAATCA Ha 3KpPaH

BkntoumTe COOTBETCTBYHOLLYHO OMLMIO, YTOObI MONyYaTb YBEAOMEHMWS B BUAE BCMJIbIBAOLLETO
OKHa Hag 3HaukoM Dr.Web ®# B o61acTv yBegomaeHnii Windows.

YBeaomneHuA no noure
UT0o6bI noJsiy4yatb yBeaomJieHUA o cobbITUAX No nourte, BbiMNOJIHUTE C/ieaylouiune AeﬁCTBMﬂ:

1. Bkarounte onunko BbicbinaTtb yBeAOMJIEHUA Ha 3/IEKTPOHHYIO NOuUTy.

2. B nosBMBLUEMCA OKHe BBeAUTE aApec 31eKTPOHHOM MOYTbI, Ha KOTOPbIN Bbl XOTUTE
nony4yatb yBegomaeHus. icnonb3oBaHme 3TOoro agpeca Heobxoammo byaeT NnoATBEPANTD
Ha ware 7.

PyKOBO,CLCTBO nosab3oBaTenda
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ooo
ooo

¥ Uentp Gesonacoctn > HacTpoiikn > YeegqomneHua — O X

O6uwe

OBHOBNEHWE

CeTb

Camozawmra

DrWeb Cloud

AHTMBMPYCHaA

Ckanep

Aapec 31eKTPOHHOW NouThI

Yiaxmte afpec 3J'IEKTpOHHOﬁ MoYTel, Ha KOTOprﬁ Ebl XOTWTE NoAy4aTk
YEEAOMAEHWA.

PucyHok 24. Yka3aHue aapeca ANA NOYTOBbIX YBeAOMJIEHWUIA

3. Haxmwute Oanee.

4. B OTKpbIBLLEMCA OKHE YKa>XNTE€ AaHHbI€ y‘-IeTHOI7I 3anumcu, C KOTOpOVI 6yAyT OTNpPaBAATbCA
yBeAOMNEHUA.

e EC/IM CNMCOK NOYTOBLIX CEPBEPOB COAEPXKMT HEOOXOANMbIA cepBep, BbibepuTe ero, a
3aTeM yKaXkuTte JIOTMH 1 Napoab OT BalLei YY4eTHOW 3anncu.

e EC/IM CNMCOK NOUTOBLIX CEPBEPOB HE COAEPXKNUT HEOBXOANMOTO cepBepa, Bbibepute
Yka3zaTb BPYUHYIO 1 B OTKPbIBLUEMCSI OKHE 3aMoNHUTe HEOBXOANUMbIE NOAS:

Hacrpoliika

Cepep SMTP

MopT

JloruH
Maposb

Mcnonb3oBaTb
SSL/TLS

NTLM-
ayTeHTUdumKaLma

OnucaHue

YkaxuTe agpec noutoBOro cepBepa, KOTOPbIN JOJIXKEH 1cnoab3oBate Dr.Web
A5 OTMPAaBKM MOUTOBbIX OMOBELLEHUIA.

YKaxuTe nopT NOYTOBOrO cepBepa, K KOTOPOMY A0JKeH noakitovatscs Dr.Web
AN OTNPaBKX MOYTOBbLIX OMOBELLEHN.

Ykaxkute UMS y4eTHOM 3aMncu ANs MOAKIOYEHNS K MOYTOBOMY CepBepy.
Ykaxknte naposib y4eTHOM 3anmcn AN NOAKIOUEHUA K MOUTOBOMY CEpBepYy.

YcTaHoBUTE 3TOT B1aXKOK, €CNN XOTUTE, UTOObI NPK Nepeaaye cOOb L EeHWI
ncnosb3osanocb SSL/TLS wudbposaHve.

YcTaHoBUTE 3TOT PIaXKOK, eCNn XoTuTe, YTobbl aBTOPU3aLWA NPOU3BOAMAACE MO
npotokosy NTLM.

PyKOBO,CLCTBO nosab3oBaTenda
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5. HaxxmunTe OTnpaBuUTb TecToBoe cooblieHune, ecnv XoTMTe MPOBEPUTD, UTO yUeTHas 3anncb
yka3aHa BepHo. CoobLieHme NpuaeT Ha TOT ajpec, C KOTOPOro AOKHbI OTNPaBAATLCA
yBeOMJIeHVA (HaCTPOEeHHbIV Ha ware 4).

6. Haxmute Oanee.

7. BBeanTte koA NOATBEPXKAEHUSA, KOTOPbIA NPUAET Ha 3EKTPOHHbIN ajpec, yka3aHHbIV A/s
noay4YeHns yBeJOMIeHU Ha ware 2. Ecam koa He npuaeT B TedeHre 10 MUHYT, HaxxMnTte
KHOMKy OTnpaBuUTb KOA NOBTOPHO. EC/1n Bbl He BBeeTe KO NOATBEPXKAEHUS,
yBeOMJIEHVA Ha 3TOT agpec OTNPaBAATbCA He byayT.

Y106bl N3MEHWNTb aZpec 31eKTPOHHOW NOYTbI U Apyrue napamMeTpbl, B OKHE HacTPOeK
yBeAOMJIEHUI (CM. pUCyHOK HacTpolikv yBeoMIeH ) HaxkMuTe M3MeHUTb 1 MOBTOpUTE BCE
JeNCTBUSA, HaunHasn ¢ wara 2.

9.3. Hactpoiikm o6HOBNeHuUS

Bbl MOXeTe HacTpouTb creayrowme napameTpbl 0bHoBaeHWA Dr.Web:

® NEepUOANYHOCTb OOHOBNEHUI;

® /ICTOYHWK OBHOBAEHWUW;

e 0OHOBJ/SEMble KOMOOHEHTbI;

e 3epKaso O6HOBAEHUN.

Y106bI OTKPLITb HACTPOWKU OB6HOBIEHNIA:

1. OTKpoWTe MeHIO Nporpammbl 1 BeibepuTe NyHKT LieHTp 6e3onacHocTL.

2. Y6eauntecb, uto Dr.Web paboTaeT B pexxvme agmmHucrpatopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cnyuae HaxXmuTe Ha 3aMOK .

B BepXHelt YacTv OKHa NPOrpaMMbl HaxkmMuTe L2,

4. OTKpOEeTCA OKHO C OCHOBHbIMW HacTpOMKaMu NporpamMmmbl. B 1eBom yact okHa Bbibepute
nyHKT O6HOBIEHMeE.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp Gezonacroctn > HacTpoiikn > OBHoeNEHNE — O X
€ Hactpoiiku ObHoBNEeHKe
Monayuate 0BHOBAEHWA
g2z Obuwme kawasie 30 MuHyT (pekomeHayetca) v
[ Yeepomnenms WcTroununk obHoBaeHMiA
N Cepeepkl koMmnauwK «oktop Beb» (pekomenayeTca) MzmeHnTE
2 ObHoeneHwne
s CeTh

@ CamosawmTa
& DrWeb Cloud
I AHTuBMpYCHaRA ceTb

Q. Ckanep

JononHuTensHele HACTpORKK

PucyHok 25. Hactpoiiku o6HOBeHus

MepnoanuHocTb 06HOBNAEHUMN

Mo ymonyaHuto ycTaHOB/IEHO ONTUManbHoe 3HayeHune (30 MUHYT), KOTOpoe No3BoAsAeT
noasep>xunBaTb MHGoOpMaumto 06 yrposax B akTyalbHOM COCTOSSHUUW. YTObbI 3a4aTb
NepuoANYHOCTb OOHOBAEHWI, BbIbepUTE HEOHXOAMMOE 3HaUeHWE B BbiNajatoLweM MEHHO.

ABTOMaTMyeckoe 06HOB/EHME MPOBOANTCS B GOHOBOM pexxmme. Bbl Takke MoxeTe BbibpaTb
3HaueHVe BPYUHYH0. B 3TOM c/iyuae Bam Heo6X0AMMO ByaeT BPYUHVIO 3anyckaTts OBHOBAEHNE
Dr.Web.

Hactpoiika ncrouHuka obHoBaeHUM

o ymMon4aHUIO B KauecTBe NCTOYHMKa OOHOBAEHWS YKa3aHO 3HayeHVe CepBepbl KOMMaHUU
«lokTop Be6» (pekomeHayetca). YTobbl HACTPOUTb YAOOHbIV AN BaC MCTOYHMK
OBOHOBNEHWNI, CAeNalnTe CaeaytoLLee:

1. B okHe HacTpoWkun obHOBAEHMA (CM. pUCYHOK HacTpoinkn o6HOBNEHWSA) B rpynne HacTpoek
McTouHuk o6HOoBAEHUI HaxxMmunTe cCbinky MameHuTb. OTKpoeTCs OKHO HacTpOMKu
NCTOYHMKa OOHOBAEHW.

PyKOBO,CLCTBO nosb30BaTena
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¥ Uentp Gezonacroctn > HacTpoiikn > OBHoeNEHNE — O X

4

WNecTouHuk o6HOBAEHWIA
35z OBwme _ _

Yiaxmre yaobHBIA ANA BAC MCTOYHWK 0BHOBAEHWIA:
PR Cepeepsl KOMAaHKK «JokTop Beb» (pekomenayeTcs v
1 YeepomneHwa peep A P (P i )

I WMcnonezoeate HTTPS-coeamHeHme
0~
gy LETb
) CamoszawmTa
Dr.Web Cloud
LI AHTuBMpyCHas leTw, Ha
®

Q. CkaHep

PucyHok 26. HacTtpoiika ncrouHmka o6HoBsieHUA

2. YkaxuTe yAOOHbIN ANs BaC NCTOYHUK OOHOBNEHWNI B BbINajatoLLEeM MEHHO.

¢ CepBepbl komnaHuu «Jloktop Be6» (pekomenpyerca). O6HoBneHue byaeT
NPOMCXOAUTL C cepBepoB KOMNaHuu «[loktop Beb» uepes cetb NIHTepHeT. Ecan BbI
XOTWTe 3arpy>aTtb 06HOBAeHMA NO 6e30MacHOMY NPOTOKOJY, BKIOUMTE OMLMIO
Ncnonb3soBatb HTTPS-coeanHeHue.

¢ JlokanbHasa unu ceteBas nanka. ObHoBAeHMe ByaeT MPONCXOANTb U3 JIOKaSIbHOW UK
ceTeBOM Nanku, B KOTOPYHO CKOMMPOBaHbl OOHOBAEHMA. YKaXnTe NyTb K Narnke, a Takxe
MMA NoJib30BaTeNa 1 Napob, ECAN 3TO HEOBXOANMO.

e AHTMBUpYCHaA ceTb. OGHOB/IEHME ByaeT NPOUCXOANTL Yepes 0KaIbHYHO CeTb C
KOMMblOTEpa, Ha KOTOPOM ycTaHoBAeH NpoaykT DrWeb 1 co3gaHo 3epkano
obHoBNeHNI. BeibepunTe KOMMbIOTEP, KOTOPBIN BYAET MCMO/b30BaTbCA B KaUeCTBe
NCTOYHMKA OBHOBAEHUN.

3. Haxxmute OK, uTobbl COXpaHUTb M3MEHEHMA.

A ononHuTenbHble HACTPOUKMN

Hactpoitika 06HOBSIeMbIX KOMNOHEHTOB

Bbl MOXeTe BbibpaTb OAVH U3 CAeAyHOLLIMX BAPUAHTOB 3arpy3ku 06HOBAEHUI KOMMOHEHTOB
Dr.Web:

e Bce (pekomeHayeTca), NPy KOTOPOM 3arpy>aroTcd OO6HOBNEHMSA Kak AN BUPYCHbIX H6a3
Dr.Web, Tak 1 4ns aHTMBUPYCHOrO AApa U APYrMX NPorpaMmMHbIX KOMnoHeHToB Dr.Web;

PyKOBO,CLCTBO nosab3oBaTenda
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¢ TonbKo BUpYcHbIe 6a3bl, NPV KOTOPOM 3arpy>atoTcs TOIbKO O6HOBNEHUSA BUPYCHbIX Ha3
Dr.Web v aHTMBMpPYyCcHOrO aapa; Apyrve komnoHeHTsl Dr\Web He o6HoBAsIOTCA.

Co3paaHue 3epKasia 06HOBeHUMN

3epkaso 0b6Hos1ieHUl — 3TO KOMMbOTEP, HACTPOEHHbIV KaK UCTOYHUK OBHOBAEHWIA ANA APYTUX
KOMMbIOTEPOB B JIOKa/IbHOW CeTU. 3epkano O6HOBAEHNIN MOXKET BbITb NCMNOAb30BaHO ANSA
obHoBneHWs Dr.Web Ha koMnbtoTepax, KOTOpble HE NOAKNIOUEHBI K ceTh IHTepHeT.

YT106bI HACTPOUTHL Balll KOMMbIOTEP B KauecTBe 3epKasia 06HOBIEHUIA, caenaiite
cnepyoulee:

1. B okHe HacTpoWkun 06HOBAEHMA (CM. pUCYHOK HacTpoikn 06HOBNEHUS) HaXMUTE CCbINKY
A ononHuTenbHbIe HACTPOMKM 1 BKIHOUMNTE NCMOAb30BaHWe 3epkasa OOHOBAEHWIA NpK
nomMolum nepekitoyatens @D, OTKPOETCA OKHO HACTPOMKM 3epkana OOHOBNEHUN.

3 Lewtp Bezonacroctu > HacTpoiiku > OBHoenenne - O X

oNy4aTe OBHOBNEHWA

ooo

smz OBWwme

ooo

3epkano obHOBAEHUNA
1 Yeenomnedwus
MyTb K 2eprany 0BHOENEHMIA

| | | ‘ O6G3zop...
Aapec Mopt
s Cetb
0.0.0.0 1| 8080

® Camosawmra

Dr.Web Cloud
OTMEHNTR @

[ AHTMBMDYCHAA COTlmuu CO3AavTe 3epKanc OUHOENEHAR A ApYTHY KOMIBTEp0E B NOKaNEHOA Ce7li, Ha
KoTopblx ycTaHoeaeH DrWeb.
(. CxaHep Bia.
MamenuTb...

PucyHok 27. Hacrpoiika 3epkasno o6HoBAeHUIA

2. YKaxuTe nyTb K nanke, B KOTOpPy ByayT KonnpoBaTbCs OOHOBAEHWA.

3. Ecam Baw KOMMNbrOTEP BXOAUT B HECKOIbKO MOZACETEN, Bbl MOXKETE yKa3aTb agpec, KOTOPbIn
6yzeT AOCTyneH TONbKO AN OAHOW U3 noaceTen. Taikoke Bbl MOXeTe yka3aTb MOPT, Ha
kotopom HTTP-cepBep byaeT npuHMMaTh 3aNpoCkl Ha COeANHEHME.

4. Haxxmunte OK, uTo6bl COXpaHUTb M3MEHEHMUS.

MNepnoanyHOCTb 3arpy3kn 0O6HOBAEHWI Ha 3epkano ByaeT coBnagaTb C BbIOpaHHbIM
3HaueHMeM BbinagatolLero meHto Monyuatb o6HOBAEHUA.

PyKOBO,CLCTBO nosab3oBaTenda
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9.4. Cetb

B faHHOM OKHe Bbl MOXETe HacTPOMWTb MapamMeTpbl MPOKCM-CepBepPa, BKIOUYNTb MPOBEPKY
AaHHbIX, NepejaBaeMbiX MO KpUNTorpapuueckmm NpoToKoaam, a Takoke 3KCNopTUPOBaTh
ceptndwukat «Joktop Beb» ana nocneayrouiero nmnopTa B Apyrve nporpaMmmei.

B sTom pasaene:

e Hactpoiika npokcu-cepeepa
e [poBepka AaHHbIX, NepejaBaeMblX N0 KpUATorpahuyeckm NpoToKoiam
e DkcnopTt ceptndukata «/lokTop Beb»

Y106bI OTKPLITb HACTPOWMKMU CETHU:

1. OTKpOWTe MeHIo nporpamMmbl U Bbibepute NyHKT LheHTp 6e3onacHocTM.

2. Ybeautech, uto Dr.Webpa60TaeT B pEXMMeE aAMUHNCTPATOPa (3aMOK B HUXKHEWN YacTu
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmuTe Ha 3aMOK .
B BepxHen yacTn okHa NporpaMmbl HaXXMUTE &,

4. OTKpOEeTCA OKHO C OCHOBHbIMW HacTpOMKaMu NporpamMmmbl. B 1eBom yact okHa Bbibepute
NyHKT CeTb.

¥ Lentp Besonacroctu > HacTpoiikm = Cets - O X

€ Hactpoikn Cetb

Hacrpoiite coearHeHmne © Npokon-cepeepom 1 NPoBepKy 2awndpoBaHHoro Tpadunka
882 O6uwme

Mpokcn-cepeep

£) Yeegomnenwa Wenons20BaTe Npokou-cepeep

OTren.
1) ObHoBneHue

EegonaCHble COEAMHEHMQ

MpoeepaTs 23WKMbPOBaHHLIA Tpab WK

@ CamozawmTa
OTren.

B cryuae owmBKM NPOBEPKK 2aLLMLLEHHEX coegMHeHniA (S51) yeraHoBMTe cepTudmkaT

© DrWeb Cloud «[lokTop Beb» BpydHyto.

[ AHTMBMpYCHaA CeTh

Q. CkaHep
@

PucyHok 28. NMoaknroueHne K NpoKcu-cepeepy 1 nposBepka 3awmnppoBaHHOro Tpadpuka

PyKOBO,CLCTBO nosb30BaTena
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Ucnonb3oBaHMe NpoKcu-cepBepa

Mpy HEOBXOAMMOCTU Bbl MOXKETE BKIHOUNTbL MCMONb30BaHNE NPOKCU-CepBepa 1 3a4aThb
HaCTPOMKM NoakroYeHMsa K HeMy. HaxxmunTte M3meHnTb, utobbl 3asaTb HACTPOMKHM
NOAKIFOUEHUNS K MPOKCU-CEpPBEpY:

Hacrpoiika OnucaHue

Agnpec YkaxuTe agpec npokcu-cepBepa.

MopT YKaxuTe nopT Npokcu-cepeepa.

NoruH YKaxute UMs yUeTHOM 3anucuy AN NOAKIIOUEHMS K MPOKCU-CEPBEPY.
Maposb YKaxkute naposb YYeTHOW 3anmncK, UCNoib3yeMON 418 NMOAKIOUYEHMA K

NpoKcu-cepeepy.

Tun Bbibepute TMN aBTOpM3aLmK, TpebyeMblit Ans NOAKIHOYEHUs K MPOKCK-
aBTOpM3aLMM cepBepy.

be3onacHble coeagnHeHnA

Yto6b1 Dr.Web npoBepsan gaHHble, NnepesaBaeMbie No kpuntorpadbunyeckmm npotokonam SSL,
TLS vinam STARTTLS, BkatoumTe onuuto NMpoBepaTtb 3awmdpoBaHHbIv Tpaduk. SpiDer Mail
byaeT npoBepATb AaHHble, NepesaBaeMble No npotokonam POP3S, SMTPS, IMAPS, a SpIDer
Gate — no npotokony HTTPS.

Ecnm npunoxeHune, ncnonb3yrollee Ans cBoen paboTbl WMPOBaHHbIE COEANHEHUS, HE
obpallaercs kK xpaHuauLy ceptuounkatos cuctembl Windows, To Heobxoa1Mmo
3KCnopTMpoBaTb cepTudunKaT 6€30nacHOCTM KomnaHum «loktop Beb6» 1 nmnopTupoBsathb
BPYUHYHO B KaXXA0€ NMPUIOXKEHME.

Uro Takoe ceptudukar 6esonacHocTu

CepTndurkaT 6€30NacHOCTM — 3TO INEKTPOHHbIN AOKYMEHT, MOATBEPXKAAIOLLMIA, UTO
cepTdnumMpoBaHHaa nporpaMmmMa rnpotuia NpoBepKy B O4HOM U3 LLIeHTPOB cepTudukaumu.
Tarke ceptndurkatbl 6e3onacHocT HasbiBatoTca SSL-cepTnudmrkatamm, MOCKONbLKY A5
paboTbl ncnonb3yetca SSL-npoTtokon (Secure Socket Layer — aHrn. YpoBeHb 3aLUMLLEHHbIX
cokeToB). OH obecneunBaeT 3auiLeHHOe WdPOBaHMEM B3aUMOAENCTBME MEXAY Y3NaMu
cetn VIHTepHeT, Hanpumep, Noib3oBaTenem 1 Beb-cepBepoMm.

YcTaHOBKa (MMMNOPT) B Nporpammy, paboTatoLuyto ¢ VIHTepHeToM cepTudukaTa
6e3onacHoOCTK Kakoro-1mbo Beb-y3na, rapaHTMpyeT, UTO CBA3b C HUM DyAeT OCyLLEeCTBAATLCS
B 3aLUMLLEHHOM peXMMe C MPOBEPKOM NOANMHHOCTU. B TakoM cnyyae 3/10yMblLUNEHHWKAM

PyKOBO,CLCTBO nosab3oBaTenda
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byzaeT KpaHe TPYAHO OCYLLECTBUTb NepexBaT AaHHbIX.

NMmnopT ceptndurkata «Joktop Beb6» MoxeT noTpeboBaTthcs Ans paboTbl CeAyHOLMX
nporpamm:

e 6payzep Opera;

e 6paysep Firefox;

e noytoBbIM KinMeHT Mozilla Thunderbird;

e NouToBbIN KNMeHT The Bat! n gp.

Kak akcnopTupoBaTb 1 MMNopTUpoBaTh cepTudmrkar komnaHum «/Lokrop Be6»

1. HaxmuTte KHOMKy IKCNopTUpOBaTh.
2. BbibepuTte nanky, B KOTOPYHO Bbl XOTUTE COXpaHUTb cepTudukaTt. Haxxmute OK.

3. NimnopTupyiTte ceptudukat B Hy>kHoe npuioxeHune. MogpobHee o ToM, Kak
MMMOPTUPOBATb CePTUDMKAT, CM. B CNPaBOYHbIX MaTepmanax K Heob6xoaMMomMy
MPUNOXKEHWIO.

& Ecnun aktvBupoBaHa onuusa MpoeepATb 3awimdpoBaHHbIii TpaduK, 418 KOPPEKTHOM
: paboTbl HEKOTOPBLIX KIMEHTOB 061auHbIX XpaHuauLL, (Takux kak Google Drive, Dropbox,
Anpekc.Anck v ap.) HEOBXOANMO UCKHOUNTL 3TN NPUIOXKEHWA 13 NPOBEPKNA KOMIOHEHTOM
SplDer Gate.

9.5. CamosawmTa

B faHHOM OKHe Bbl MOXETe HacTPOMTb NapameTpbl 3aLWmTel camoro Dr.Web ot
HEeCaHKLMOHNPOBAHHOIO BO3ENCTBMSA, Hanpumep, oT NporpamMm, BpeJoHOCHOe AecTBME
KOTOpPbIX HanpaBAeHO Ha aHTUBUPYCHbIE MPOrpaMMbl, @ TakoKe OT C/Iy4alHOTO MOBPEXAEHWA.

B aTtom pasaene:

e BkaroyeHvne v OTKAKOYEHME CaMO3allNThbI
L 3ar|peT M3MEeHEHWNA AaTbl U BPEMEHU CUCTEMDbI

Ana pocryna Kk HacTpoiikam Camo3aluTbI:

1. OTKpoWTe MeHIO Nporpammbl 1 BbibepuTe NyHKT LieHTp 6e3onacHocTM.

2. Y6eauntecb, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NpPOrpamMMbl «OTKPbIT» ). B npoTMBHOM ciyyae HaXXMuUTe Ha 3aMOK .

3. B BepxHeit 4acTi OkHa NporpamMmbl Haxmute 2.

PyKOBO,CLCTBO nosab3oBaTenda
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4. OTKpOoeTCcs OKHO C OCHOBHbIMW HacTpOMKaMu NporpaMmMsbl. B neBon yactu okHa BbibepuTe
nyHkT Camo3awura.

T Lentp Besonacroctu > HacTpoiikm = CamosawmTa — O X

€ Hactponku Camosawumra

Bratouwnte CamozalinTy (pekomMeHLyeTCR)

ooo

=0 T @ s
3anpeLLate 3MyNALWMK ASRCTEWA NONLZOBATENA

@D B

1 YsenomneHus

2 O6HoBneHue
. [Jarta n Bpems

fz'ﬁ CeTh BEI'IF}ELLLETI: WaEMeHeHWe 4aThl M BPEMEHW CUCTEMEI

® Tpw aKTMEHOM PoaMTensckom KoHTpoAe (peKomMenayeTcn)

Camozawmra Bceraa

& DrWeb Cloud

[ AHTMBMpYCHaA CeTk

Q. CkaHep

\
A

—
(=)

.

PucyHok 29. NMapametpbi 3awutbl Dr.Web

CamosawumTa

Hactpovika Bkirountb camo3almTty (pekoMeHAyeTcA) No3Bo[eT 3almTnTb Ganbl 1
npoueccol Dr\Web oT HecaHkUMOHMpPOBaHHOTO gocTyna. OTKAKOUYaTb CaMO3aLumUTy He
peKOMeHAyeTCs.

| B cnyyae BO3HUKHOBEHWS NPo6aeM Mpu UCMO/Ib30BaHUM MporpaMM AdedparMeHTaumum,
peKoMeHzyeTCs BpeMeHHO OTKIHUMTL MOAYJ/Ib CaMO3aLLUThl.

,ﬂ,)’lﬂ TOro YTO6bI npownsBecT BO3BpaT K TOUKE BOCCTAHOBJIEHNA CUCTEMDI, HEO6XOAVIMO
OTKNIOYUTb MOAY/Ib CaMO3alLLlUThbl.

HacTtpolika 3anpewatb 3MynaLUIO AeCTBUIA NONb3OBaTeNA MO3BO/AET MPejOTBPaTUTL
n3MeHeHua B HacTporikax Dr.Web, nponsBoanmbie CTOPOHHUMU NPOrPaMMHbIMU
cpeactBamu. B Tom umcne 6ygert 3anpeLeHo CNONHEHNE CKPUMTOB, SMY/IMPYHOLWKMX paboTy
KnaBmaTypbl 1 Mbiwn B okHax Dr.Web (Hanpumep, ckpyntoB Ans MU3MEHEeHUs HacTpoek
Dr.Web, yaaneHvs AvueH3nm n Apyrux AencTBuiA, HanpaeaeHHbIX Ha U3MeHeHWe PaboThl
Dr.Web).

PyKOBO,CLCTBO nosab3oBaTenda
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Aata n Bpems

HekoTopble BpeJOHOCHbIE MPOrpaMMbl HAMEPEHHO U3MEHAIOT CUCTEMHbIE AaTy 1 BpeMs. B
3TOM c/iyyae 0H6HOBEHMS BUPYCHbIX 6a3 aHTUBUPYCHOM MPOrpamMmMbl He MPOUCXOANT MO
YCTaHOBJIEHHOMY PacnNCaHUIO, NLLEH3NA MOXKET ONpeAenaTbCa Kak MPOCpPOYeHHas, 1
KOMMOHEHTbI 3aLUMTbl BYAyT OTK/IHOUEHbI.

HaCTpOVI Ka 3anpeuj,a1'b U3MeHeHue AaTtbl U BpeMeHUN CUCTeMbIl MNOo3BOJIAET 3a610kn poBaTb

py4yHOE N aBTOMaTU4YECKOE N3MEHEHNE CUCTEMHbLIX AaTbl M BPEMEHW, a TaKXKe YaCOBOro nodca.

10 orpaHmnyeHne yctaHaBIMBaeTCA ANA BCEX nosb3oBaTeNer CUCTEMDbI. ﬂ'aHHaﬂ HaCTpOVIKa

MO3BOJINT TOUHEE pa6OTaTb QyHKu,I/IVI orpaHMyeHnda BpemMeH” B Mmogyne

Poantenbcknin KOHTPONb. B ciyyae, ecam B Mogyne PoanTenbCckmini KOHTPOJIb 3a4aHbl
OorpaHMYeHns BpeMeHu paboTbl 3@ KOMMbIOTEPOM UK B ceTU VIHTEpHEeT, 3Ta HacTpolika
BK/IFOYAETCA aBTOMaTMYeCckun. Bbl MoXeTe HacTpouTb moslyyeHne yBeJOMIEH VI B TOM Clyyae,
€C/NV OCyLLEeCTBAANACh NOMbITKA M3MEHUTb CUCTEMHOE BPEMSA.

9.6. Dr.Web Cloud

B faHHOM OKHe Bbl MOXeTe MOAKIHUMTLCA K 061a4YHOMY cepBUCY KOMNaHUKn «Joktop Beb» un
nporpaMmme ynyudlleHns kayectBa pabotsl npoaykto Dr.Web. O6nauHbin cepBuc cobupaet
MHbOPMaLMIO O NOCNEAHMX YrpO3ax Ha CTaHUMAX NoAb3oBaTeNnen, baarogaps yemy
NOCTOAHHO OHHOBAAOTCA BUPYCHbIE H6a3bl N IPPEKTUBHO YCTPaAHAKOTCA HOBEMLINE Yrpo3bl.
Kpome Toro, o6paboTka gaHHbIX Ha 061a4YHOM CepBMCe MPOUCXOANT BbICTpee, YEM NOKaNbHO
Ha KOMMblOTEpe NOJIb30BaTeNA.

B 3TOoM pasgene:

e ObnayHbl cepBUC
e [Iporpamma ynyyuweHunsa kayecrsa [10

BxnroueHue u otikroueHue Dr.Web Cloud:

1. OTkpouTe MeHIo NporpaMmsbl 1 BelbepuTe NyHKT LleHTp 6e3onacHocTw.

2. YbepuTtecnh, uto Dr.Web paboTaeT B pexxumMe agMmuHucTpaTopa (3aMoK B HUXKHER Yactu
(7l

nporpamMMbl «OTKPbIT» 'h) B npoTMBHOM caydae HaxXmuTe Ha 3amok [H.
B BepxHelt 4acTv OKHa NPOrpaMMbl HaxkmuTe L2,

4. OTKpOeTCs OKHO C OCHOBHbIMW HACTPOMKaMu NporpaMmMebl. B neBor yact okHa BbibepuTe
nyHkT Dr.Web Cloud.

5. Bkaroumte nam otknroumte Dr.Web Cloud npu nomowm nepekntovatens @lD.

PyKOBO,CLCTBO nosab3oBaTenda

69



14
X
I\

A
K5

Hactpoiiku nporpammbi

¥ Uentp Gezonacroctn > HacTpoiikn > Dr.Web Cloud - O X

€ Hactpoiiku Dr.Web Cloud

OBnauHsIf CepEUC MOZEONRET KOMMOHEHTAM 3HTMEMPYCA MCMONBZ0EATE MOCIELHKIH
35z OBwwe nHGopmaunio 0b yrposax, KoTopan xpaHnTcA M oOHOBAAGTCA Ha CepBepax KOMMIaHmM

«flokTop BetG=. Mpwn 3ToM Bul NOMOraeTe COBEPLUEHCTEORATE 3aLLWTY, OTNPaBAAA Ha

cepeepsl KoMNaHuW «flokTop Beb» ceeseHWA o paboTe aHTUBMPYCa. STW AaHHEIE

£} Ysenomnenws MOZBECNAKT Y3HAEATE DONLLUE 0 BOZMOXHEIX YTPO2aX M EDBPEMA UX YCTPaHATE,

MaonyyeHHas WHDOPMALMA HUKOMAa He BYAeT MCMONL20BATECA ANA BALLEA WASHTUDUKAELMA
WAK AAA CEAZM C BEaMM,

@D B«

1) OBHoBneHwe
s CeTn

@ CamosawmTa

| & DrWeb Cloud

I AHTuBMpYCHaRA ceTb

Q. Ckanep

~

MoanTuka KoHduaeHumansHocT «flokTop Beb»

—
[=a)

PucyHok 30. NMoaxkatouenue k Dr.Web Cloud

O6nauHbIv cepBUC

Dr.Web Cloud no3sonseTt aHTMBMPYCHOW 3aLiMTe NCNOAb30BaTh CBEXYH MHGOopMaLmio 06
yrposax, obHoBAsAEMYIO Ha cepBepax kKoMnaHum «JJoktop Beb» B pexxmume peasbHOro
BPEMEHMN.

B 3aBMcMMOCTM OT HacTpoek 0bHOBeHNA MHPOPMaLmsa 06 yrposax, MCnoab3lyemas
KOMMOHEHTaMW BaLlel aHTUBMPYCHOW 3aLUMTbl, MOXET ycTapeBaTb. Vicnonb3oBaHue
0671a4HbIX CEPBMCOB NO3BOAAET rapaHTUPOBAHHO OrpaAnTb NOAb30BaTeNEN BaLLEro
KOMMbIOTEPA OT CAaTOB C HeXeNaTesIbHbIM COAEPKUMbBIM, @ TakKe OT UHPULMPOBAHHbIX
dannos.

NMporpamma ynydwenus kavecrsa MO

Mpwn yyacTmn B nporpammMe Ha cepepa koMnaHum «Joktop Beb» 6yayT aBTomaTMyecku
oTNpaBaATbCA 0be3nnueHHble cBegeHna o pabote Dr.Web Ha Bawem koMnbroTepE, B
YaCTHOCTM, CBEAEHWNA O CO3JaHHbIX BaMu npaBunax bpaHamayspa Dr.Web. MonyyeHHas
NHbopMaLmsa He ByseT NCMONb30BaTbCA AN NAEHTUUKALUN NONb30BATENS W CBA3WN C HUM.

Haxxmute Ha ccbinky Monutuka koHpuaeHunanbHocTU «/Jloktop Be6», utTo6bl 03HAKOMUTLCS
C MOINTUKOW KOHOUAEHLMANbHOCTN Ha odunLManbHOM carite KOMNaHuu «Joktop Beb».

PyKOBO,CLCTBO nosab3oBaTenda
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9.7. YaaneHHbin poctyn Kk Dr.Web

B AaHHOM OKHe Bbl MOXeTe pa3peLlmnTb yaaneHHoe yrpasBaeHne BawnM aHTUBUPYCOM C
APYrvx KOMMbHOTEPOB NIOKabHOM CETU MPU MOMOLLM KOMMOHEHTa AHTUBMPYCHAdA CeTb.
BxoxaeHne B COCTaB aHTUBUPYCHOM CETU NO3BOJAET YAaNeHHO KOHTPOANPOBATh COCTOSIHME
aHTMBUPYCHOW 3alumMThl (NPOCMaTpUBaTb CTaTUCTUKY, BKIKOYATb U OTK/IHOUATb KOMMOHEHTI
Dr.Web, n3meHaTb nx HaCTPOMKK), a TakKe NosyYaTb OOHOBAEHUS Yepes JIOKaNbHYHO CeTb.
YT06bI NCNONB30BaTb KOMMbIOTEP KaK NCTOYHMK OOHOBAEHWI A1A APYrMX KOMMbIOTEPOB
aHTMBUPYCHOW CeTU, Ha KOTOpPbIX ycTaHOBAEH NpoaykT DrWeb, Ha HEM HY>XHO HacTPOUTb

3epkano 06HOBAEHWN.

UYT06bI pa3pelintb yaaseHHoe ynpasaeHue npogykrom Dr.Web:

1. OTKpOWTE MeHIo nporpamMmebl U Bbibepute NnyHKT LheHTp 6e3onacHocTM.

2. Y6eamtecs, uto DrWeb paboTaer B pexxuve agMUHUCTPATOPa (3aMOK B HUXKHEMN YacTy
NpPOrpamMmMbl «OTKPbIT» ). B npoTMBHOM C/lyyae HaXXMuUTe Ha 3aMOK .
B BepxHel yacTu okHa NporpaMMbl HaXXMUTE &,

4. OTKpOeTCs OKHO C OCHOBHbIMM HacTpoOKaMun Nporpammsl. B 1eBor yactn okHa Bblibepute
NyHKT AHTUBUPYCHaA CeTb.

5. PaspewunTte nav 3anpetute yganeHHoe ynpasaeHune npogyktom Dr.Web npu nomowm
nepekntoyatens @D,

F Uentp Besonacroctu > HacTpoiikn = AHTMBMpYCHaRA CeTh — O X

€ Hactpowkwu AHTMBUpYCHadA ceTb

Bel MoxeTe pazpelnTs yaaneHHoe ynpaeneHue npogyktom DriWeb Ha Bawem
858 Obuwme KOMMBKITEPE C APYTIAY KOMMBKTEPOE NOKANBHOW CETW, HA KOTOPBIX TAKXKE YCTAHOENEHE
npoaykte DrWeb. C yaanenHoro koMnskTeRa CTAaHET BOZMOMHO MPOCMATPMEATE

CTATWUCTUKY, BKAKIHATE W OTKAHOYHATE KOMMNOHEHTBI, 8 TAKHE USMEHATL WX HELTF}OﬁKH.
M YsenomneHuns

PazpewnTs yaaneHHoe ynpaeneHue

10 Ob6HoBneHWE @D s«

i Cems [nA yaaneHHoro YyNpaeneHWA aHTMEMPYCOM Ha AaHHOM KOMMLHTEpE WCMONL3YATe
YKazaHHBIA ko4, Bel moxeTe B Nt0G0R MOMEHT MZMEHWTE 3TOT KOA.

iZWMpaJs @

@ CamozawmTa

& DrWeb Cloud

| [l AHTMBMpYCHaA CETh

Q. CkaHep

P
(=)
et

PucyHok 31. BkatoueHve yaaneHHOro yrnpasJ/ieHUs aHTUBUPYCOM

PyKOBO,CLCTBO nosab3oBaTenda
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Ans yananeHHoro ynpaeneHus Dr.Web Ha Balwem komnbtoTepe HeobxoaMMO byaeT BBOAUTb
napoAb. Bbl MOXeTe ncnonb3oBaTh Napob, KOTOPbIN aBTOMaTUUECKN FeHepupyeTcs npu
BKJIFOYEHUN OMNUUK, AW 334aTb CBOM.

YpaaneHHoe ynpaBaeHve No3BoOAsSeT NpoCcMaTpMBaTb CTaTUCTUKY, BKAKOYATb U OTKIHOYATb
MOAYAN, a TakkKe N3MeHATb UX HacTporkn. KomnoHeHTbl KapaHTvH 1 CkaHep HefOCTYMHbI.

9.8. NMapameTpbl npoBepku Ppainos

Hactpoiku nporpamMbl MO yMOAYAHWIO ABAAIOTCA ONTUMANbHBIMWU A1A BONbLUNHCTBA
NPUMEHEHWNN, NX He cnesyeT N3MeHATb 6e3 HeobxoaMMOCTH.

UT06b1 NepeTH K NapamMeTpamM NpoBepku panos:

1. OTKpoWTe MeHto NporpamMmebl U Beibepute nyHKT LheHTp 6e3onacHocTM.

2. Y6eputech, uto Dr.Web paboTtaet B pexxume agMuHmUcTpaTopa (3amMOK B HUXKHEN YacTh
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npoTMBHOM cinyyae HaXXMuTe Ha 3aMOK

B BepxHelt YacTv OkHa NPOrpaMMbl HaxkmuTe L2,

4. OTKpOeTCs OKHO C OCHOBHbIMMW HaCcTpPONKaMun NporpamMmmMmsbl. B 1eBor yactn okHa Bbibepute
NyHKT CkaHep.

[nsa poctyna k HacTpowkam CkaHepa 3anpallvBaeTcs NapoJb, €CNN B HACTPOVKaX Bbl
BKIKOUMAM OMNUM0 3awmuiath naposieM Hacrpoiiku Dr.Web.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp Bezonacroctu > HacTpoiikn > CkaHep - O X

< HacTtpoiiku MNMapameTpbl NpoBepPKU

MpPHMOCTaHAENMEATE NPOEEPKY NPK MMTAHWMKU OT aKKYMYAATOPA
g2 OBwme - O

WMcnonez0BaTh ZEYKOEBIE ONOEELLEeHWA
[l Yeepomnenws

OTren.

1) Obroenerve Mcnons20BaHMe pecypcoE KOMMEHITEpa

OnTumansHoe (pexomeHayeTcs) v
s CeTn
[eiictBuna
Camozawmra
WMHbWUMpoBaHHBIE
& DrWeb Cloud NeynTe, NepeMellaTs B KAPaHTMH HEWZNeUrMble (DEKOMEHAYETCA) W

Mogoz PHTEABHBIE

I AHTuBMpYCHaRA ceTb

MepemelLaTe B KaPaHTWH (peKoMeHAyeTCA) v

JononaHUTEABHEIE HACTPORKK

~

—
[=a)

PucyHok 32. Hacrtpoiika CkaHepa

Onuun nposBepkun
B aTon rpynne goctynHbl o6wme napameTtpbl pabotbl CkaHepa Dr.Web:
¢ MpuocraHaBAMBaTb NPOBEPKY MPU NUTaHWUM OT aKKyMyAaTopa. BiitounTe 3Ty onuumio,

yTOBbI NPU NEpPexose Ha NUTaHNe OT akKyMyasaTopa nNpoBepka bbiia NnpuoctaHoBeHa. Mo
YMOIYaHUWIO OMUMSA OTK/IOYEHA.

¢ icnonb3oBaTb 3ByKOBbIe OMoBeLLeHus. Bkntounte 3ty onyuto, 4tobbl CkaHep Dr.Web
conpoBoXaan obHapyxeHne 1 o6e3BpexMBaHNe KaXkaou Yrpo3bl 3BYKOBbIM curHaaom. o
YMOYaHWUIO ONLUUA OTKIOYEHaA.

¢ /cnonb3oBaHue pecypcoB KOMMbIOTEpa. JTa ONuuna ycTaHaBAMBaET OrpaHUYeHme Ha
ncnosnb3oBaHue pecypcos koMnbtotepa CkaHepom Dr.Web. Mo ymonuaHuto 3agaHo
onTMManbHOE 3HayeHue.

DencrBua

B 3TOoM rpynne HacTpoek 3asaetcs peakuma CkaHepa Ha ObHapy>XeHne 3apa>KeHHbIX UK
NoAo3puUTeNbHbIX GariNoB N BPeAOHOCHBIX MPOrpamMM.

Peakuns 3a4aeTca OTAENbHO AS KaXK0M KaTeropum 06bekToB:

¢ NHdunumpoBaHHble — 06bEKTbI, 3apa>KeHHbIE N3BECTHbIM U (MPeANON0XNTENBHO)
N3N1e4YMbIM BUPYCOM;

PyKOBO,CLCTBO nosab3oBaTenda
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¢ Mopo3purenbHble — 06BEKTHI, MPEANONOXNUTENBHO 3apaXkeHHble BUPYCOM MK
cozep>kallume BpeZOHOCHbIN 06BbeKT;

® pa3nyHblE€ NOTEHLUMANbHO OMNacCHble 06BbEKTHI.

Mo ymonuaHuto CkaHep MNbiTaeTcs BblAeYnNTb Galifbl, 3apa>keHHble M3BECTHbIM U
NOTeHLMaNbHO N3/1IeUMMbIM BUPYCOM, OCTa/ibHble Hanbonee onacHble 06 beKTbl —
nepemewaet B KapaHTuH. Bbl MoxeTe nameHunTtb peakumto CkaHepa Ha 0bHapyxeHue
Ka>kZ,oro Tmna o6bekToB B 0TAeNbHOCTU. COCTaB AOCTYMHbIX PeakLumin Npy 3TOM 3aBUCUT OT

TMMa yrpossbl.

CyLecTBYHOT CesytoLme AeNCTBUSA, MPUMEHSAEMble K OBHapy>KeHHbIM 0H6beKTaM:

AeiicTBue
JNleuuts,
nepemelyaTb B

KapaHTVH
Heunsne4vynmble

NleunTts, yaanatb
Hensneunmble

Ypanvtb

Mepemeltatb

B KapaHTWH

VirHopupoBsaTtb

OnucaHue

BocctaHOBUTL COCTOSIHME O06beKTa A0 3apa>eHua. Ecan BUPYC HEn3ieunm nan
nonbiTka JeYyeHns He bbina ycnew HOIZ, TO 06BbeEKT 6yp,eT nepemMeLLeH B KapaHTuH.

[JaHHoe AeiicTBMEe BO3MOXHO TOJIbKO AN 06BEKTOB, 3apadkeHHbIX U3BECTHbIM
M3NE€UMMbIM BMPYCOM, 3@ UCKHOYEHNEM TPOAHCKMX MPOrpamMM 1 3apadkeHHbIX
dalinoB BHYTPK COCTaBHbIX O6BEKTOB (apX1BOB, GaNOB 3NEKTPOHHOW MOYTLI UK
balinoBbIx KOHTENHEPOB).

BocctaHOBUTL cOCTOsIHME 06beKTa A0 3apa>eHua. Ecan BUPYC HEn3ieunm nan
nonbiTka AeYyeHns He bbina ycnew HOl‘;I, TO 06BbEKT 6yp,eT YAaneH.

[JaHHoe AeicTBME BO3MOXHO TOIbKO AN 06BEKTOB, 3apadkeHHbIX U3BEeCTHbIM
M3N1eUYMMbIM BUPYCOM, 3@ UCKIIOUYEHVEM TPOAHCKUX MPOrpamMm 1 3apaskeHHbIX
dalinoB BHYTPK COCTaBHbIX 06BEKTOB (apX1BOB, GaIOB 3NEKTPOHHOW MOUTLI UK
dalinoBbIX KOHTENHEPOB).

Ypanutbe o6bexT.

s 3arpy304HbIX CEKTOPOB HMKaKUX AeNCTBUIA MPOU3BOAUTLCA He ByaerT.
MepemecTuTb 06BEKT B CrieumanbHyto nanky KapaHtuHa.

sl 3arpy30UHbIX CEKTOPOB HWKaKUX AEUCTBUIA MPOU3BOAUTLCA He ByaeT.

Mponyctntb 06beKT 6e3 BbINONHEHWS KaKMX-1MO0 AeNCTBUIN U He BbIBOAUTbL
onoBeLLeHus.

,ﬂ,aHHOE ,U,el‘/JICTBI/Ie BO3MOXHO TOJIbKO AnA BPeAOHOCHbIX NpOorpamMm: peksiamMHbie
nporpamMmebl, NnporpamMmmbl 4O03BOHa, MPOrpaMmbI-WYTKKX, NOTEHUMA/IbHO OMacHble
nporpamMmbl 1 NnporpamMmbl B3si0Ma.

Mpy 06Hapy>KeHW BUPYCOB WK NMOAO3PUTENIBHOTO KOZAa BHYTPU COCTaBHbIX 0OBbEKTOB
(apx1BOB, GaoB 3NEKTPOHHOWN NOYThI U1K GalNOBbIX KOHTEMHEPOB) AEUCTBMA MO

OTHOLWIEHWIO K Yyrpo3aM BHYTPU Takux 06BEKTOB BbIMOIHAOTCS Haj BCeM 06BEKTOM, a He
TOJIbKO Haj 3apa>KeHH017| €ro 4actbho.

PyKOBO,ELCTBO nosab3oBaTenda
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[ ononHuTenbHble HACTPOUKMN
Bbl MOXeTe OTKNHOUNTD npoBepKy NCTaNNIALNOHHDBIX MakKeToOB, apXNBOB N MOUYTOBbIX c|)a|7|noa.

Mo YMONYaHWIO NPOBEpPKa 3TUX 06BEKTOB BK/IHOUEHA.

Bbl Takoke MoxeTe HacTpouTb noBegeHne CkaHepa NOCAe OKOHYaHWA MPOBEPKN:

e He npumeHaTb aenctBue. CkaHep BbiBeAeT TabanLy CO CMUCKOM OBHapy>XeHHbIX yrpo3.

e O6e3BpeauTb 06HapYy>KeHHble Yrpo3bl. CkaHep aBTOMAaTUUECKU MPUMEHUT JENCTBUS K
O6HapYy>XeHHbIM yrpo3am.

e O6e3BpeaUTb 06HapYy>KeHHbIe Yrpo3bl U BbIK/IIOUYUTb KOMNbIOTep. CkaHep aBTOMaTUYECKM
NPUMEHNT AENCTBUA K OBHApPY>KEHHbIM Yrpo3aM 1 NOC/e 3TOrO BbIKIHOUMT KOMMbHOTEP.

PyKOBO,CLCTBO nosab3oBaTenda
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10. ®annbl U ceTb

OkHo ®alinbl U ceTb NpeaoCTaBAfET AOCTYN K HACTPOMKAaM OCHOBHbIX KOMMOHEHTOB 3aLUyThl U
k CkaHepy.
Ana nepexoga B rpynny HacTpoek Paiinbl 1 ceTb:

1. OTKpoWTe MeHO Nporpammbl 1 BbibepuTe NyHKT LieHTp 6e3onacHocTL.

2. B oTkpbiBWEMCA OKHe BbibepuTe NyHKT Paiinbl U ceTb.

W Uentp 6esonacrocTu > Gaiinsl u ce - O X
€ LleHTp 6ezonacHocTu & O 4

g dannbl U ceTb

SplDer Guard SplDer Gate
E Mpoeepka dainoeol cvcTemsl ") @ Kontpons HTTP-Tpadmka ‘)
E peafbHOM BpeMeHK 1 BNOKMPOBKA BPeAoHOCHbIX
ofLekToR
bpanamaysp SplDer Mail
ﬁ KoHTpons ceTeebix CORAMHEHWIA ") E lMpoeepka NoyTsl ‘)

Hd BReA0OHOCHEIE 0BBeKTEl 1 cnam

Ckanep

Q Mpoeepka KOMNEIOTEPA Ha BUPYCH U APYTHE
EPEAOHOCHEIE MPOrpaMmMel

A -
[B Hammure, ytoGer 3anpetuTs n3meHeHnA @

PucyHok 33. OkHo ®aunbl U ceTb

BxknroueHue n oTK/IrOueHMEe KOMMNOHEHTOB 3aliUTbl

BkatoumTe nam oTkioumMTe HEOH6XOAMMbIA KOMMOHEHT Npu NomoLuy nepekntovatens @D,

AJ’IH nepexopa K HaCTpOﬁKaM KOMMOHEHTOB:

1. Y6eautech, uto Dr.Web paboTaeT B pexxume aaMuHnUCTpaTopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM cayyae HaxXmuTe Ha 3aMOK .

2. Haxxmute namtky HeOH6X0AMMOro KOMMOHEHTa.

B 3Tom pasaene:

e MoHutop darnosoit cuctembl SplDer Guard — KOMMOHEHT, NPOBEPAIOLLMIA OTKPbIBaEMble

dalinbl AN 3anyckaeMble MPOLECCh B PEXMME peaNbHOro BPpEMEHMW.

PyKOBO,CLCTBO nosab3oBaTenda



14
X
I\

A
g

®daiinbl U ceTb

e VlHTepHeT-MoHUTOP SplDer Gate — koMNoHeHT, NnpoBepatowmit HTTP-Tpaduk.

e [loutoBbin aHTMBUPYC SplDer Mail — KOMNOHEHT, MPOBEPAIOLLMIN INEKTPOHHbIE MUCbMa Ha
Hannumne BPeLOHOCHbIX OOBbEKTOB M CNama.

e bpaHaMaysp — KOMMOHEHT, KOHTPOIMPYIOLWNI NOAKNKOUYEH WS U Nepeaady AaHHbIX MO CeTU
WHTepHeT, a Takke 610KMPYOLWLMIA NOAO3PUTE/IbHbIE COEAMHEHWUS HA YPOBHE MNaKeTOB U
NPUIOXKEHNN.

o CKaHep — KOMTMOHEHT, I'IpOBepFII-OLU,I/ll\/i 06bekTbl MO 3anpocy nam no pacnncaHuto.

e DrWeb ana Outlook — moayns Dr.Web ana Outlook.

ili Y1066l 0MKI0YUML Kakor-nnbo n3 koMnoHeHToB, Dr.Web ponxeH paboTatb B pexvime
- agMuHUcTpaTtopa. [ns atoro Haxmute Ha 3amMok LBl B HVdKHel YacT okHa mporpamMmsi.

10.1. NMocrosaHHaA 3awuTa ¢ain1IoBON CUCTEMDI

MoHuTop dparnoBor cuctembl SpiDer Guard 3awmiiaeT Ball KOMMbOTEP B pexXunme
peanbHOro BpeMeHW 1 NpeAoTBpaLlaeT 3apaxeHune Ballero komnetotepa. SplDer Guard
3anycKkaeTca nNpu 3arpyske onepaLyoHHON cucTeMbl U NpoBepsieT Gaibl BO BpeEMSA UX
OTKPbITUSA, 3aNycka UKW U3MEHEHWS, @ Takxke OTCNeXMBAET AeNCTBMA 3anyLLeHHbIX NPOLLEeCCOoB.

BkaroueHue n oTkaroueHne MOHMTOPa c|>a|7|nosoi/'| CnCcTtemMbl

1. OTkpowTe MeHto NnporpamMmmel 1 Bbibepute NnyHKT LheHTp 6e30nacHocTM.
2. B oTkpbiBWEMCA OKHe BbibepuTe NyHKT Paiinibl U ceTb.

3. Bkntounte uam otkaroumMTe MOHUTOP darnosor cuctembl SplDer Guard npu nomoLm
nepekntoyatens @D.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp Gezonacoctu > Daiinel u ceTe - O X

€ LlenTp 6ezonacHocTu & O 4

g dannbl U ceTb

SplDer Guard SplDer Gate
E Mpoeepka dalinoeol cvcTemsl -) @ Kontpons HTTP-Tpadmka .)
E peansHOoM BpeMeHK 1 BNOKWPOEKA BPEAOHOCHBIX
ofsekToR
bpanamaysp SplDer Mail
ﬁ KoHTpone ceTeBblx CORAMHEHWA ‘) E lMpoeepka NoyYTel ‘)

Hd BPeA0HOCHBIE 0BBeKTLl U cnam

Ckanep

Q Mpoeepka KOMNBOTEPA HA BUPYCH U APYTE
EPEAOHOCHSIE MPOrpamMmel

A
[B Haxmure, ytobel 3aNpeTHTE M3MEHEHNS @

PucyHok 34. BkaroueHune/otiitoueHue SplDer Guard
B 3Tom pasgene:

e OcobeHHocTu paboTtbl SplDer Guard

e [IpoBepKka CbeMHbIX HOCUTENEN

o [lencrBuma, npumMeHsemMble K O6Hapy>XEHHbIM Yyrpo3am
e Bhibop pexurma npoBepku MoHuTopom SplDer Guard
e JloNONHWUTENbHbIA HACTPONKN

CM. Takxke:

e VlcknroyeHue @aVIHOB M Nanok 13 NpoBEPKN
e VlckntoyeHume I'IpVIJ'IO)KeHMVI U3 NMPOBEPKA

Ocob6eHHocTU pabotbl SplDer Guard

Mpw HacTpoiikax no ymonyaHuto SplDer Guard Ha neTy npoBepseT Ha XEeCTKOM AUcke —
TOJIbKO CO3/aBaeMble AN n3MeHsemble dalibl, Ha CbeMHbIX HOCUTENSAX — BCE OTKPbIBAaEMble
dannbl. Kpome Toro, SplDer Guard NOCTOAHHO OTCAEXMBAET AENCTBUA 3anyLLEHHbIX
MPOLLECCOB, XapakTepHble A/ BUPYCOB, U NMPU X OBHapYy>XeHUN BAOKMPYET 3TN NPOLLECCHI.

| MoHrutop SplDer Guard He npoBepseT dalinbl BHYTPU apX1BOB, apPXMBOB 3/1€KTPOHHOM

& nouYThbl U GalriNoBbIX KOHTEVHEPOB. Ecnn kakon-1mbo daiin B apxmBe Win NOYTOBOM
BJIOXKEHUN MHOULMPOBAH, TO yrpo3a byaeT obHapyxeHa nNpw uBaedYeHun darna Ao
MOsIB/JIEHNA BO3MOXHOCTW 3apa>keHnst KOMMbloTepa.

PyKOBOACTBO nosb30BaTena
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Mo ymonuaHuto SplDer Guard 3anyckaeTca aBTOMaTUUeCK/ MPW KaXkaon 3arpyske
onepauyoHHOM CUCTEMbI, MPW 3TOM 3anyLLeHHbIN darnoBbii MoHUTOP SplDer Guard He
MOXET 6bITb BbITPY>XEH B TEUEHWE TEKYLLEro ceaHca paboTbl onepaumoHHOW CUCTEMBI.

Hactpovikn moHutopa ¢pannosoin cucremsol SplDer Guard

Mpw obHapy>eHnn 3apaxkeHHbIx 06bekToB SplDer Guard NnpuMeHsAeT K HUM AeNcTBUS
COrNacHO YCTaHOB/IEHHbIM HacTpolikaM. HacTponky nporpamMmbl MO YMOYaHUIO SBASIHOTCS
ONTUMaNbHbIMUN Ans BONbLUMHCTBA CNYYaEB, UX HE cneayeT N3MeHATb 6e3 HeobXoANMOCTH.

Ana nepexoga K HacTpoikam komnoHeHTa SplDer Guard:

1. Y6eautech, uto Dr.Web paboTaeT B pexume aaMuHnUCTpaTOpa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmuTe Ha 3aMOK .

2. Haxwmute nantky SplDer Guard.OTkpoeTcsi OKHO HaCTPOEeK KOMMOHEHTa.

3 Lewtp Bezonackoctu > Daiinel u cets > SplDer Guard - O X

« Qaiinbl U ceTb & o L
f— SpIDer Guard

MpoBepka CMCTEMEI B PEANEHOM EREMEHM.

MapameTpbl NpoBepKK

nF}DEIF_"pHTh 0BBEKTEl HA ChEMHBLIX HOCUTENAX

@D B

EJ'IOKH[DOEIET!: ABTO2aNYCK CO ChEMHbBIX HoCUTENEH

@D B

OencrBus

MHOWUMPOBaHHEIE

Neunts, nepemMellaTs B KapaHTUH HEWZNEYMMBIE (F}E"KDME‘HME"TCH:] ~

I'Io,n,03 PHUTENBHEIE

MepemMelllaTs B KapaHTHH (peroMerLyeTcR) v

JononHUTeNEHEIE HACTPORKK -

PucyHok 35. Hactpoiiku moHuTopa ¢pannoBom cuctembl

NMpoBepka cbeMHbIX HOCUTE/IEN

SpIDer Guard no ymonuyaHuto npoBepsieT OTKPbIBaeMble, U3MEHsAEeMble W 3anyckaeMble dalinbl
Ha CbeMHbIX HocuTensax nHbopmaunm (CD/DVD-guckn, daew-namaTm n T. 4.), a Takxe
610KMpyeT aBTOMaTUYECKMIA 3aMyCK UX aKTUBHOTO COAeP>KMMOro. Vicnonb3oBaHue 3Tmx
HaCTpoek NomoraeT NpeAoTBPaTUThb 3apakeHne Ballero KOMrbroTepa Yepes CbeMHble
HOCUTENN.

PyKOBO,CLCTBO nosab3oBaTenda
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| HekoTopble cbeMHble HOCUTENW (B YaCTHOCTM, MOBUAbHbIE XXECTKME ANCKU C MHTepdeicoM

A USB) MOryT npeActaBasTbCA B CUCTEME KaK XecTkre ANCkW. Mo3ToMy Takme YyCTpoKcTBa
cnesyeT NCNo/b30BaTb C 0COHOM OCTOPOXKHOCTbIO U MPOBEPATL Ha BMPYChI MPU
NOAKNFOYEHNM K KOMMbIOTEPY ¢ nomMoLbto CkaHepa Dr.Web.

Bbl MOXeTe BKAKOUNTb UAM OTKNHOUNTL onumn MpoBepATb 06beKTbl HA CbeMHbIX HOCUTENAX
1 bnokupoBaTb aBTO3anyck cO CbeMHbIX HocuTesnen npun noMmoLum nepekitovatens @D B
rpynmne HacTpoek ONuMn NPoBepPKMU.

| B cnyuae BO3HMKHOBEHWA Mpo6iem npu ycTaHOBKe Mporpamm, obpalatoumxcs K dpainy
autorun.inf, BpemeHHO oTkitounTe onumto baokMpoBaTh aBTO3anyck cO CbeMHbIX
HOCUTeNEen.

JeicTBUA, NpuMeHsieMble K 06Hapy>)XKeHHbIM yrpo3am

B 37O rpynne HacTpoek Bbl MOXeTe HaCTPOUTb AelcTBUsA, koTopble Dr.Web gonxeH
NPUMEHSATb K yrpo3am B Clyyae 0bHapy>XeHNs UX MOHUTOpPOM dainnoson cuctembl SplDer

Guard.
3 Lewtp Bezonackoctu > Daiinel u cets > SplDer Guard - O X
€ Qaiinbl U ceTb & O 0
f— SpIDer Guard
ﬂpOBEpKa CHMCTEMBl B 2afibHOM BpREMEHM.
OencrBus -

VMHOWUMPOBaHHEIE

fleunTs, NepeMeLLaTE B KaPaHTHH HEWZNeUMMEIe (DEKOMEHAYETCA) W
NeunTs, NepemMelLaTs B KaPaHTUH HeMZNeuMMEIe (DeKoMeHayeTCA)
NleunTh, YAANATE HEWMZAEUMMBIE

MNepemellaTs B KapaHTUH

YaanaTe

MMepemellaTe B KAPaHTWH (PEeKOMEHLYEeTCA) v

Mporpammsl 4o3B0Ha

[MepemellaTs B KapaHTUH (peroMenayeTca) v
Mporpamubi-LyTKI

I:K[CI:I_I: AONOAHWTENBHBbIE HanGﬁKM

PucyHok 36. Hactpoiika aelicTBMA, NpUMeHseMbIX K yrpo3am

[leAcTBNA 3a4at0TCA OTAENBbHO AS KaXKA0ro TUMa BPEeAOHOCHbIX U MOA03PUTENbHbIX
061bekToB. COCTaB AOCTYMHbIX AENCTBUIM NPU 3TOM 3aBUCUT OT TUNa 06beKTOB. PesepBHble
Konunun o6paboTaHHbIX OHBEKTOB COXpaHArOTCs B KapaHTtuHe.

PyKOBO,CLCTBO nosab3oBaTenda
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Bo3mMo)KHble aencTBuUA

K yrpo3am mMoryT 6biTb NpUMEHEeHbI caesytoLime AecTBUA:

AeiicrBne
JNleunts,
nepemMeLyatb B

KapaHTUH
Heusneummble

Neuntb, yaanatb
Heusneynmble

Ypanatb

MNMepemeltatb

B KapaHTWH

VirHopupoBaTb

OnucaHue

BocctaHOBUTL COCTOSIHME 06BbeKTa A0 3apaxkeHusa. Ecan BUpYyC Hemsneunm mim
nonbiTka NeyeHns He Gblna yCrneLwHoW, To 06bekT 6yAeT nepemelleH B KapaHTUH.

[laHHOe ZeicTBYE BO3MOXHO TOJIbKO A1 OO BEKTOB, 3apaskEHHbIX U3BECTHBIM
U3NEYMMbBIM BMPYCOM, 3@ UCKTKOUEHNEM TPOSHCKMX MPOTPaMM U 3apakeHHbIX
balnoB BHYTPY COCTaBHbIX 06bEKTOB (apXMBOB, GaliNoB 3NEKTPOHHOW NMOUThI UK
banoBbIX KOHTEMHEPOB).

BocctaHOBUWTL cOCTOAHME 0b6BEKTa A0 3apaxkeHus. Ecav BUpYC Henzneunum uam
nonbiTka NeyeHna He Hblna ycrneLwwHom, To 06bekT byaeT yaaneH.

[laHHOe AeiCTBME BO3MOXHO TOIbKO /18 OO BEKTOB, 3aparkKeHHbIX U3BECTHbIM
M3NEYNMbIM BMPYCOM, 3@ UCKIOUEHNEM TPOAHCKMX MPOrPaMM 1 3apadkeHHbIX
balinoB BHYTPM COCTaBHbIX O6BEKTOB (apX1BOB, GaioOB 3NEKTPOHHOW MOYTLI UK
bannoBbIX KOHTEMHEPOB).

Yaanutb 06beKT.

N5 3arpy30UHbIX CEKTOPOB HVKaKUX AEMCTBUIA MPOU3BOAUTLCA He OyaerT.
MNepemMecTutb 06bEKT B CNeLmanbHyo nanky KapaHTtuHa.

[lna 3arpy304HbIX CEKTOPOB HUKAKUX A€ACTBUI MPOU3BOAUTLCS He Byaer.

ﬂpOI'IyCTVITb 06bekT 6€e3 BbINOJHEHNA KaKUX-TMBO AEVICTBMVI M He BbIBOAUTb
onoBeLleHna.

[JaHHoe ZeicTBME BO3MOXHO TOJIbKO A/ BPEAOHOCHBIX MPOrpamMm: pekiamHble
nporpamMmbl, NPOrpamMmbl JO3BOHa, MPOrPaMMbI-LLYTKW, NOTEHLMAIbHO ONacHble
nporpamMmsbl 1 NporpamMmbl B3aoma.

Pe>kum npoBepku moHutopom SplDer Guard

B 3TOM rpynne HacTpoek Bbl MOXeTe BbibpaTh pexunm nposepku ¢pannos MoHuTopom SplDer

Guard.

Pexxnm

OnTMabHbIN,

ncnonb3syeTca no

YMONYaHUIO

OnucaHue

B AAaHHOM peée>XXume npoeepkKa npomsBoAnUTCA TOJIbKO B CaefyroLnxX
cnyyvaax:

e AN 06BEKTOB Ha XKeCTKUX AMCKax — MpU 3amycke UAN Co34aHnm
dalinoB, a TaKke MombITKe 3anMcuK B CyLLlecTBytoL e darinbl nnm
3arpy3ouHble CEeKTopa;

PyKOBO,CLCTBO nosab3oBaTenda
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Pexxnm OnucaHue

e /17 06BEKTOB HAa CbeMHbIX HOCUTENSAX — MpUW It06OM obpaLLeHmm
K dainam nam 3arpy30UHbIM CEKTOPaM (YTeHre, 3ammnchb, 3amyck).

PekomeHgayeTca ncnoab3oBaTh MOC/AE NPOBEPKMA BCEX XKECTKMX AMNCKOB
npu nomoun CkaHepa Dr.Web. B 3Tom cnyyae 6yzeT nckntoyeHa
BO3MO>HOCTb MPOHUKHOBEHMA Ha KOMMbOTEP HOBbLIX BUPYCOB UMW
APYIX BPEAOHOCHBIX MPOrpaMm Yepes CbeMHble HOCUTEW, HO Mpu
3TOM He 6yAeT NPOBOANTLCA NMOBTOPHOM MPOBEPKY Y3Ke
NPOBEPEHHbIX, YNACTbIX, 0O BEKTOB.

MapaHouaanbHbIi B gaHHOM pexkume npu Nto6oM obpallleHun (Co3saHuve, UTeHVE,
3anuch, 3anyck) NMPOU3BOAMTCS NMPoBepka Bcex halnos un
3arpy30uHbIX CEKTOPOB Ha XECTKUX U CETEBbIX AMCKaX, a Takke
CbeMHbIX HOCUTENIAX.

[JaHHbI pexkvim obecneymBaeT MakCUMasibHbIV YPOBEHb 3aLLUTbl, HO
3HauUMTEe/IbHO YBENNUMBAET Harpy3Ky Ha KOMMbrOTEP.

AOHOHHMTEI’IbeIe BO3MOXXHOCTU

B 3TOM rpynne HacTpoek Bbl MOXeTe 3ajaTb NapamMeTpbl MPOBEPKN Ha NeTy, KOTOpble ByayT
NPUMEHATHCA BHE 3aBUCUMOCTM OT BbIBpaHHOIO pexxmma paboTbl ctopoxa SplDer Guard. Bbl
MO>eTe BK/OUNTb:

MCNoab30BaHVe 3BPUCTMYECKOrO aHaim3aTopa;
e MPOBEPKY 3arpy>kaemMbix NporpamMm 1 Moaynen;

e MPOBEPKY YCTAHOBOYHbIX (paiioB;

e npoBepky GanNoB Ha CeTEBbIX ANCKaxX (He peKOMeHAyeTCs);

* NPOBEPKY KOMMbIOTEPA Ha HaNnume PyTKUTOB (PEKOMEHAYETCH);

e NpoBepkKy ckpunToB, BbinoaHaemblx Windows Script Host n Power Shell (gna Windows 10).

DBpPMUCTUYECKUI aHanu3

Mo ymonuaHuto SplDer Guard npoBoANT NPOBEPKY, MCMONb3Ys 3BPUCTUYECKUI aHANN3aTOD.
Ecnm onumsa oTkatoueHa, NpoBepka NPOBOAUTCA TObKO MO CUrHaTypaM U3BECTHbIX BUPYCOB.

PoHoBasA nNpoBepKa Ha 3apaXkeHue

Bxogawwmin B coctaB Dr.Web AHTMpPYTKUT No3BoasieT B POHOBOM pexkmMe NpOoBOAUTb
NpoBepKy Balleil onepaLoOHHON CUCTEMbI Ha Haanumne CNOXHbIX Yyrpo3 v npwu
HeobXoANMOCTV MPOBOANT leUYeHNe aKTBHOTO 3apaXkeHns.

Mpwv BKIOUYEHWM AaHHOW HacTpoWkn AHTUPYTKMT Dr.Web 6yaeT nocTofsHHO HaxoAnTbCA B
namsaTn. B otanumne ot npoBepku Gpannos Ha seTy, NpoBoaMMoln ctopoxeMm SplDer Guard,

PyKOBO,CLCTBO nosab3oBaTenda
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NOWNCK PYTKUTOB NMPOU3BOANTCA B cMcTeMHOM BIOS koMnbroTepa v Taknmx KpUTUyeckmnx
obnactax Windows, kak 06beKTbl aBTO3arpy3ku, 3anyLleHHble NPOLLeCChbl U MOAYM,
onepatuBHasa namats, MBR/VBR anckos v ap.

OfHUM 13 KIHOYEBbIX KpUTEpUeEB paboTbl AHTUPYTKMTa Dr.Web sBnsetcs 6epexHoe
noTpebaeHne pecypcoB onepaLMoHHON CUCTEMbI (MPOLECCOPHOro BpeMeHu, cBoboaHOM
onepaTMBHOM NaMATU U T. 4.), @ TakKe yUYeT MOLLHOCTM annapaTHOro obecneyeHums.

Mpu obHapy>xxeHuK yrpo3 AHTUPYTKMT Dr.Web onoBseluaeT Bac 06 yrpose 1 HenTpanamnsyet
ornacHble BO3eNCTBUSA.

Mpuv NpoBeaeHUV GOHOBOWN NPOBEPKM Ha Haanuve PYTKUTOB U3 MPOBEPKU UCKIHOUAOTCA
balnbl 1 Nanky, 3aZaHHble Ha COOTBETCTBYHOLLEN BKIA/KE.

doHoBas npoBepkKa Ha PYTKNTbI BKIKOYEHA MO YMOJIHaHUIO.

' BbikntoueHue SplDer Guard He BavsieT Ha GOHOBYHO NMpoBepKy. Ecam HacTpolika BKIOUEHa,
$OHOBas NMpoBepKa OCYLLLECTBIAETCA HE3aBMCUMO OT TOrO, BKAKOUYEH nan BbikaroueH SplDer
Guard.

10.2. NMpoBepka Be6-Tpadpuka

KomnoHeHT SplDer Gate nposepset HTTP-Tpaduk n 61oknpyet nepesavy o6bekTos,
coAep>kalmx BpeaoHOCHble MporpaMmbl. Yepes npotokon HTTP paboTatot 6paysepsl,
MeHezKepbl 3arpy3ku 1 Apyrme npuaoxeHuns, pabotatowme c cetbto VIHTepHeT. SplDer Gate
nojAep>XvBaeT NPoBepKy AaHHbIX, MepejaBaemMbix NO KpUNTorpapuyeckm npoTokonam,
Hanpumep HTTPS. [lna atoro Heob6xoamMmo BkIoUMTL onuuto MpoBepaTh 3alinMppoBaHHbIN
Tpaduk B pasgene Cetb.

Mpwn HacTpowkax no ymonudaHuto SplDer Gate Takke ocyllecTBaseT GuUabTpaLuto

HepeKOMeHZyeMbIX CaiTOB U CaNTOB, N3BECTHbIX KaK NCTOYHWUKN PacnpOCTpaHEHUS BUPYCOB.

SpIDer Gate NOCTOSAHHO HaXOAMUTCA B ONepPaTUBHON NaMATX KOMMbIOTEPA U aBTOMaTUYECKM
nepesanyckaetca npwu 3arpyske Windows.

BiaitoueHue 1 oTIIOUEHME NpoBepku Beb-Tpadurka n punbTpaLmm HepeKoMeHayeMbiX
caiiToB

1. OTKpoWTe MeHto NnporpamMmmebl U Beibepute nyHKT LheHTp 6e3onacHocTm.

2. B oTkpbiBLIEMCS OKHE BblbepuTe NyHKT Daisibl U CETb.

3. Bkatounte uam otkarounTE MHTEPHET-MOHUTOP SplDer Gate npu nomolum nepekaroyatens
@-.

PyKOBO,ELCTBO nosab3oBaTenda
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“ UenTp BesonacHocTi > Painel v ceTe

€ LlenTp BezonacHocTH

g dannbl U ceTb

SplDer Guard

E peansHOM EpeMeEHM

bpanamaysp

Ckanep

Q Mpoeepka KOMNBOTEPA HA BUPYCH U APYTE
EPEAOHOCHSIE MPOrpamMmel

% Hazxaamnte, YToGbl 33aNpETHTE M3MEHEHWA

E Mpoeepka dalinoeol cvcTemsl -) @

ﬁ KoHTpone ceTeBblx CORAMHEHWA ‘) E

SplDer Gate
Kontpons HTTP-Tpadmka

4] 6J’IOKHpCIEIKEI EPef0HOCHBIX

0BbeKTOR

SplDer Mail

MNpoeepka NoYTkl

Hd BPeA0HOCHBIE 0BBeKTLl U cnam

- o X
& & 4o
-
-
®

PucyHok 37. BkaroueHnune/otitoueHume SplDer Gate

B 3Tom pasgene:

e [IpoBepka Tpaduka IM-knneHTOB
e [lapameTpbl 610KMPOBKN CAUTOB
e bnokuposka nporpamm

° EIIOKI/IQOBKa HEMPOBEPEHHDbIX NN MOBPEXAEHHbIX 06BbeKTOB

o I'IposepKa apXrBOB N UHCTANIALLMOHHbIX NMAKETOB
e /Icnoab30BaHWE CETEBbLIX PECYPCOB MPK NMPOBEPKE
° HanpaBneHme npoBepAaeMoro TpaQQMKa

CmM. Takke:

e VICKNHOYEHUN CalTOB M3 NPOBEPKM
e VckiroueHne NpuUaOXKEHUN U3 MPOBEPKU

Hactpoiikn npoBepkun Be6-Ttpaduka

Hactpotikm SplDer Gate no ymonyaHuIO SBASOTCA ONTUMaJbHBIMWU B 6ONbLINHCTBE Cy4YaEeB,

MX He cnegyetr USMeHATb 6e3 HeO6XOAMMOCTVI.

PyKOBOACTBO nosb30BaTena
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1. Y6epntecs, uto Dr.Web pabortaet B pexxvme agMUHNCTPATOPA (3aMOK B HUXKHEN YacTn

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxkmuTe Ha 3aMoOK i

2. Haxxmute nantky SplDer Gate. OTkpoeTca OKHO HacTpoek KOMMOHEHTa.

F Uentp Bezonacroctu > Daiinel u cets > SplDer Gate

< Qalnbl U CeTb

) SplDer Gate

KCIHTFJCIJ'II: EXO4ALLErD WM MCXO4ALLEro Tpadmn(a E PeansHOM EREeMEHH.

MapameTpbl NpoBEpPKA

Mpoeepats Tpadwmk 1 URL B IM-kamenTax

@D B«

Arent, ICQ w Jabber-kaneHtanmu.

MapameTpbl 6/10KMPOBKK

Bnokmpoeate URL aobaenerHsie no obpawenunto npaecobnagartensi

@D B«
BAOKWPOBATE HEPEKOMEHLYEMEIE CAATEI
@D s«

[onoaHUTeNbHEIE HACTPORKK

[MpoBepKa CCBINOK W A3HHbLIX, NEPeAaBaeMblX KAWEHTAMM CUCTEM OBMEHE MIHOBEHHBIMKM coobuteHuAmu: Mail.Ru

& & 4L

\
A

—
(=)

.

PucyHok 38. HacTpoiiku npoBepku HTTP-Tpadumka

MNMposepka Tpadpuka IM-knneHToB

B rpynne HacTpoek OnNuum NpoBepKu Bbl MOXETE BKIHOUUTL MPOBEPKY CCbINOK U GainioB,
nepegaBaeMblX KIMEHTaMW CMCTeM O6MeHa MrHOBEHHbIMY coobuweHnammu (IM-k1neHToB),
Hanpumep, Mail.ru Arent, ICQ, a Takke KIMEHTOB, paboTatowmx no npotokony Jabber).
MpoBepsaeTcs TONbKO BXOAALMN Tpaduk. o yMOAUYaHUIO ONUMA BKIOYEHA.

K HanaeHHbIM yrpo3aM NPUMEHSIOTCA cneayrolime AerCTBUS:

O6bekT AeiicrBne

Mposepka ccbiiok

Cal?lTbI, M3BECTHbIE KaK UCTOYHWKK PaCnpoCTpaHeHuA EJ'IOKI/Ipy}OTCFl aBTOMaTUN4eCKWN.

BUPYCOB

HepekomeHgyemble cantbl u URL, fo6aBneHHble Mo BrokupytoTcs cornacHo HacTporikam B rpynne

obpalleHno npaBoobnasatens

HacTpoek MapameTpbl 610KMPOBKN.

PyKOBO,CLCTBO nosab3oBaTenda
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O6bekT AeiictBne
MpoBepka ¢aiinos
Bupycsl BrokupyroTcs aBTOMaTUYeCKM.

BpesoHocHble nporpammbl: BrokupyroTca cornacHo HacTporkam B rpynmne

HacTpoek baiokMpoBaTb NporpaMmbi.
® MoAO03pUTENbHbIE;

® MNOTEHUMaNbHO OMNacCHbIE;

nporpamMmbl JO3BOHa;
e nporpamMmbl B310Ma;
e pekamHble MPOrpaMMbl;

® MpOrpamMMbl-LLYTKN.

Mpn NpoBepke CCbINOK B NepesaBaeMblX COODOLLEHNAX Tak)Ke YUNTbIBAKOTCA CalTbl U
OPUNOXKEHNA, NCKIOYaeMble U3 NPOBEPKM.

MapameTpbl 610KMPOBKM caiiToB

B rpynne HacTpoek MapameTpbl 610KMPOBKU Bbl MOXETE YCTaHOBUTb aBTOMATUYECKYHO
6n1okmposky goctyna k URL, gobaBneHHbIX No obpalyeHnto NnpaBoobaagatens (418 3Toro
BK/IOUMTE COOTBETCTBYHOLLYHO OMLMIO), @ TakKe K HepeKOMEHA0BaHHbIM CanTaM, U3BECTHbIM
Kak HebnaroHagexHble (414 3TOro BkatounTe onunto baoknposaTb HepekomeHAyeMble
CaMThl).

YT06bI pazpewnTb AOCTYN K HEOHXOANMBIM CalTaM, YKaKUTe UCKIHYEHMA B Tpynne HacTpoek
nporpaMmmbl McknroueHus.

| SplDer Gate no ymosyaHuo 6a0KMPYET AOCTYN K CaiiTaM, U3BECTHBIM Kak UCTOYHMKM
BUPYCOB VAN BPEeLOHOCHBIX MPOrpaMM ApYrvx TMMoB. [pu 3TOM yunTbIBaeTCs COMCOK

I'IQI/IJ'IO)KGHVIVI NCKNHOYaeMbIX U3 MPOBEPKWN.

baokuposka nporpamm
KomnoHeHT SplDer Gate moxeT 610knpoBaTh cieayrolime BpeJoHOCHbIE MPOrpaMMmbl:

® NMNOAO3PUTENIbHbIE;

® NMNOTeHUMaNbHO OMacHbIlE,;
e NporpamMmmMbl 403BOHa,;

e MporpaMmbl B3AOMa,

e peknamMHble NporpaMmbl;

NPOrpaMMbl-LUYTKN.

PyKOBO,CLCTBO nosab3oBaTenda
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Y106bI BKAHOUNTL BNOKMPOBKY BPEAOHOCHbIX MPOrpamMm, HaXXMUTe CCbiAKy AONONHUTEIbHbIe
HaCTPOMKU 1 NCMONb3YMTe COOTBETCTBYIOLLME MNEPEKIoYaTENM B FPyMnne HacTpoek
BnokupoBaTb nporpammbl. b1oKMpPOBKa MOAO3PUTENBHbBIX U PeKIaMHbIX MPOrpaMmbl, a
TalkoKe NporpamMM L03BOHa BKIKOYEHA MO YMOYaHUIO.

BnokunpoBka 06beKToB

SplDer Gate Mo>eT 6710kMpoOBaTh HEMPOBEPEHHbIE UM NOBPEXAEHHble 06bekTbI. 10
YMOJIYaHWIO 3TV OMNUMW BblKKOYEHbI. J1a 4OCTyNa K HacTpolrikam 6J10KMPOBKN O6BEKTOB,
Ha>XMuTe cCblNky J,onoNHUTEeIbHbIEe HAaCTPOMKM.

p,OI'IOIIHVITEII bHbl€é BO3MO>XHOCTU

HacTpoiikv MpoBepAaTb apxuBbl 11 MpoBepATb UHCTANNALLMOHHDbIE NakeTbl. [10 yMoYaHumIo
3TV ONUUM OTKNHOYEHbI.

Hactpolika YpoBeHb noTpebsieHnss cUCTEMHbIX pecypcoB. B HekoTopbix cayyasx DrWeb He
MOXET OnpeAennTb KOHEYHbIN pa3mep dalina, Hanpumep, Npu ero 3arpyske. B takom cayyae
darin oTnpaBaseTcs Ha NPoOBepKy YacTAMK. T TpebyeT NCNob30BaHNE PecypcoB
KOMnbtoTepa. Bbl MOXeTe HacTPOUTb YPOBEHb MCMNONb30BAaHUA CUCTEMHbIX PECYPCOB N TEM
CcaMbIM OnpeaennTb, kak Yyacto ¢paiibl HEM3BECTHOrO pa3Mepa byayT OTNPaBAATLCA Ha
npoBepky. [1py MakcMMaibHOM MCNONb30BaHUM PeCypCcoB KOMMbIoTepa davinbl byayt
OTNPaBAATLCA Yallle U NpoBepka GansoB ByaeT NPON3BOANTLCA BbICTpee, HO Harpyska Ha
npoueccop yBenmumTCs.

Hactpolika Pexxum npoBepku Tpaduka. [1o yMoa4aHUO NPOBEePAETCA TONbKO BXOAALLMNA
Tpaduk. Npn HeobxoaMMOCTM Bbl MOXeTe BbibpaTb TN npoepsemoro HTTP-Tpaduka. Bo
Bpems nNpoBepku Tpadurka yumTbiBatoTCSA 3ajaHHble HacTPOMKn KomnoHeHTa SplDer Gate,

6esblii CONCOK CAaNTOB N NPUNOXKEHWUS, UCK/IFOYaEeMble U3 MPOBEPKMU.

10.3. NMpoBepKa 31eKTPOHHON NOUTbI

MpoBepka 31eKTPOHHbIN NOYTbI OCYLLECTBAAETCS KOMNoHeHToM SplDer Mail. MoutoBbI
aHTmBupyc SplDer Mail yctaHaBAMBaeTCA MO yMONYaHMIO, MOCTOAHHO HAaXOAMTCA B MaMATU U
aBTOMATMUeCKM 3anyckaeTca npuv 3arpyske onepaumoHHon cucteMsbl. SplDer Mail Takke
MO>eT NPOBePATb NMCbMa Ha cram ¢ nomoupto AHTUcNama Dr.Web.

SplDer Mail noaaep>xnBaeT npoBepky 3awMPpoBaHHOro NOYTOBOro Tpadurka No NPOTOKoNAM
POP3S, SMTPS, IMAPS. Insa atoro Heobxoanmo BkatounTb onumio NMpoBepaTb
3awmdpoBaHHbIN Tpadpuk B OkHe CeTb.

BxsitoueHue 1 oTKII0UEeHME NPOBEPKMU 3/1IEKTPOHHOW NOYUTbI

1. OTKpoOWTe MeHto nporpamMmebl U Beibepute NnyHKT LheHTp 6e3onacHocTM.

2. B oTkpbiBWEMCA OkHe BbibepuTe NyHKT Paiinbl U ceTb.

PyKOBO,CLCTBO nosab3oBaTenda
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3. Bwitoumte nam oTkarounTe noutoBbiv aHTMBUpPYC SpiDer Mail npy nomouwm
nepekaroyatens @lD.

W Uentp 6esonacrocu > Gaiinsl u ces - O X

€ LleHTp 6ezonacHocTy & & AL

L daiinbl n cetb

SplDer Guard SplDer Gate
Mpoeepka dalnoeol cucTems! ‘) @ KonTpons HTTP-Tpadmka ‘)
E peafbHOM BpeMeHM 1 BNOKMPOBKA BPeAoHOCHbIX
06LeKTOR
bpanamayap SplDer Mail
ﬁ KoHTpone ceTeBbix CORAMHEHWIA ") E Mpoeepka NouTsl ‘)

Ha BRelOHOCHEIS 0BBeKTEl 1 cram

CkaHep

Q MNpoBepka KOMMEIOTEPA Ha BUPYCH U APYTHE
EPEAOHOCHEIE MPOrpaMmMel

A
[H Haxmure, 4Tobkl 38NpETHTE M3MEHEHNA @

PucyHok 39. BkatoueHnune/otknroueHme SplDer Mail
B sTom pasaene:

e OcobeHHOCTM 06paboTkM Nucem
e [poBepka NUCeM APYrmmm CpeacTBamm

CM. Takxke:

e HacTtpolika npoBepku nucem
e Hactpounkun AHTMCnama

OcobeHHOCTU 06paboTkmn Nnncem

SplDer Mail nonyyaet Bce BxoasLMe NMMCbMa BMECTO NMOYTOBOrO KIMEHTa 1 MPOBEPSAET UX.
Mpw OTCYTCTBMM YrpoO3 MUCbMO NMepesaeTcs NOYTOBOMY KIMEHTY Tak, Kak eciv 6bl OHO
MOCTYNWI0 HEMOCPEACTBEHHO C cepBepa. AHaNOTMYHO UCXOAALLME MCbMa NPOBEPAOTCA A0
OTNpaBKM Ha cepBep.

Peakuusa noutoBoro aHTMBmpyca SplDer Mail Ha o6HapyxeHne MHOULMPOBAHHBIX U
NOJO3PUTENIbHbBIX BXOOAWUX NUCEM, a TaKxKe MUCeM, He NMPOoLUeALNX MPOBepPKy (Hanpumep,
MUCEM C YpE3MEPHO CIOXHOW CTPYKTYPOI1), MO YMONYaHWIO CheaytoLias:

PyKOBOACTBO nosb30BaTena
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Tvin nucem AelicrBune

3apakeHHble 3 Takux nucem yaanseTtcs BpeAOHOCHOE CoAepXXMMoe (3TO AelCTBME Ha3biBaeTCs
nMcbMa JledeHueM NNCbMa), 3aTeM OHW JOCTaBAAIOTCA O0bObIYHBIM 0Bpa3oMm.

Mucbma ¢ MepemellatoTca B BUAe OTAeNbHbIX daiinoB B KapaHTuH, NOYTOBOM NporpaMmmMe
NoA03pUTe/IbHBIMK  MOCbINaeTcs cooblueHne 06 3ToM (3TO AelCTBUE Ha3biBaeTCa nepemelyeHuem
obbekTamu nuceMa). MepemelteHHble nucbMa yaansarotca ¢ POP3- unn IMAP4-cepsepa.
He3zapa>eHHble MepesatoTtcs 6e3 M3MeHeHW (nponyckaromcs).

nMcbMa U1 NUcbMa,
He npollesLlve
npoBepKu

NHonLmpoBaHHbIE AN NOAO3PUTENBHBIE UCXOOAWUE NUCbMA He NepeaaroTcs Ha cepBep,
noJsib30BaTe b U3BeLLaeTcss 06 oTkase B OTNpaBke COObLLEHNS (Kak MpaBMao, MoYTOBas
nporpamMmma npu 3ToM CoOXpaHsaeT MUCbMO).

MpoBepka Nnucem Apyrumun cpeacTBamm

CkaHep Takke MOXeT OOHapy>XnBaTb BUPYCbl B MOYTOBbIX fLLMKaX HEKOTOPbIX GOPMaTOB,
oZiHako noyToBbI aHTMBKpPYC SplDer Mail nmeeT nepea HUM psAj NPeNMYyLLECTB:

e He BCe GpopmMaTbl MOYTOBbIX ALUMKOB MOMYAAPHbLIX NPOrpamMmM noagepxusatorca CkaHepom
Dr.Web; npu ncnonb3osaHun SplDer Mail 3apaxeHHble NCbMa axe He nonajatoT B
MNOUTOBbIE ALLMKN;

o CKaHep npoBepAaeT NoYTOBbIE AWK, HO TONBKO MO 3arnpocy noJib3oBaTtenda nanm no
pacnncaHMo, a He B MOMEHT NOoAy4YeHWNA NMOYThI. Takas npoBepkKa ABAAETCA prﬂ,OGMKOVI n
MOXET 3aHATb 3HA4YNTE/IbHOE BPEMA.

10.3.1. HacTtpoika npoBepkn nucem

Mo ymonuaHuto SplDer Mail nbiTaeTcs Bbln€UYATb MUCbMA, 3apaXKeHHble N3BECTHbIM U
NoTeHLUMaNbHO N3eUMbIM BUPYCOM. Hensneunmble n Nogo3puTesbHble MUCbMA, a Takxke
peksaMHble NporpamMmbl U MporpamMmmMbl J03BOHa nepemeltatotca B KapaHtuH. OctasbHble
nMcbMa nepeAaroTcs NOYTOBLIM CTOPOXKeM 6e3 nameHeHu (nponyckaromcs). HacTponku
NpPoBepPKN MNUCEM MO YMOYaHMIO ABAAOTCA ONTUMabHbIMW B HONbLUMHCTBE C/lyYaeB, UX He
cnesyeT n3MeHATb 6e3 HeobxoAMMOCT.

B 3Tom pasaene:

o [lelcTBMA, NpUMeHsAeMble K 06HapY>KEHHbIM Yrpo3am

e HacTpoiika napameTpoB NPOBEePKN NUCEM

e [lpoBepka apx1BOB

e [poBepka Nucem, nepesaBaemMblx MO KpUnTorpaduyeckumM NpoToKosam

PyKOBO,CLCTBO nosab3oBaTenda
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HacTtponkun npoBepku nucem

Hactpowikm SpliDer Mail no ymonuaHuto ABAAKOTCA ONTUMaNbHbIMW 418 HAUMHAOLLErO
nosb3oBatens, obecrneurBas MakCMMabHbI YPOBEHb 3aLUMTbI MPU HaVMEHbLLEM
BMeLllaTeNbCTBE Noab3oBaTens. [1pu 3ToM, 0AHaKo, 610KMpPYETCA PAS BO3MOXHOCTEN

NOYTOBbIX NPOrpamMmm (HaanlMep, HanpaBaeHne nnMcbMa no MHOMM agpecam MOXeT ObITb

BOCMPUHATO Kak MacCoOBas Paccblika, MONYyYeHHbIA CramM He pacno3HaeTcs), a TakkKe
yTpaumnmBaeTcs BO3MOXHOCTb MONyYeHMA Noae3Hon nHGopmMaLmm n3 aBToMaTUUecKu
YHUUTOXXEHHbIX MNCEM (M3 He3apaXKeHHOM TEKCTOBOM YacTu).

Yr10o6b1 NPUCTYNNTDb K peAaKTUPOBAHUIO HACTPOEK NPOBEPKN NMUCEM:

1. OTkpouTe MeHto NporpaMmsbl 1 BelbepuTe NyHKT LileHTp 6e3onacHocTw.

2. B oTkpbIBLLEMCS OKHe BbibepuTe NyHKT daiinbl U ceTb.

3. Y6eautecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu

(i [T
nporpamMmmbl «OTKPbIT» ) B NPOTMBHOM CnyyYae Ha>KMUTE Ha 3aMOK .

4. Haxmute nantky SplDer Mail. OtkpoeTcs OKHO HacTpOek KOMMOHEHTa.

3 Lewtp Bezonacoctu > Daiinel u cets > SplDer Mail —

B SpliDer Mail

[MpoBepka EXOAALLMY M MCKOAALLAY COOBLLEHWA Ha BPeACHOCHEIE OBLEKTLl 1 Cram.

AHTMCnam

nF}OEIF_"pHTh No4YTy Ha Haau4KWe cnama

@D B

dencrBrs

MH®WUMPOBaAHHBIE COOBLLLEHWA

Neunts, nepemMeLlLlaTs B KapaHTUH HEWZNEYMMBbIE (pEKOME‘H,ﬂ.yE"TCH:] W

MoaozpuTtensHele cooblieHUa

MepemellaTs B KAPaHTUH (pekoMeHayeTCR) v

JononHUTeNEHEIE HACTPORKK

« Qaiinbl U ceTb & o L

PucyHok 40. Hactpoiiku npoBepku nucem

AecTBnA, npumMeHsemMble K 06Hapy>XeHHbIM yrpo3am

B 3TOW rpynne HacTpoek Bbl MOXETe HAaCTPOUTL AelncTBusA, koTopble DrWeb ponxeH
NPUMEHATb K MMCbMaM B Clyyae OOHapPY>KeHWSA B HUX Yrpo3bl.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp Gesonacroctn > Daitne u cets > SplDer Mail - O X

€ Qaiinbl U ceTb S8 o
B SpiDer Mail

[MpoBepKa BXOAALLMY W MCXOAALLAY COOBLULEHWA HA EpeAOHOCHBIE OBBLEKTLI 1 Criam.

OelicTeuna -
MHbMUMpoOBaHHEIE cOOBLLEHWA

JleunTs, NepemMeLLaTs B KapaHTUH HEeMZNeYnmMele (DeKOMEHAYETCA]
JleynTe, NepemMelllaTs B KAPaHTUH HeWzleulkble (peKoMeHLyeToR)
NeunTh, YAANATE HEMZAEUMMBIE

MMepeMellaTs B KAPaHTKH

Ynanate
MMEpEMELLATE B KapaHTWH (PEKOMERLYETCH) ]

MporpaMmel AozE0HA

MepemellaTs B KAPaHTUH (pekoMeHayeTCR) v
[Mporpammbl -y TKK

CKphI'h A0NOAHWTENBHBbIE Hal'__pCIﬁKM

PucyHok 41. HacTpoiika aeiAcTBUIA, NPMMeHAeMbIX K NTMCbMam

Bo3mMoO>KHble AencTBuUA

K yrpo3zam moryT 6biTb NpUMeHEHbI Ceiytoline AencTBuUs:

AevicrBne OnucaHue

Neunts, BoccTaHOBUTL CcOCTOsIHME MUCbMa A0 3apaeHus. Ecam Bupyc Hemsneunm mam
nepemelyaTb B nonbITka AeveHns He Hblna ycrnewHow, To 06bekT byaeT nepemMeLleH B KapaHTUH.
KapaHTVH

Hemzneunmble [JaHHoe feincTBME BO3MOXHO TONbKO AN MHPULMPOBAHHBIX MUCEM, 3apa>KeHHbIX

M3BECTHLIM M3/1€UYMMbIM BUPYCOM, 3@ UCKIHOUYEHNEM TPOAHCKUX MPOrpamm, KOTopble
npu obHapyxeHun yaanatotca. SleueHne GaiioB B apXmBax HEBO3MOXHO BHe
3aBWCYMOCTM OT TWMa BUpYCa.

ﬂpVIBO,CI,VIT K OTKa3y B nepejaye nmcbma.

Jeuntp, YAANATb BocctaHOBUTL COCTOAHME NUCbMa 40 3apa>xeHud. Ecan BUPYC HeEMsneumm mnnn
Heunsne4vynmble nonbiTka AeYyeHns He bbiia ycnew HOW, TO 06BbeEKT 6yp,eT YAaneH.

MpuBOAWT K OTKa3y B nepegaye nucbMma.
Ypanatb Ypanutb nucbMo. B 3ToM ciyuae anekTpoHHOE NCbMO He nepechinaeTcs
noay4aTesto, BMECTO 3TOro NMoYToBOM NporpamMmMe nepegaerca cooblyeHne o

COBEPLLEHHON OnepaLyu.

ﬂpVIBOAVIT K OTKa3y B nepejaye nmcbma.

PyKOBO,CLCTBO nosab3oBaTenda
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AeiicTBMe OnucaHue
Mepemelwatsb MepemecTutb NMMCbMO B crieumanbHyro nanky KapaHtviHa. B 3Tom cayyae nncbMo He
B KapaHTWH nepecbliaeTcs nosydaTtesito, BMECTO 3TOr0 MOUYTOBOW Nporpamme nepesaeTcs

cooblieHre O COBepLUEHHOW onepaLmm.
MpvBOAUT K OTKa3y B Nepegaye nN1cbMa.
WrHopupoBsaTtb MepeaaTb NUCbMO 6€3 BbIMONHEHVA KakvX-TMO60 AeNCTBUIA Haj, HUM.
Bbl MmoXeTe YBEJINUYNTb HAAEXHOCTb aHTI/IBI/IpyCHOI‘/’I 3almnTbl MO CpaBHEHWIO C YPOBHEM,
npesycMOTPEHHbIM MO yMOAYaHuWIo, Bbibpas B cnucke HenpoBepeHHble nyHKT Mepemewatb

B KapaHTUH. Palifibl C nepeMeLleHHbIMU MMCbMaMy B 3TOM C/lyYae peKOMeHAyeTcs
BnocneacTeum npoeepsAtb CkaHepom Dr.Web.

f E 3aLLI,V|Ty OT NOAO3pPUTEIbHBIX NMNCEM MO>XXHO OTK/JIKOYAaTb TOJIBKO B TOM Cay4ae, Korga Ball
g KOMMbOTEP AONOJNHUTENIBHO 3alluileH NOCTOAHHO 3arpy>XeHHbIM CTOPO>KEM SpIDer Guard.

Hactpoiika napameTpoB NpoBepKU Nnucem

AevicTBua Hag nucbMmamm

B saHHOW rpynne HacTpoek yKa3blBatoTCsA AOMONHUTENbHbIE AENCTBMA HaZ 3N1EKTPOHHbIMU
nucbmamu, obpaboTaHHbIMKU NOYTOBLIM cTopoxem SplDer Mail.

Hacrpoiika OnucaHue

Jobaenatb YcTaHOB/IEHa MO YMOAYaHWIO.

3aros0BOK

'X-Antivirus' MNpwY NCNONb30BaHMN JaHHOW HaCTPOWMKM B 3ar0I0BOK BCex nuceM, 06paboTaHHbIX
K coobLLeHnsM noutoBbIM cTopoxem SplDer Mail, so6aBnsetcs nHGopmaumsa o Nnposepke

3NeKTPOHHOro coobueruns n sepcun Dr.Web. Bbl He MoeTe n3meHnTb popmat
Aob6aBnseMoro 3arosioBka.

Ynanate Mpu MCNoNb30BaHWM JaHHOW HaCTPOWKM BXOASALLME NMUCbMA, YAaeHHbIE UK
MOAVOVMUMPOBaHH  MepeMeLLeHHble B KapaHTVH NoytoBbIM cToposkeMm SplDer Mail, yaanstoTcs ¢
ble MMcbma MOUTOBOrO CepBepa He3aBUCUMO OT HAaCTPOEK NMOUYTOBOW NMPOrpamMmbI.

Ha cepBepe

OnTuMM3sauna npoBepkun

Bbl moXeTe 3ajaTb ycnoBue, nNpun BbINMONHEHUN KOTOPOTO CNOXKHOYCTPOEHHbIE MNCbMa,
npoBepKa KOTOPbIX ABNAAETCA Upe3IMEPHO prAOGMKOVI, NMPU3HaOTCA HEMPOBEPEHHbBIMMU. ,ﬂ,ﬂﬂ
3TOro BKJIKOUYNTE OMUnKO TaﬁM-ayT npoBepKu nucbmMa 1 3ap,a|7|Te MakKCMMaJibHOE BpPeEMA, B
TeyeHne KOToporo nMcbMo rnpoBEPAETCA. Mo ncreueHnn YKa3aHHOIo BpeMeHu NMOYTOBbIM

PyKOBO,CLCTBO nosab3oBaTenda
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ctopox SplDer Mail npekpatnT nposepky nnucbma. Mo ymonuaHuto 3agaHo 3HayeHue 250
CeKyHA,

MNpoBepka apxnBos

Bxkntounte onuumto MpoBepaTb apxuBbl, UTob6bl SplDer Mail npoBepsan coaep>xMmoe apxmBOB,
nepesaBaeMblx MO 3N1EKTPOHHOWN noute. MNpn HEOH6XOANMOCTN Bbl MOXETE BKIOUNTb
ciegyrolme onumMn n HacTpouTb NapamMeTpbl MPOBEPKM apXMBOB:

e MakcumanbHbI pa3mep ¢dpaiina npu pacnakoBke. Eciv pacnakoBaHHbIV apX1B MPEBbLICUT
ykazaHHbI pa3mep, To SplDer Mail He 6yzaeT pacnakoBbiBaTb 1 NpoBepATb ero. o
ymonuaHuto 3agaHo 3HaveHune 30720 KB;

¢ MakcuManbHbIA ypoBeHb BJIOXKEHHOCTU B apXuB. Ecnn ko3ddunumeHT cxatns npesbiwaeTt
ykasaHHbIl, To SplDer Mail He ByaeT pacnakoBbIBaTb U NPOBePATh ero. 1o ymMonyaHuto
3afaHo 3HaueHue 0.

f | : OrpaHunyeHns ans napameTtpa OTCYTCTBYHOT, eCv 3ajaHo 3HayeHue O.

p,OI'IOIIHVITeII bHbleé BO3MO>XHOCTU

JTa rpyrina HacTpoek 3ajdaeT AOMOJIHUTE/IbHbIE NMapaMeTPbl MPOBEPKN 3J'IeKTpOHHOl\;I MoYThbl:

® NCMNONb30BaHMe 3BPMCTUYECKOTO aHaan3a — B JaHHOM pPeXnMe UCMONb3YHoTCA
cneumnanbHble MexaHW3Mbl, MO3BOASAIOLLME BbISBUTb B 3/IEKTPOHHOM MouTe
noao3puTenbHble 06beKTbl, C 60bLLON BEPOATHOCTBHO 3apaXkeHHbIE eLle HEM3BECTHbIMU
BMpPYycamMu. YTo6bl OTK/IFOUMTDL IBPUCTUYECKUI aHann3, cHUMKTe dnaxok Mcnonb3oBatb
3BPUCTUYECKUI aHaNu3 (pekomMeHAayeTca);

® NMpoBepKa NHCTAaNNAUMOHHDbIX NMakKeTOB. JTa HaCTpOl‘/’IKa Nno YMOJAYaHWKO BbIK/IKOYEHaA.

HacTpowka yBegomneHni

Mocne BbINONHEHUs NpeanucaHHoro gencrteua SplDer Mail no ymonuaHuio MOXeT BbIBOANTb
COOTBETCTBYHOLLEee onoBelleHne B obaactb yBegomaeHnin Windows. Bbl MoxeTe HacTpouTb
BbIBOJ YBEAOMJ/IEHUI Ha 3KPaH M OTNPaBKY UX Ha 3IEKTPOHHYHO NMouTy.

MpoBepka noutbl no nporokosnam POP3S, SMTPS, IMAPS

Yrtobbl SpIDer Mail npoBepsan gaHHble, NepegaBaemMbie NO KPUNTOrpapuueckum NpoToKoaam,
BItounTe onuuto MpoBepATh 3alwmMppoBaHHbI Tpapuk B OkHe CeTb.

PyKOBO,CLCTBO nosab3oBaTenda
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10.3.2. Hactpouku AHTUCNama
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Hactpovikn no ymonyaHuto SplDer Mail, B ToM uncne n AHTUCNama, ABAAKOTCA ONTMMaibHbIMU
B OO/IbLUNMHCTBE C/lyYaeB, UX He cieayeT N3MeHATb 6e3 HeobxXoANMOCTK.

BxknroueHue n oTkaOUEeHMe NMpPoOBEepPKU NOUTbI Ha Ha/inume cnamMma

4,

B oTkpbiBLIEMCS OKHe BbibepuTe pa3gen daiinbl U ceTb.

Haxxmute nantky SplDer Mail. OtkpoeTcsi OKHO HacTpoek KOMMOHEeHTa.

OtkponiTe MeHto NporpaMmbl 1 BeibepuTe NyHKT LleHTp 6e3onacHocTw.

Y6eautech, uto Dr.Web pabotaet B pexxume aaMuHuCcTpaTopa (3aMOoK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmuTe Ha 3aMOK .

3 Lewtp Bezonacoctu > Daiinel u cets > SplDer Mail

<« Qalinbl U CeTb

B SpliDer Mail

[MpoBepka EXOAALLMY M MCKOAALLAY COOBLLEHWA Ha BPeACHOCHEIE OBLEKTLl 1 Cram.

AHTMCnam

nF}OEIF_"pHTh No4YTy Ha Haau4KWe cnama

@D B

dencrBrs

MH®WUMPOBaAHHBIE COOBLLLEHWA

Neunts, nepemMeLlLlaTs B KapaHTUH HEWZNEYMMBbIE (pEKOME‘H,ﬂ.yE"TCH:] W

MoaozpuTtensHele cooblieHUa

MepemellaTs B KAPaHTUH (pekoMeHayeTCR) v

JononHUTeNEHEIE HACTPORKK

& & 0

P
(=)
e

PucyHok 42. HacTpoiiku npoBepKun NouTbl

5. B pa3gene HacTpoek AHTMCNaM BKIHOUMTE WU OTKIKOUMTE MPOBEPKY MOYTbI Ha cnam rnpwu

MOMOLLM COOTBETCTBYHOLLEro nepekntovatens @D,

Hactpoiika napameTpoB pa6oTbi AHTUCNAMa

YT10o6bI HacCTPOUTbL NapameTpbl paboTbl AHTUCNaMa, CAenaiTe cieaytollee:

1. B pa3gene HacTpoek AHTUCNaM HaXXMuTe KHonky MapameTpbl.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp Gesonacroctn > Daitne u cets > SplDer Mail

< Daii/ibl U CeTb

B SpiDer Mail

[MpoBepKa BXOAALLMY W MCXOAALLAY COOBLULEHWA HA EpeAOHOCHBIE OBBLEKTLI 1 Criam.

AHTUCNam

I'Ipoaepﬂrb NoJYTy Ha Hanu4Ke cnama

MapameTtpei...

dencrBus

MHOWUMPpOBaHHEIE COOBLLEHWA

NedwTs, nepemMellaTs B KapaHTUH Hel3nednmble (pEKOMEHAyE'TCﬂ:] W

MoaozpuTensHele coobLeHnA

MepemellaTs B KAPEHTUH (pekoMeHayeTCR) v

JononHUTENEHEIE HACTPORKK

& & 0

PucyHok 43. NameHeHue napameTpoB AHTUCNama

2. B oTkpbiBweMcs okHe MapameTpbl AHTUCNaMa BKJ/IHOUMTE AN OTKIHOUMTE HEOBXOAMMble

onuuun.

T Uentp BezonacHocy > Daiinsl u cets > SplDer Mail

< Qanbl U ceT

B SpiDer MNapameTpbl AHTUCNaMa

PEE‘-pE'LIJIu‘ITb TEKCT Ha KMpWUaanLe

PEE‘-pE'LIJIu‘ITb TEKCT Ha a3WaTCKMX A3bIKaX

Brn. -) Bin.

MpoeepATs Moy

OoBaenaTe NpeduKe K TEME NMCen, COAEPXaLlnK Cram

[SPAM]

MapameTpsbl

MHdWumpoeaHH
SplDer Mail aoBaenseT 2aronoeok "¥-DriWeb-SpamState’ K NpoEepeHHLEIM

NeunTs, nepen
MMCEMAHN.

MoaozpuTensH

MepemeuiaTs oK | | OTMeHMTD @

Pawrnarautia oy

PucyHok 44. NMapameTtpbl AHTMCNaMa

[ocTynHble HaCTPOMKN NPOBEPKMN (BKIFOUEHBI MO YMOAYAHMIO)

PyKOBOACTBO nosb30BaTena
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Hacrtpoiika OnucaHue

Paspewwntb [laHHas HacTpoWka yka3biBaeT koMnoHeHTy SplDer Mail 6e3 npessaputenbHOro

TEKCT Ha aHann3a He NPUYMCAATL K CMaMy NMUCbMa, HanmcaHHbIe B COOTBETCTBUM C YCTaHOBIEHHOM

KUPUAAWLE  KUPUNIMYECKOW KOAMPOBKON. ECiv 3TOT diaxkok CHAT, TO Takve nucbMa ¢ 60bLIOMN
BEPOSATHOCTbIO BYAYT OTMeUeHbl GUILTPOM Kak Ccriam.

Pazpewwnts [laHHas HacTpoika yka3biBaeT KOMNOHeHTy SplDer Mail 6e3 npessaputesibHOro

TeKCT Ha aHanM3a He NPUYMCNATL K CMaMy MUCbMa, HamncaHHble B COOTBETCTBUM C Hanbonee

asnaTCckMx  PacnpoCTpPaHeHHbIMW KOAMPOBKaMM a3naTcKX A3bIKOB. Ecnm aTOT Gpaa>kok CHAT, TO

A3blKax Takve nMcbma ¢ 60/bLLOW BEPOATHOCTbIO ByayT OTMeYeHbl GUALTPOM Kak cram.

[obaBnatb B Hauano Tembl cnam-nvcem gobasnaseTcs noActpoka «[SPAM]».

npedukc

K Teme [JaHHas HacTpolika yka3biBaeT MoYTOBOMY KOMMOHeHTy SplDer Mail fo6aBasthb

nmcem, yKa3aHHbIA NpeduKc K TeMaM nmnceM, pacrno3HaBaeMblx Kak Cram.

cozepkaly,

UX Cram [JobaBneHve npedukca NOMOXET BaM cO34aTb NpasBwia ANa GUIbTPaLMM NOYTOBbIX

COODBLLEHWIA, MOMeUeHHbIX Kak Cram, B Tex MOYTOBbIX KaneHTax (Hanpumep, MS Outlook
Express), B KOTOPbIX HEBO3MOXHO HAaCTPOUTbL GUALTPbI MO 3aroJioBKaM MUCEM.

3. Haxmute OK, utobbl COXpPaHWUTb HACTPOMKM.

AononHutenbHaa nHpopmaumsn

TexHonornm avtucnam-¢puabrpa

TexHonornMm aHtTMUcnamMm-punbtpa Dr.Web coctonT U3 npaBus, KOTOpble YCNOBHO MOXHO
pa3bunTb Ha HECKONbKO rpynmn:

e 3BPUCTUUECKUIA aHAIN3 — TEXHOIOTMSA IMNUpPUYECKOro pazbopa Bcex Yactel nucbma:
MoJIf 3aro/IoBKa, Tena, CoAep>KaHus BAOXKEHUS;

° q)ldllean,Mﬂ ﬂpOTMBOAEﬁCTBMH — TEXHONOINA, KOTOpaa COCTOMUT B paCno3HaBaHNK
YN0BOK, NCMONb3yeMbIX CaMepaMn ana o6xop,a aHTVICI'IaM-q.)I/I}'IprOB,'

e aHanu3 Ha ocHoBe HTML-curHatyp — TexHO0rMA, NPy KOTOPOW cooblLieHms, B cOCTaB
KoTopbix BXoanT HTML-kop, cpaBHMBarOTCA ¢ obpasuamu 6ubanotekn HTML-curHaTyp
aHTMcnama. Takoe cCpaBHEHME, B COYETaHUM C JaHHBIMW O pa3Mepax M30bpakeHnH,
0ObIYHO NCMONb3yeMblX OTMPaBUTENAMM CNaMa, 3allLMLLAeT Noab30oBaTeneln OT cnaMm-
COOBLLEHNI, COAEP>KALLMX CChbINKN Ha BEO-CTpaHMLbI;

e CeMaHTUYeCKU aHann3 — TEXHONOTrUA, Npn KOTOpOI‘/JI CpaBHEHUE CN0OB U Bblpa)KeHI/IIZ
COO6LLI,€HVIF| CO cioBaMu N nagnoMmaMu, TMNNYHbIMW AnA CnaMa, NMpoOn3BOANTCA MO
cneunraibHOMY COBapho. AHaJ'II/I3y noaBePraroTCAa Kak BUAMMbIe, TaK N BU3yaNbHO CKPbITbIE€
cneynasibHbIMU TEXHUYECKUMUN YIOBKaMW CN0OBa, BblpaXeHA N CMUMBOJbI;

® aHTU-CKaMMMWHTI TEXHOJIOTUA — TEXHOIOTUA QUAbTPaLUU CKAMMMUHT- 1 GapMUHT-
COOOLLEHNI, K KOTOPbIM OTHOCATCS Tak Ha3blBaeMble «HUTepPUNCKME NMUCbMa», COOBLLEHMSA O
BbIUTPbILLIAX B I0TEPELD, Ka3NHO, NOAAeNbHbIe MMCbMa HaHKOB.

PyKOBO,CLCTBO nosab3oBaTenda
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e punbTpaLMA TEXHUUECKOTOo cnama — TeXHOJIOrnA onpejeneHns Tak HasbiBaeMbix bounce-
COObLLEHWNS, KOTOPblE BO3HMUKAIOT KaK peakumns Ha BUPYCbl UAW KakK NPOABAEHME BUPYCHOM
akTMBHOCTW. CneunanbHbIM MOAYNb aHTUCNAaMa onpeaenseT Takne CoobLLeHNs Kak
HeXxenatenbHble.

O6paborka nucem cnam-puabTpom
KomnoHeHT SplDer Mail gobaBnseTt Ko BceM NPOBEPEHHbIM MMCbMaM CefyroLme 3aroa0BKK:

e X-DrWeb-SpamState: <3Ha4YeHue>, rae <3Ha4eHue> yKa3blBA€T Ha TO, ABAAETCSA /N
MNUCbMO cnamom (Yes) Mo MHeHMIO No4yToBoro ctopoxa SplDer Mail nan Het (No);

e X-Drileb-SpamVersion: <gepcus>, rae <gepcus> — Bepcus 6ubanotekn AHTUCNamMa
Dr.Web;

e X-Drlleb-SpamReason: <pelimuHz cnama>, rae <pelimuHe cnama> — nepeyeHb OLLEeHOK
MO PasNNYHbIM KPUTEPUAM NPUHAAIEXHOCTU K ClaMmy.

Ncnonb3ylite 371 3aronoBku 1 npedurkc B TeMe NmcbMa (eciv COOTBETCTBYHOLLMIA GAadkoK
YCTaHOBJIEH) A1 HACTPOVKM GUAbTPaLMM CamMa Ballei NoYTOBOM MPOrpaMmon.

' Ecnv ans nosyyeHns nouToBbIX COOBLLEHMI Bbl UcMoib3yeTe NpoTokobl IMAP/NNTP,

A HacTpoliTe Bally MOYTOBYO MPOrpamMmy Takum 06pa3om, UTo6bl NCbMa 3arpy>Kaimnch C
NMoYTOBOTO CepBepa cpasy LeankoM, 6e3 npesBapuTeibHOro NMPOCMOTPa 3aro/IoBKOB. ITO
Heob6Xxo0ANMO ANA KOPpPEKTHOM paboTbl cnam-GuabTpa.

Cnam-dunbTpom obpabaTbiBatoTCs MOYTOBbIE COOOLLEHNSA, COCTaBNAEHHbIE B COOTBETCTBUM
co ctaHgaptom MIME RFC 822.

Ans noBblleHMsA KayecTBa paboTbl cnamM-duabTpa, Bbl MOXeTe coobllath 06 owmnbkax
pacrno3HaBaHuAa cnama.

UcnpaeneHne owmbok pacrnosHaBaHUsA

Mpwn obHapy>xxeHUK owmnbkm B paboTe cnam-bunbTpa caenanTe ciegytollee:

1. Co3panTe HOBOE NMUCbMO W MPUNOXUTE K HEMY HEMPaBUIbHO pacno3HaHHOe cooblueHMe.
CoobueHna, oTNpaBieHHbIe B TEKCTE MUCbMA, aHaNM3UPOBaTbCs He ByayT.

2. OTnpaBbTe MUCbMO C BAOXEHUEM Ha OAMH W3 CNeaytoLmX apecoB:
® MNCbMO, OLLIMBOYHO OLEHEHHOE Kak cnam, — Ha agpec vrnonspam@drweb.com;
e CrMaM, Hepacrno3HaHHbIN CUCTEMOW, — Ha agpec vrspam@drweb.com.

10.4. bpanagmaysp

BpaHamayap Dr.Web npesgHa3HaueH Ans 3awwmThl Balero KOMmMbtoTepa ot
HeCaHKLUMOHUPOBAHHOIO AOCTYNa M3BHE M NPejOTBPALLEHMUS YTEUKM BaXKHbIX ZaHHbIX MO CETU.

PyKOBO,CLCTBO nosab3oBaTenda
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DTOT KOMMOHEHT NO3BO/ISIET BaM KOHTPONMNPOBATb NOAKNKOUEHUNE N Nepedady JaHHbIX MO CETU
MHTepHeT n 6J'IOKI/IpOBaTb nojao3punTeNbHblE COEAMHEHUNA Ha YPOBHE MakKeTOB U I'IpVIJ'IO)KGHIAVI.

BpaHamaysp npepocTaBaseT BaM Cieyrolime npenmyLlecTsa:

® KOHTPOJ/Ib N GUAbTPaLMA BCEro BXOAALLEro U ncxoaawero tpaduka;

e KOHTPOJIb MOAK/IOUYEHNSA Ha YPOBHE MPUNOXEHUN;

CI)VIIIpraLI,VIH MakeToB Ha CETEBOM YPOBHE,

HbICTpOE NepekntoUeHre Mexay Habopamu npasus;

pervcrpaumnsa cobbiTun.

BkatoueHue u oTkaroueHne bpaHgmayspa

1. OTKpOWMTe MeHto nporpamMmbl U Bbibepute nyHKT LheHTp 6e3onacHocTM.

2. B oTkpbIBLIEMCS OKHe BbibepuTe NyHKT daiinbl U ceTb.

3. Brsrounte nan otkatounte bpaHamaysp npm nomowm nepekarovatens @lD.

W Uentp 6esonacrocu > Gaiinsl u ces

€ UeHTp GezonacHocTU

L daiinbl n cetb

SplDer Guard
Mpoeepka dalnoeol cucTems! ") @

E peansHOM BpeMeHM

bpanamayap

ﬁ KoHTpone ceTeBbix CORAMHEHWIA ") E

CkaHep

Q MNpoBepka KOMMEIOTEPA Ha BUPYCH U APYTHE
EPEAOHOCHEIE MPOrpaMmMel

A
[H Haxmure, 4Tobkl 38NpETHTE M3MEHEHNA

- O X
& & L

SplDer Gate

KonTpons HTTP-Tpadmka ‘)

1 BAOKWPOBKA BEPEAoHOCHBIX

06LeKTOR

SplDer Mail

MNpoeepka NoUTkl ‘)

Ha BRelOHOCHEIS 0BBeKTEl 1 cram

\
A

—
(=)

.

PucyHok 45. BkaroueHune/otiitoueHue SplDer Guard

B sTom pasaene:

e ObyyeHne bpaHamayapa

e Hacrpoika bpaHamayapa

e [lapamMeTpbl AN8 NPUNOXKEHUIA

e [IpaBuia and NpUNOXKEHWUN

e Hactpovka napameTpoB Npasua ANa NPUNOXKEHNI

PyKOBO,CLCTBO nosab3oBaTenda
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e [lapameTpbl ana ceteun

e OunbTp NakeToB

e Habop npaBun dunbrpaLmm naketTos
e Co3paHune npaBuaa dbuabTpaumnun

10.4.1. O6yueHue bpangmayspa Dr.Web

Mocne yctaHoBKM bpaHaMayspa HEKOTOpOe BpeMs B NpoLecce Ballen paboTbl 3a
KOMMbIOTEPOM MPOU3BOAUTCA 0ByUeHMe NporpammMebl. Pexxnm obyueHns aktyaneH ais
cnepyroLLmx pexnmoB paboTbl bpaHamayspa (nogpobHee o pexxmnmax paboTbl bpaHamayspa

CM. pa3gen Hactporika 6pangmayspa DrWeb):
¢ Paspelwsatb coeguHeHNA ANA AOBEPEHHbIX NPUIOXKEHUI (YCTaHOBJ/IEH MO YMOAYAHUIO);

¢ /IHTepaKTUBHbIA PEXUM.

B pexxnme Pa3peluaTtb coeguHeHUs A1 AOBEPEHHbIX NPUIOXKEHUIN Npu 06Hapy>XeHUn
MOMbITKA CUCTEMbI MW NMPUIOXKEHUN NOAKNHOUMTLCA K ceTn bpaHamayap nposepser,
ABASAOTCA 1N 3TN NPUNOXEHUSA JOBEPEHHBIMW W 3a4aHbl I ANS HUX NMpaBuaa GuabTpaLmu.
Ecnv npasuna otcytctBytoT, Dr.Web BbIBOAUT COOTBETCTBYHOLLLEE NPeAynpeXxXaeHme, rae Bbl
MoO>eTe 3aZaTb NpaBuao. [na JOBEePEHHbIX MPUIOXEHUI NpaBuaa MPU 3TOM He CO34atoTCA.
MoakitoueHne K CeTn ANs Takux NPUAOXKEHNIM paspelleHo. K JoBepeHHbIM MPUIOXKEeHUAM
OTHOCATCA: CUCTEMHbIE UM UMetoLLme cepTudukat Microsoft npunoxeHuns, a Takke
NPUNOXEHNS C AENCTBUTENbHOW LNMbPOBOM MOAMUCHIO.

B pexxume NHTepaKTUBHbIV PeXXuM npu 06Hapy>KEHUM MOMbITKA CUCTEMbI UV MPUIOXKEHW
NOAKNOUNTBCA K CeTV bpaHAMaya3p npoBepseT, 3a4aHbl M AN 3TUX NPOrpamMM npasmia
dunbTpaumn. Ecam npaBmaa OTCYTCTBYHOT, TO BbIBOAUTCS COOTBETCTBYHOLLEE MPeyrnpexaeHue,
rae Bbl MOXeTe 3a4aTb NpaBuio. B ganbHeliwem nogobHble nogkitoueHns 6yayt
obpabaTbiBaTbCA MO 3TOMY NMpaBumy.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp Gezonacoctn > Daitnel u ceTs > Bpangmayap > Mpunoxenna

€ bpaHamp==
%57 DrWEB
MNpas
Habopel n ﬁ EpaHﬂmaygp
pecypcam, OfBHapyxeHa CeTEEaA aKTMEHOCTE,
@ OTcyTCTEYET COOTEETCTEYHOLLIEE CETEEOE MPABMAD ANA MPHUAOXEHWA.
CeTeBoe NPUACKEHME 2aMYLLEHO HEMZBECTHEIM MPOLECCOM.
Mpunoxe

Wima npunoxeHua: B Windows Problem Reparting

— O X

& & 0

TEEBIM

©

MyTe: C\Windows\System32\wermagr.exe
LUmdpoean nognuce: +/ CuctemHblid daiin Windows
Anpec: tepy/f13.107.4.52 (www.msftconnecttest.com)
MopT: 80 (www-http)
HanpaeneHume: WMcxoaruee
Co3pare npaBmno... ‘ ‘ 3anpeTUTe OAHOKPaTHO ‘ ‘ PaspelunTe ogHOKpaTHO

~

—
[=a)

PucyHok 46. Mpumep npeaynpeXxaeHns o NonbiTKe AOCTYyNa K ceTu

AN

Mpw paboTe Nog y4eTHOM 3annCbio C OrpaHMYeHHbIMU NpaBamu (FTocTb) bpaHamayap
Dr.Web He BblgaeT nosb3oBaTento npeaynpeXxaeHns o nombitkax 4OCTyna K ceTu.

MpeaynpexaeHvs 6yayT BblAaBaTbCsA MOJ YYETHOMN 3amnMcbio € NpaBaMun agMUHUCTPaToOpa,
€C/IN Takas ceccust akTMBHa OZHOBPEMEHHO C rOCTEBOW.

MpaBuna ana npnnoXxeHnmn

1. I'Ipm o6Hapy>|<eH|/||/| NOMNbITKN NOAKNHOUYEHUNA K CETU CO CTOPOHbI MPUIOXEHNA

03HaKOMbTeCh CO C/eayroLLen nHdopmaumen:

Mone OnucaHue

MpunoxeHne HaumeHoBaHWe nporpammbl. YA0CTOBepbTECh, UTO NyTb K HEMY, YKa3aHHbIA B noJsie
MyTb K NpUNOXKEHUIO, COOTBETCTBYET NPaBUIbHOMY PaclONOXKEHNIO MPOrPamMMbl.

MyTb K Mo/HBIN NyTb K UCMONHAEMOMY daliny NPUAOXKEHWS 1N ero nms.

NMPUNOKEHNIO

LUndposas Lindposasa noanncb NpuNOXKeHUS.

noAnnch

Aapec MNpoTtokon n agpec xocTta, K KOTOPOMY COBepLUAeTCs MOmMbITKa NOAKAFOYEHMS.

MopT MopT, N0 KOTOPOMY CcOoBepLUaeTca NOMbITKa NOAKIOYEHMA.

Hanpasnerve HanpasneHve coegnHeHus.

PyKOBO,CLCTBO nosab3oBaTenda
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MprMKTe pelleHne O NOAXOAsALLEN AN AaHHOTO Cay4Yas ornepauum u Bbibepute
COOTBETCTBYHOLLEE AENCTBNE B HUXKHEW YaCTU OKHa:

e 4yTO6bI OAHOKPATHO BN0KMpPOBaTb JaHHOE NOAKIIOYEHME, BbibepuTe felicTBre 3anpeTuTb
OAHOKpPaTHO;

e yTOOHbI OAHOKPATHO NMO3BOJINTbL MPUTOXKEHNIO AaHHOE NOAKNHOUYEHUE, Bbl6epI/ITe
Ael‘/lICTBMe Pa3peu1wrb OAHOKpPATHO;

e yTOObI NEpenTM K Popme co3gaHuna npasuia GunbTpaumm, Bbibepute gerictene Cosparb
npaBuno. OTKPOeTCH OKHO, B KOTOPOM Bbl MOXeTe b0 BbibpaTb NpesycTaHOBAEHHOE

npaBuio, IMH6O BPYYHYH CO34aTb MPaBUAO AN NPUNOXKEHUN.

Haxxmute kHonky OK. BpaHaMaysp BbINOAHUT yKa3aHHYHO BaMU onepauuio, 1 OKHO
onoseLleHnsa byaeT 3aKkpbITo.

' B HekoTOpbIX ciyyasx onepaupmoHHas cuctema Windows He no3sosaseT oA4HO3HaYHO

& naeHtburLmpoBaTh cayx0by, paboTatoluyto Kak CUCTEMHbIN npoLecc. [Mpy o6HapyXeHUn
MOMbITKA MOAKIFOYEHNS CO CTOPOHbI CUCTEMHOTO MpoLiecca, 0bpaTtuTe BHMMaHWe Ha Mopr,
yKa3aHHbIli B CBEAEHMAX O COeAMHeHuW. Ecv Bbl Ucnonb3yeTe NpuioXeHWe, KOTOPOE MOXKET
obpallatbCs K ykazaHHOMY MOPTY, pa3peLunTe AaHHOE MOAKAHOYEHVE.

B cayyasax korga nporpamma, ocywecTsastowas nonbiTKy NOAKIOUEHWNS, Y>Ke N3BECTHA
BpaHamayspy (TO ecTb And Hee 3ajaHbl NpasBuaa GuabTpaLum), HO 3anyckaeTcsa 4pyrum
HEM3BECTHbIM NPUIOXEHNEM (POANTENbCKUM MpoLeccom), bpaHamaysp BbIBOAUT
COOTBETCTBYIOLLEE MpesynpexaeHune.

MpaBuna ana poautenbCcKnx NpoL,eccos

1.

Mpu oH6Hapy>XeHMN NOMNbITKA NOAKIHOUYEHUA K CETU CO CTOPOHbI MPUIOXEHUS,
3anyLLeHHOro Hen3BecTHOW ana bpaHamayspa nporpamMMon, 03HaKOMbTeCh C
MHbopMaumen o6 ncnosHaemMom dparine poANTENLCKON NPOrpaMMbl.

Korpa Bbl NpyMeTe pelueHne 0 NOAXOAALLEN AA JAHHOTO C/lyyYas onepaLunu, BbiMOJHUTE
OAHO V3 C/ieAytoWwmni e CTBUN:

e yTO6bI OAHOKPATHO 610KMPOBaTh MOAKIKOUEHME MPUIOXKEHMNA K CETU, HAXKMUTE KHOTMKY
3anpetutsb;

e UTO6bl OAHOKPATHO MO3BOJINTL MPUIOXKEHUIO MOAKNOUMNTLCA K CETU, HAXXKMUTE KHOMKY
Paspewuurts;

e yTO6bI CO3zaTh NpaBUNO, HaxxMuTe Co3aaTh NPaBUIO N B OTKPbLIBLLUEMCSA OKHE 3ajanTe
HeobXoAMMble HAaCTPOWKM AN POAUTENLCKOrO NpoLiecca.

Haxxmute kHonky OK. BpaHamay3p BbINOAHWT yKa3aHHY BaMy Onepauuto, U OKHO
onoseLleHna ByaeT 3aKpbITO.

Takke BO3MO>XHa CUTyaLus, NPy KOTOPOWN HEVU3BECTHOE MPUIOXKEHME 3anycKaeTCca ApYrum
Hen3BeCTHbIM NpuaoXeHneM. B Takom cnyyae B npeaynpexgeHun byaeT BoiBegeHa
cooTBeTcTBYIOLWan nHGopmMauma, n npu Beibope Co3paTb NPaBUIO OTKPOETCA OKHO, B

PyKOBO,ELCTBO nosab3oBaTenda
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KOTOPOM Bbl MOXETE HAaCTPOWUTb NpaBhia Kak anA I'IpI/IJ'IO)KeHI/II\/'I, TaK W Ana poanTenbCKnX
npoueccos.

10.4.2. HacTponka bpangmayspa Dr.Web

B atom pa3aesie Bbl MOXETE HAaCTPOUTb Caejyrolne napamMmeTpbl pa6OTbI BpaHgmayapa:

e BbI6paTh PEXUM PabOThl MPOrPamMMblL;

® HACTPOWUTb CANCOK aBTOPN30BAHHbIX MPUAOXKEHWI;

e HACTPOWUTb NapaMeTpbl A1 U3BECTHbIX CETEN.

[ns poctyna k HacTpowikam bpaHamayspa 3anpallmBaeTcs napob, CAN B HACTPOMKAX Bbl
s BKIHOUWIV ONUMIO 3awuiaTth naposiem Hacrpoiiku Dr.Web.

Mo ymonuaHwuto bpaHaMayap He co3gaeT npaBuaa ANf U3BECTHbIX NMPUIOXKEHWI. BHe
3aBUCUMOCTM OT pexkumMa paboTbl MPOU3BOANTCA perncTpaLmsa cobbITUI.

Hactpoiku nporpamMbl MO yMOAYAHWIO ABAAIOTCA ONTUMANbHBIMU A1A BONbLUNHCTBA
NPUMEHEHNN, NX He cnesyeT N3MeHATb 6e3 HeobxoaMMOCTH.

Ansa nepexoga k HacTpoiikam KOMnoHeHTa bpanamaysp:

1. Y6eautech, uto Dr.Web paboTaeT B pexume agMuHNUCTPaTOPa (3aMOK B HUXKHEN YacTu
(il il
NpPOrpamMMbl «OTKPbIT» ). B NpoTMBHOM C/lyyae HaXXMUTe Ha 3aMOK .

2. Haxxmute nantky Bpanamayap. OTkpoeTcs OKHO HacTPOEeK KOMMOHEHTA.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacHoctu > Dainel u cete > Bpangmaysp

< DaiiNbl U CeTb

T Bpanamaysp

KGH_FJCIIIIJ 2d NONbITKaMKW COEAMHEHWA W Nepeiadn AaHHbIX Ha YPDOBHE CETH K I_IpMﬂCIKEHMl:i.
Pexxum paboTtsl

PBBPELLIETI: COeAMHEHWA ANA A0BEDEHHBIX I'IpHJ'IO)KeHHﬁ W
PEEp‘eLLIETh NOKaNbHBIE COSAMHEHMA

m Buka.

MpunoxeHusa
Yiaxute npaemna GWAsTPaUWMK ANA MPWACKEHMIA:

Mpaewnna ana npuacxkeHnn  VzmeHnTs

JononHUTENEHEIE HACTPORKK

& & 0

~

—
[=a)

PucyHok 47. Hactpoiiku BpaHamayapa

HaCTpOI\;IKa Pa3pe|.ua1'b JIOKaJibHble coegNHEeHUA NMO3BOJIAET BCEM NPUNOXKEHNAM
6ECI'IpeI'IFITCTBeHHO yCTaHaBJinBaTb COeANHEHNA Ha BalleM KOMNbrOTEPE. K Takum
NOoAKNHOYEHUNAM NpaBnaa NPUMEHATLCA HE 6yAyT OtkntoumnTe 3Ty onuuio, yTOObI NPUMEHATb
npaswnna q)VIﬂpraLI,VIVI BHE 3aBNCMMOCTU OT TOTO, NPONCXO4NT I COegNHEHUNE MO CETU NN B

pamMKax Ballero KomMnbroTepa.

Bbi6op pe>xmuma pabotbli

Bb|6ep|/1Te OAVH N3 CIEAYHOLLNX PEXNMOB pa6OTbI2

e Paspelwsatb coeguHeHUs ANA AOBEPEHHbIX NPUIOYKEHUI — PEXUM, MPU KOTOPOM BCEM
AOBEPEHHbBIM MPUIOXKEHUAM MPEAOCTaBAAETCA AOCTYN K CETEBLIM pecypcam (MCMoNb3yeTcs
MO YMOJIYaHWI), ANS BCEX OCTaNbHbIX MPUIOXEHUIN BbIAAETCA NPesynpexXieHmne, rae Bbl

MOXeTe 3asaTb NpaBuao (cM. pasgen Obyuenns bpaHamayspa Dr\Web);

° Pa3pe|.ua'rb HensBecCTHbleé COeANHEHNA — PeXMM, NMpn KOTOPOM BCEM HEN3BECTHbIM

NPUIOXEHUAM NMPefOCTaBAAETCA AOCTYN K CETEBbIM pecypcam;

¢ /IHTepaKTMBHbIN PEXNM — peXVM 0byyeHus, MPn KOTOPOM MOJb30BaTENtO

NpeAOCTaBAAETCA MONHbIA KOHTPO/Ib Haj peakumei bpaHamayapa;

o BI'IOKVIPOBaTb HeunsBecCTHbleé CoeANHEeHUA — PEXNM, NPnN KOTOPOM BCE HEN3BECTHbIE
noAKNHOYEHNA aBTOMAaTU4ECKN 6I'IOKI/IpyI-OTCF|. M3BecCTHblE coeagnHeHuna O6pa6aTbIBaI-OTCﬂ

BpaHamayapom cornacHo 3agaHHbIM npasuaam GuabTpaunm.

PyKOBO,CLCTBO nosab3oBaTenda
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Pe>xum pa6oTbi

Paspewatb
coeiHeHWA Ana
AOBEepPeHHbIX
NpuUAOKEHUA

Paspewatb
HeusBecCTHble
coefiAMHeHusA

MHTepaKTUBHbBIN
peXxxum

BnokupoBatb
HeusBecCTHble
coeAMHeHusA

®daiinbl U ceTb

OnucaHue
DTOT PeXMM UCMONb3YETCA MO YMONUYAHWIO.

B 3TOM pexume BceM fOBepPeHHbIM NMPUNOXKEHUAM pa3peLllaeTcs AOCTyrn K CeTeBbIM
pecypcawm, Bkatouas NHtepHeT. K foBepeHHbIM NPUAoXKeHUAM OTHOCATCS:
cUCTEMHbIE UK UMetoLwme cepTudukat Microsoft npunosenus, a Take
NPUNOXKEHNS C AeNCTBUTENbHOW LMPPOBOWM noanuceto. Mpasuna Ana Takux
NPUNOXKEHNUI He OTOBpaXxatoTcs B Cincke npasua. [na Apyrux NpuaoXKeHWn
BpaHaMaysp npegocTaBAseT BaM BO3MOXHOCTb BPYUHYHO 3anpelyatb Wan
pa3pellaTb HeM3BeCTHOE COeAMHEHNE, a Takke CO3AaBaTb ANA HEro npaswuio.

Mpu 06HapPY>KEHWN NMOMBITKM CO CTOPOHbI OMNEPALMOHHOW CUCTEMBI UK
M0J1b30BaTENbCKOTO MPUAOXKEHMS NONYYUTb JOCTYN K CETEBLIM pecypcam
BpaHaMaysp nposepsieT, 3a4aHbl K A4S 3TUX NpOrpaMm npaswia GuabTpaLmu.
Ecnv npaBuna oTCcyTCTBYIOT, TO BbIBOAUTCA COOTBETCTBYOLLEE NPeAynpeXaeHue, rae
BaM npeanaraeTcs BbibpaTb MO0 BpeMeHHoe pelleHune, Anbo co3aaTb Npasuo,
no KOTOPOMY B AasibHelieM nofobHble nogkntoueHus 6yaytT obpabaTtbiBaTbCs.

B 3TOM pexknume AOCTyn K ceTeBbIM pecypcam, Bkitoyas VHTepHerT,
NpeAoCTaBAsAETCA BCEM HEU3BECTHBIM MPWUIOXEHUAM, A8 KOTOPbIX He 3a4aHbl
npaswia ounbTpaumn. MNMpu o6HapyXXeHUN MOMbITKMA NOAKNtOYeHMs bpaHamMaysp He
BbIBOAUT HNKAKUX COODBLLIEHNIA.

B 3TOM pexxume BaM npeAoCTaBAfETCA MOJHbIA KOHTPOb Haj peakumeit
BpaHaMayspa Ha obHapy>KeHVe HeM3BECTHOTrO MOAKIOYEHNS, 1 TakuM 06pas3om
npou3BoAMTCA 0byYeHVe nporpamMmbl B NpoLecce Ballei paboTsl 3a
KOMMbOTEPOM.

Mpu 06HapPY>KEHWM NMOMBITKM CO CTOPOHbI OMNEPALMOHHOW CUCTEMbI UK
M0J1b30BaTENbCKOTO MPUAOXKEHMS NONYYUTb JOCTYN K CETEBLIM pecypcam
BpaHaMaysp nposepsieT, 3a4aHbl An A4S 3TUX NpOrpaMm npaswia GuabTpaLmu.
Ecnv npaBuna oTCcyTCTBYIOT, TO BbIBOAUTCA COOTBETCTBYOLLEE NPeAynpeXaeHue, rae
BaM npeanaraeTcs BbibpaTb MO0 BpeMeHHoe pelleHne, Anbo co3aatb Npasuo,
no KOTOPOMY B AasibHelieM nofobHble nogkntoueHus 6yaytT obpabaTtbiBaTbCs.

B 3TOM pexknumMe Bce Hem3BeCTHble MOAKIFOUEHNS K CETEBLIM pecypcaM, BKItoYas
MHTepHeT, aBToMaTyecku 610K1pyoTCs.

Mpv 06Hapy>KeHUM MOMbITKN CO CTOPOHbI OMEPaLMOHHON CUCTEMbBI UK
MO/1b30BaTENbCKOrO MPUAOXKEHMA NONYUUTb JOCTYMN K CETEBLIM pecypcam
BpaHaMaysp nposepseT, 3ajaHbl A ANA 3TVX NPOrpaMm npaswia GuabTpaLmu.
Ecnv npaBuna punbTpaumm oTCyTCTBYIOT, TO bpaHamaysp aBToMaTUyeckn 6aokupyeT
[OCTYN K CETU U He BbIBOAWT HUKaKNX cO0bLeHniA. Ecav npaBuna dunbTpaumm ans
JAAHHOTO MOAKNOYEHMA 3aflaHbl, TO BbIMOJHAKOTCS YKa3aHHble B HUX AeVCTBYS.

MapameTpbl Ana NPUNOIKEHNN

®dunbTpauma Ha ypOBHE NMPUNOXKEHWI NO3BONAET KOHTPOANPOBATb AOCTYN KOHKPETHbIX
nporpamMMm 1 MpoLeccoB K CeTeBbIM pecypcaM, a Takke pa3pewnTb AN 3anNpeTnTb 3TUM

PyKOBO,CLCTBO nosab3oBaTenda
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NPUIOXEHUAM 3anycK APYrMx NpoLLeccoB. Bbl MoxeTe 3ajaBaTb NpaBuia Kak Ans
MoJIb30BATENbCKUX, TaK U A1 CUCTEMHbBIX MPUNOXKEHUN.

B saHHOM pa3gene Bbl MoxeTe GOpMUpPOBaTb Habopbl NpaBua GuabTpaLmumn, co3saBas
HOBble, pefakTUpPys CyLLeCTBYIOLWME NN yAaNAs HEHYXXHble NpaBuaa. MpunoxeHne

OAHO3HAUYHO UAEHTUDULMPYETCA NONHBIM NYTEM K UCNOAHseMoMmy danny. Ana ykasaHus sapa
onepaunoHHou cucteMbl Microsoft Windows (npouecc system, ana Kotoporo HeT
COOTBETCTBYHOLLErO NCNOoNHAEMOro darina) Mcnoib3yetca uMa SYSTEM.

/l\ [na kaxzaov nporpammel MoxeT 6biTb He Hosiee ogHOro Habopa npaBun GuabTpaLK.
M

Ecnv Bbl co3panv 6aokupytoLLee NpaBuao AiA NpoLecca WM yCTaHOBUAN PEXMM
BrokvpoBaTb HemsBeCTHble COeAMHEHMs, @ MOTOM OTKAKUNAN BAoKMpYtoLLlee NPaBuUaAO UK
M3MEHWAN pexmnm paboTbl, 610KMPOBKa HyAeT AeNCTBOBATb A0 MOBTOPHOM MOMbITKA
YCTaHOBWTb COeAVHEHWEe NoC/ae nepe3sarnycka npouecca.

[ns NpUNOXKEHW, KOTOPbIe yXe yAaseHbl C Ballero KOMMboTepa, NpaBuia He yAansoTcs
aBTOMaTU4ecku. Bbl MoXeTe yaanuTb Takve npasBuaa, Bbibpas NyHKT Yaanutb
Hencnosib3yeMble NpaBuia B KOHTEKCTHOM MeHH Crivcka.

MNMpaBuaa ansa NnpuioXKeHUn

Bbl MOXeTe HacTpouTb AOCTYN MPUNOXKEHMA K CETEBLIM pecypcam, a Takxke 3anpetntb Uam
pa3peLwwmnTb 3anyck ApYrmx NPUAoXKeHnn B okHe HoBbIA Habop NpaBua ANA NPUIOXKEHUA
(nnn PepakTtpoBaHue Habopa npaBun).

Ana pocryna K 3Tomy OKHy:

1. OTkpoWTe MeHto NnporpamMmmebl 1 Beibepute NnyHKT LheHTp 6e3onacHocTM.
2. B oTkpbiBLIEMCA OKHe BblibepuTe pasgen ®aunbl U ceTb.

3. Y6eputech, uto Dr.Web paboTtaet B pexxume agMuHmncTpaTopa (3amMOK B HUXKHEN YacTu
({7l
NporpamMmMbl «OTKPbIT» ‘L) B npoTMBHOM cinyyae HaXXMuUTe Ha 3aMOK

4. Haxmute nantky Bpangmayap. OTKpoeTcs OKHO HacTPOeK KOMMOHEHTa.

B pa3aene HacTpoek I'Ipanma AanAa HPVIJ'IO)KEHVIﬁ Ha>XXMuTe U3MeHnTb. OTKpOGTCFI OKHO CO
Cnnckom l'lpVIJ'IO)KeHVIVI, AN1A KOTOpPbIX 3ajaHbl MpaBua.

PyKOBO,ELCTBO nosab3oBaTenda
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¥ Uentp Gezonacoctn > Daitnel u ceTs > Bpangmayap > Mpunoxenna — O X

€ bpanamay3p & O 4

MNpaBuna ana NpPUNOXEHUN

Haﬁopbl npaena ana npmnoermﬁ MNOZEQAAKT KOHTROAWPOEaTE A0CTYN PazAWYHBIX NPOorpamMmM 1M NPOUSCCOE K CETEERIM
PecypCamM, a Takxe pazpellath MK 2anpelllats 3TUM NPUAoKEHMAM 3anyCk ADYTWX NpoUeccoB.

®0® ©)

MpunoxeHwne

e
<
03

Myte

[ Isass.exe ] [v] CAWindows\System32\[sass.exe

~

—
[=a)

PucyHok 48. MpaBuna gna npuno>xeHnmn

6. [ns nepexosa K CO3ZaHNO HOBOro Habopa NpaBua AN PEfAKTUPOBAHNIO CYLLECTBYHOLLETO
HaXXxMuTe KHOFIKy® WAV BbIGEPUTE NPUNOXKEHME N3 CNIUCKA N HAaXXMUTE KHoMKy /. [lns

MOoncCKa HeO6XOAI/IMOFO npaBunia HaXXMUTE KHOTMKY @

Mpwn paboTe bpaHaMay3pa B pexrime 0byyeHus, Bbl MOXETE MHULMNPOBATb CO34aHue
npaBuia HEMOCPEACTBEHHO U3 OKHa OMOBELLEHMUS O MOMbITKE HECAHKLMOHUPOBAHHOIO
NOAKIHOUEHMNS.

3anyck Apyrux npuaoXKeHuni

YT1o6bl paspelmnTb UaK 3anpeTuTb NPUNOKEHMIO 3anycKaTb APYrMe NpuUaoXKeHUs, B
BblMajatoLleM cnucke 3anyck ceTeBbiX NPUIOXKEeHU BbibepuTe:

¢ Pa3peluatb, UTOObI pa3peLllnTb NPUIOXKEHMIO 3aMyckaTb NPOLECChI;
e 3anpewartb, YTOObI 3aNPETUTb MPUIOXKEHUIO 3aNyCkaTb NPOLECCHI;

» He 3agaHo. B 3TOM cnyvae Ha 370 npuaoxeHne byayT pacnpoCTpaHATLCA HACTPOWKM
Bbl6paHHOro pexxvmMa pabotel bpaHamayapa.

AocTtyn K ceTeBbIM pecypcam
1. BoibepuTe pexum focTyna K ceTeBbIM pecypcam:

¢ Paspeluatb Bce — BCe COeAMHEHMA NPUAOXKEHNSA ByayT pa3peLleHsl;

° BI'IOKVIpOBaTI: BCe — BCe COegNHEHNA NMPUSTIOXKEHWA 3anpeLLEHbI;

PyKOBO,CLCTBO nosab3oBaTenda

106



A7

-
g

A
d
A

®daiinbl U ceTb

e He 3apgaHo. B 3TOM ciyyae Ha 3TO NpuaoxeHne byayT pacnpoCcTpaHATbCA HaCTPOMKM
BbIOpaHHOro pexxuma pabotel bpaHamayaspa.

¢ Monb3oBaTeNbCcKUii — B 3TOM pexrMe Bbl MOXeTe co3aaTb Habop npasuma,
pa3peLuaowmx Uav 3anpeLlaroLmnx Te MAn UHble COeAMHEHUN NPUIOXKEHWS.

2. Ecam 6bin BoIbpaH Monb3oBaTenbCcKuim pexxvm A0oCTyna K CeTeBbIM pecypcam, TO HUXe
oTobpasnTtca Tabanua c MHGopmaumen o Habope NpaBua AN AAHHOTO MPUIOXKEHWA.

Mapame OnucaHune
™

BkntoueH CocTosiHue npasuna.
o

[elicTBM  Yka3biBaeT Ha JelcTBUe, BbiNoHAeMoe bpaHamMayapoM npu nonbITke NporpamMmsl
e NOAKNHOUNTLCA K CeTU VIHTepHeT:

o BIIOKMPOBaTb naketbl — 6J'IOKI/IpOBaTb NOMNbITKY NMOAK/NTHOYEHUA;

e PaspeluaTb NakeTbl — Pa3peLLnTb MOAKIHOYEHVE.

Vims HasBaHwue npaBuna.
npasuna

Tun HanpasneHve coegnHeHns:
coefvHe

o onp,nu.l,ee — NpaBnaO NPUMEHAETCA, eCn coegnHeHne NHNLUMNPYETCA N3 CeTU K
nporpamMMe Ha BalleM KOMMbHOTEPE,;

HUA

o Vlcxop,nu.l,ee — NpaBnaO NpUMEHAETCA, eCin coegnHeHne NHNUMMpyeTCA I'IpOFpaMMOI7I
Ha BalleM KOMMbHOTEPE,;

e Jlroboe — npaBuao NPUMEHAETCA BHE 3aBUCMMOCTU OT HanpaB/iEHNA COeANHEHUA.

OnucaHn TMosnb30BaTeNbCKOE OMMUCaHME npaswvna.
e

3. Mpun HeoHX0AMMOCTN OTPeAaKTUPYIMTE NPesyCTaHOBAEHHbIA AN CO3AaliTe HOBbIN Habop
NpaBuA AN NPUNOKEHWS.

4. Ecnv Bbl BbIGpanu cosgaHve HOBOTO UM peaakTMpoBaHue CyLLECTBYHOLLIErO NpaBua,
HaCTPOWUTEe ero NnapameTpbl B OTOHpa3mMBLUEMCA OKHE.

5. Tlo OkOHYaHUK pegakTMpoBaHMa Habopa npaBua HaxxmuTe KHonky OK ana coxpaHeHus
BHECEHHbIX U3MEHEHUWN AN KHOMKY OTMEeHUTb A5 OTKa3a OT U3MEeHeHUN. MIameHeHus,
BHeCeHHble B Habop NpaBun, COXPaHAOTCA NMPU NEPEKIFOYEHMN Ha APYTrOv PEXNUM.

YcTraHoBuTe dnaxkok 3anpawiMBatb NoATBEpXKAEHNE NPU U3MeHeHMn obbekTa
(pekomeHAyeTcA), €CNN Bbl XOTUTE, YTOObI NPU M3MEHEHWUWN AN OBHOBAEHUU NPUNOXKEHWI
AOCTyN K CEeTEBbIM pecypcaM A1 MPUIOXKEHNA 3anpallmBanca 3aHOBO.

HacTtpoika napameTpoB npaBuia

MpaBuna GuabTpaLmUmn peryampyroT ceTeBoe B3anMOoAencTBme NporpaMmmbl ¢ KOHKPETHbIMU
XOCTaMu CeTu.

PyKOBO,ELCTBO nosab3oBaTenda
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COBAaHMe n peaaKkTupoBaHue npaswuia

1. B nyHkTe JocTyn K ceTeBbIM pecypcaM BbibepuTte pexrm Monb3oBaTenbckuii.

2. B okHe PeAaKTVIPOBaHVIe |-|a60pa npaBun HaxkmMmuTe KHOI'IKy@ AnAa ,D,O6aBIIeHVIF| HOBOrIo

npasuvaa nin Bbl6epI/ITe npaBnao U3 CMCKa N HaXXKMUTe KHOI'IKy@,D,ﬂﬂ pefaktmpoBaHnA

npasuia.

3. 3agjaiTe cnegyrowme napamMeTpbl NpaBua:

Mapametp
O6wee

Vima npaBuna
Onucanve

[LelictBre

CocTtosiHme

Twvn coeanHeHuns

BepeHve xypHana

Hacrpoiiku npaBuna

OnucaHue

Nma cosgaBaemoro/pegaktmpyemMoro npasuna.
KpaTtkoe onucaHve npasuna.

Yka3bIiBaeT Ha Ael7|CTBI/Ie, BbINONHAEMOE EpaHAMaprOM npwv NonbeiTke
nporpamMmbl NOAKNHOYUTBCA K CETU MHTepHeTI
o Bnoxupoaa'rb nakeTbl — 6.I'IOKI/IpOBaTb NOnbITKY NOAKNHOYEHNSA;

o Pa3peu.|a'rb nakeTbl — pa3peLwunTb NOAKNHOYEHNE.

CocrosaHve npasumna:

o BistoueHo — npaBuAO NpUMeHsAETCS;

e OTK/IFOYEHO — MPaBWIO BPEMEHHO He MPVMEHAETCA.

HanpaeneHve coesnHeHuna:

o Bxopsuiee — npaBuIO NPUMEHAETCA, €CN COEAMHEHVE VHULMMPYETCS
13 CeTV K MporpamMMe Ha Ballem KOMMbIOTepeE;

¢ Ncxopsuee — npasBuao NpUMEHAETCA, eCIN COeANHEHNe UHNLMMPYeTCs
nNporpamMmMon Ha BalleM KOMMboTepe;

e JIlo6oe — npaBWIO NPUMEHSETCS BHE 3aBUCUMOCTM OT HamnpaB/ieHus
coeanHeHNs.

Pexxm BeAEHNA XypHana:

e BiuiloueHo — pervcTmpoBaTb COObITUSA;

e OTK/IIOYUEHO — He COXpaHATb MHGOPMaLMIO O MpaBsue.

PyKOBO,ELCTBO nosab3oBaTenda

108



14
X
I\

A
g

®daiinbl U ceTb

Mapametp OnucaHue

MpoTokon MpOTOKObI CETEBOTO M TPAHCMOPTHOTO YPOBHS, MO KOTOPbIM
OCYLLECTBIAETCS MOAKIHOUEHVE.

Moasep>kmBatoTCs cnefyroLme NPOTOKOIbl CETEBOrO YPOBHS:

o |Pv4;

o |Pv6;

e IP all — npoTokon IP nro6oti Bepcum.

Moasep>kmBatoTCs cnesyrollme NPOTOKOJIbl TPAHCMOPTHOMO YPOBHS:
e TCP;

e UDP;

TCP & UDP — npotokon TCP nan UDP;

e RAW.

JNlokanbHbIVi agpec/YaaneHH IP-agpec yaganeHHOro XocTa, y4acTBYHOLLErO B MOAKIFOYEHNN. Bbl MoXeTe
bl agpec yKa3blBaTb Kak KOHKPETHbIN agpec (PaBeH), Tak 1 gvana3oH agpecos (B
AvanasoHe), a Takxke Macky KOHKpeTHon noacet (Macka) uam macku Bcex
noAceTei, B KOTOPbIX Ball KOMMbIOTEP MMEET CETEBON aspec
(MY_NETWORK).
YT06bI 3a4aTb NPaBUIO ANS BCEX XOCTOB, Bbibepute BapuaHT JIto60iA.

JNlokanbHbIVi NopT/YaaneHHsl opT, N0 KOTOPOMY OCYLLECTBASETCA NMOAKIOUYEHME. Bbl MOXeTe yka3biBaTb
M nopt Kak KOHKpeTHbI nopT (PaBeH), Tak 1 Avana3oH noptos (B gnanasoHe).

YT06bl 3a4aTb NpaBUIO ANs BCEX MOPTOB, BbibepuTe BapuaHT JIo60M.
4. Haxmute kHonky OK.

MapameTpbl ana cetTen

®OuabTpaums Ha ypoBHE NMakeToB NO3BOASAET KOHTPOIMPOBATL AOCTYN K CETV BHE 3aBUCUMOCTM
OT NpOrpamMm, MHULUUPYOLWMX NoAKItoUeHMe. [paBraa NPUMEHSHOTCS KO BCEM CETEBbIM
nakeTam onpezeneHHOro Tuna, KoTopble NepesaroTcs Yepes OAuH U3 CETEBbLIX MHTEPhencoB
BalLEro KOMMboTepa.

[AaHHbIV BUA GUabTpaumnmn npesocTaBaseT BaM obLmMe MexaHU3Mbl KOHTPOAS, B OTANYME OT

anpraumm Ha YpOBHE I'IQI/IJ'IO)KeHI/II\/II.

PunbTp NakeToB

B okHe CeTb Bbl MOXeTe 3asaTb Habop NpaBua GuabTpaLMKM NAKETOB, MepesaroLLnXCs Yepes
onpeaeneHHbI nHTepbeNnc.

PyKOBO,CLCTBO nosab3oBaTenda

109



A7

-
g

A
d
A

®daiinbl U ceTb

Ana pocryna K 3Tomy OKHy:

1. OTKpoWTe MeHIO Nporpammbl 1 BeibepuTe NyHKT LieHTp 6e3onacHocTL.
2. B oTkpbiBWEMCA OkHe BbibepuTe pa3gen ®anbl U CeTb.

3. Y6eautecsb, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMoK B HUXKHEN YacTu
(il il
NporpaMMbl «OTKPbIT» ). B NpOTMBHOM C/lydae Ha>XXMUTe Ha 3aMOK .

4. Haxmute nantky Bpanamayap. OTKpoeTcsi OKHO HaCTPOeK KOMMOHEHTA.
Packpolite rpynny J,lononHUTeNbHblE€ HACTPOMKM.

6. B pa3gene HacTpoek MapameTpbl paboTbl ANA U3BECTHbIX ceTel Haxmute UsMmeHUTb.
OTKpOEeTCS OKHO CO CMIUCKOM CeTEBbIX MHTEPPENCOB, A1 KOTOPbIX 3aZaHbl NpaBmaa.

®F Lentp BezonacrocTu > Daiinel u cets > Bpangmaysp > Cets - O X
¢ bpaHamaysp & O 4
CeTb

Bel moxeTe NOCMOTPETE W MIMEHWTE CYLILECTEYHOILLIWE Haﬁopbl npaenn ¢HJ‘IthEL|,HH MAKeToE, a Takke noBaenTs
HOEBIE,

HaGopel npaewa...

YKaxnTe, Kakoi Habop nNpaeun GWAETRAUWK NPWUMEHATE AA NAKETOE, MepeaaralLMXCA epes onpedeneHHsld ceTesoi

MHTepdedc.
CeTeeol uHTepdeic Anantep Habop npaewnn
[ Ethernet Intel{R) PRO/1000 MT Desktop Adap... Default Rule v

5
(=a)
s

PucyHok 49. Habopbl npaBun ana ceteBbIX MHTEP¢ENCcoB
7. Hangute B cnucke MHTEpPeCyoLWmMin Bac MHTepdenc n conoctaBbTe €My COOTBETCTBYHOLLMI
Habop npaswma. Ecam nogxoaawmii Habop NpaBua OTCYTCTBYET B CNUCKE, CO34aNTe ero.

BpaHaMay3p NocTaBAseTcs CO CAeAyrOLLMMU NpesyCcTaHOBIEHHbIMW HabopamMu NpaBu:

e Default Rule — npaBuna, onuceiBarowwme Hanbonee YacTo BCTpeUaroLLmecs KoOHGUrypaumnm
CeTU 1 pacnpocTpaHeHHble aTakn (MCNONb3YeTCs MO YMONUYAHUIO /1 BCEX HOBbIX

NHTEPbENCOB);

e Allow All — Bce nakeTbl NpoNycKaroTCH;

e Block All — Bce nakeTbl 610kMpyroTCA.

Ana yno6cTBa MCNOB30BaHMUA N BBICTPOrO NEPeKNOUEHUA MEXAY pexxuMamMn GuabTpaLmm
Bbl MOXeTe 3aJaTb JONOAHNTENbHbIE HABOPbL NPaBUJI.

PyKOBO,CLCTBO nosab3oBaTenda
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[ns TOoro utobbl YBUAETL BCE AOCTYMHbIE NHTEPdENChl AN 206aBUTb B TabANLY HOBbIN

NHTEPPENC, HaXXMUTE KHOMKY @ B oTKpbIBLLIEMCA OKHE Bbl MOXeTe yKa3aTb, Kakme
NHTepdencol JOMKHbI Bcerga oTobpaxkatbca B Tabanue. AKTMBHbIe MHTepdenchl byayT
oTobpaxatbca B Tabanue aBTOMaTMUECKM.

HeakTnBHble ceTeBble MHTEPPENCbl MOXHO YAannTb U3 0TObpaXkaemMor TabanLbl, HaxaB

KHOMKY .

[ns npocMoTpa NapameTpoB CeTeBOro nHTepderica HaxXMuTe Ha ero HasBaHue.

Hactpoiiku naketHoro ¢punbtpa

Ana ynpaBneHuns cywecTeyowmmm Habopamm npaBua 1 job6aBieHNA HOBbIX NepenanTe B
okHo Hactpoiiku nakeTHoro ¢punbTpa, Haxkas kHonky Ha6opbl npaBua.

€ bpaH
Cer

L]

HOBBI

Ha

Yicamy
MHTER

¥ Uentp BezonacHoctu > Dainel u cete > Bpangmaysp > Cets

Hactpoiku naketHoro ¢punbTpa

®

Mo ymonuaHmio | WVma

[ ) Default Rule
Allow All

Block All

¥| BrnouwTe AWHAMWYeCKyHD qJIr'IJ'IthEL],HIO NakKeToe

+| QBpabateieate GparMeHTHpoBaHHBIE IP-nakeTsl

OK ‘ | OTMEHWTE

PucyHok 50. OkHo Hactpoiikn nakeTHoro ¢puabrpa

Ha sTomn CTpaHWLEe Bbl MOXETE!

e dopmMupoBate Habopbl NpaBua GUabTPaLMK, CO34aBas HOBbIE, PeAaKTUPYs CYyLLeCTBYOLME
VAN yaanss HEHY>XKHble NpaBuna;

® 33/laBaTb AOMOJIHATEJIbHbIE NMAapPaMeTPbI (I)I/I.I'IpraLI,VIVI.

PyKOBO,CLCTBO nosab3oBaTenda
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dopmupoBaHue Habopa npasun
Ans dbopmupoBaHus Habopa npaBu BbINOJHUTE OLHO W3 CAeAyHLWNIA AeACTBUIA:

e yTO6bI CO3saTb HAbOpP NpaBuUA ANS CETEBOrO MHTEPdENca, HaxXMuTe @;

e YTOObI OTPEAAKTMPOBATL CYLLECTBYHOWMI Habop NpaBuAa, BbibepuTe ero B Crnucke u

HaxXmute 2/

e yTO6bI 4O0OABUTL KOMUIO CyLLLECTBYIOLLEro Habopa NpaBua, HaxxMuTe . Konus
fobaBnseTca nog BblIbpaHHbIM Habopowm;

e UTOObI YAaNNTL BbIOPaHHbIN HabOP NpaBuA, HaXkMKTe .

AOHOHHMTeﬂbeIe Hacrpoﬁ Kn

YT106bI 33aTb AONONHUTENbHbIE HACTPOWNKM GUABTPaLMK NakeToB, B OkHe HacTpoiiku
nakeTHoro ¢puabTpa yCTaHOBUTE ceaytoLime GaaxKu:

®dnaxkok OnucaHue
Brntountb YctaHoBwMTE 3TOT PAaxKok, YTobbl yunthiBaTh NPU GUAbTPaLMM coctosiHne TCP-
AVHAMUYeCKyH COefMHEeHNA 1 NporycKaTb TONIbKO Te MakeTbl, COAEPXKMMOE KOTOPbIX

bUNbTPaLMIO MAaKeTOB  COOTBETCTBYET TEKyLLEMY COCTOSHUIO. B TakoM cilydae BCe nakeTsl,
nepesaBaemble B paMKax COeJMHEHUs, HO He COOTBETCTBYHOLLME CrielmduKaLmn
npoTokosa, 6J10KNPYHOTCSA. ITOT MEXaHW3M MO3BOJSET Jlyylle 3aLLWUTUTb BaLll
KoMnbtoTep oT DoS-aTtak (0Tka3 B 06CNy>KMBaHWM), CKAHUPOBAHKSA PECYPCOB,
BHEAPEHMs JaHHbIX U APYr1X 3J0HaMePEHHbIX OnepaLuii.

Takke pekoMeHAyeTca yCTaHaBAMBaATL 3TOT GIaXKOK MPW UCMOb30BaHUM
NMPOTOKOJIOB CO CNOXHBIMW anroputMamu nepegaun ganHbix (FTP, SIP n 1. n.).

CHuMUTE 3TOT daxok, YTobbl GUAbTPOBaTL MakeTbl 6e3 yyeTa TCP-

COeMHEHWIA.
ObpabaTtbiBaTh YctaHoBUTe 3TOT Giaxkok, UToHbl KOppPeKTHO obpabaTbiBaTh Nepesavy
dparmeHTMpoBaHHble IP 6osblnx 06beMOB faHHbIX. PazaMmep MakcumanbHoro naketa (MTU —
nakeTbl Maximum Transmission Unit) 2ns pasHbIX ceTell MOXeT BapbUpPOBaTbCS,

noaToMy yacTb IP-nakeToB Npu nepesaye MoxeT 6biTb pa3buta Ha HECKOJIbKO
dparmeHTOB. MNpK UCNONB30BaHUM JAHHOM OMNLUMK KO BCEM (parMeHTapHbIM
nakeTam NPUMEHSeTCA OZHO W TO e AeNiCTBMe, NpeAyCMOTPEeHHOe npaBuaamMm
dunbTpaumm A4na roNoBHOrO (MepBOro) nakeTa.

CHumuTe 3TOT ¢na>|<0|<, yTOObI O6pa6aTbIBaTb BC€ NMakeTbl MO OTAE/IbHOCTU.

Haxxmute kHonky OK ans coxpaHeHMs BHECEHHbIX U3MEHEHWUI UAN KHOMKY OTMEeHUTb A5
BbIXOZa N3 OkHa 6e3 coxpaHeHUs U3MEHEHWNA.

B okHe PegakTupoBaHue Habopa npaBua oTobpakaeTcs CUCOK NpaBua GuabTpaLmnm
nakeToB, BXOAALLMX B KOHKPETHbIW Habop. Bbl MoxeTe popmMupoBath cnmcok, Jobaenss

PyKOBO,CLCTBO nosab3oBaTenda
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HOBbIE UIW pesakTUpys CyLLeCTBYOLLME NpaBmaa GuabTpaymm, a Takke N3MeHAA NOPALOK UX
BbINONHEHWA. [paBuia NPYMEHAIOTCA MOCNeA0BaTENbHO, COTIaCHO OYePESHOCTU B CNMUCKE.

Default Rule

®

¥ Pepaktuposanme nabopa npaewn Default Rule x

©

BrntoueHo [fercteme Wima npaswna HanpaeneHwe BegeHwe xypHana OnucaHue

v Pazpelwats naketsl EAPol : Authenticate... =4 OTraoueHo Allows to authentica...

v PazpeluaTs NakeTsl PPPoE : Discovery St... a OTknraueHo Allows PPPoE Discov...

v Pazpelwats naketsl PPPoE : Session Stage =4 OTkaoueHo Allows PPPoE Sessi..

v PazpeluaTs NakeTsl GRE : Allow to establ... a OTknraueHo Allows to establish V...

v Pazpelwats naketsl ICMPv4 : Ping other... -2 OTkntoueHo ICMPv4 : Ping other...

v Pazpelwats Naketsl ICMPv4 : Ping other... € OTknraueHo ICMPv4 : Ping other...

v Pazpeluats naketsl ICMPv4 : Traceroute... <« OTkntoueHo ICMPv4 : Traceroute...

v PaznellaTs nakeTk ICMPwd = Destinati.. L OrkasueHn ICMPwd = Destinati... S

OTMEHNTE @

PucyHok 51. Habop npaBun ¢punbTpauum naketos

,ﬂ'flﬂ Ka>a0ro npasunna B CNucke npeaoctaBndaeTca cnejyrolian KpaTka I/IHCI)OpMaLI,MFll

Mapametp
BrkntoueHo

[JelictBre

Vima npasuna

HanpasneHwve

BeaeHne
>XypHana

OnucaHue
CocTtosiHve npaBuna.

Yka3blBaeT Ha ZeNcTBure, BbiNnosHseMoe bpaHamayspom npu o6paboTke naketa:

o BIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb NnakeT;

o Pa3peu.|a1'b nakKeTbl — rnepejatb naker.

Vima npasuna.

HanpasneHve coegnHeHus:

o € — NpaBuvaO NPUMEHAETCA, eCa NakeT NPUHNMaeTCa U3 ceTy;

o > npasuao NpUMeEHAETCA, eC/IN NakeT OTNpaBAAeTCAa C Ballero KoMnbHoTepa,;
x4
o — nNpaBuvao NpUMeEHAETCA BHE 3aBUCMMOCTU OT HanpaBaeHNA COeANHEHNA.

Pexxum pernctpaumm cobbITiA. YkasbiBaeT Ha To, kakas MHGOpMaLws AosKHa 6bITb
3aHeceHa B XXypHan:

e TosbKO 3aro/IOBKU — 3aHOCUTb B >KypHan TONIbKO 3aroJIoBKU NakeTos;

e Becb naker — 3aHoCUTb B KypHan naketbl LeANKOM;

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue

e OTK/IIOUEHO — He COXPaHATb MHPOPMALMIO O nakeTe.

Onucanve KpaTKOE onncaHne npasuna.

PEAaKTVIpOBaHVIe n cos3gaHue Ha60pa npasun

1.
2.

I'Ipm HeO6XOAMMOCTI/I 3a,a,a|71Te nMa NaAn N3AMEHNTE UMA Ha6opa npasun.

Cosgalite npaBuaa GuAbTPaLUK, UCNONb3YA CesytoLmMe ONUNK:

e yTO6bI L06aBUTL HOBOE MPABWIO, HAXMUTE @ MpaBuao fobaBiseTcs B Hayaio CrNCKa;
e yTOObI OTPEAAKTMPOBATL BbIGPAHHOE MPABUAO, HAXMUTE @;

e yTO6bI 106aBUTH KOMUIO BEIGPAHHOIO NpaBuaa, HaXKMUTE KHOMKY . Konus
nobaenseTcsa nepes BbIbpaHHbIM MPaBUIOM;

e YTOObI Y4aIUTb Bbl6paHHO€ npaBnao, HaXXMunTe ,'

e UTOObI HANTK HeO6XOAVIMoe npaBnno B CMMCKe, HaXXMUTe @

Ecnn Bbl Bbibpanv co3gaHne HOBOrO UM pesakTMpPOBaHME CyLLLECTBYHOLLErO NpaBmaa,
HaCTPOWTE ero NnapamMeTpsbl.

cnonb3yiTte cTpenouku cnpasa OT Cnuncka, YTobbl onpesennTb NopsA0K BbIMOJHEHUS
npasuA. lNpaBuaa BbIMOAHAKTCA NOCAe40BaTe/bHO, COrNaCHO OYepPeAHOCTN B CMUCKE.

[To OKOH4YaHUNK peaakTMpoBaHMA CnUCKa HaXXMUTE KHOMKY OK ANA COXpaHEeHMA BHECEHHDbIX
N3MEHEeHUN nn KHOMKY OTMeHUTDb AnAa OTKa3a OoT N3MEHEHWN.

f E Te nakeTtbl, ANA KOTOPbIX HET NMpaBW B Ha6ope, daBTOMaTn4eCkn 6}10KI/IpyFOTCF|. VcknroueHuns
S COCTaBJIAKOT T€ MNMaKeTbl, KOTOPbIE pa3peLlaoTCca rnpaBuiamMmn B <Dvu1pre I'IQI/IJ'IO)KGHI/IVI.

D o6aBneHne nnn pegakTtupoBaHue npasuna GpunbTpaLmm

1.

B okHe pegakTMpoBaHMa Habopa npaBua As NakKeTHOro GUAbTPa HaXMUTe KHonKy®

WU KHOMKY @ OTKpoeTca OKHO CO3JaHnA UK peAakTMPOBaHWA NpaBuIa NakeTHOM
dunbTpaLmn.

PyKOBO,ELCTBO nosab3oBaTenda
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¥ dobaeute nakeTHoE Npasnno x

Wima npaewna: Hoswiii HaBop npaemn

Onucanwue: OnwucaHwe npaewna

[eiicreme: PazpellaTs NakeTsl v
Hanpaenexwe: BxoaAawee v
BeneHwe xypHana: OTKAOYeHo w

Kputepun punbTpaunm

Bl moxeTe A0BGaBNTE KpUTEpWK QUABTPALMA K 3TOMY NPaBMY.

JoGaEuUTE KPMTEPHIA... ‘

oK ‘ ‘ OTMEHWTE @

PucyHok 52. lo6aBneHne npaBuna punbTpanum

2. 3apaiiTe cnegytolime napamMmeTpbl NpaBuaa:

Mapametp OnucaHue

Nmsa npaBuna Nmsa cozpaBaemMoro/pegaktmpyemMoro npasuna.

OnvcaHwve KpaTtkoe onucaHue npaswna.

[JelictBre Yka3blBaeT Ha ZeicTBure, BbinoaHseMoe bpaHamayspom npu obpaboTke
nakeTa:

o BIIOKVIPOBaTb nakeTbl — 6J'IOKVIpOBaTb NnakeT;

e PaspelwaTtb nakeTbl — nepejatb naker.
HanpasneHve HanpasneHve coegnHeHus:

o BXOAﬂLI.I,ee — NpaBnaO NPUMEHAETCA, eCN NakeT NPpUHNMaeTCca U3 ceTy;

o MCXOAﬂLI.I,ee — NpaBnaO NPUMEHAETCA, eCIN NakKeT OTnpaBadaeTca C Ballero
KOMMNbHOTEPA,;

e Jlo6oe — npaBuao NPpUMEHAETCA BHE 3aBUCMMOCTM OT HalnpaBJieHUA
coeanHeHuA.

BeseHue xypHana Pexxum pernctpaumm cobbITUin. YkasbiBaeT Ha TO, Kakas MHbopMaLmsa fOKHa
6bITb 3aHECEeHa B XXypHa:

e Becb naker — 3aHoCUTb B >KypHan nakeTbl UeNVKOM;

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp OnucaHue

e TosbKO 3aro/IOBKU — 3aHOCUTb B >KypPHana TO0JibKO 3aroJIOBKM NakeToBs;

e OTK/IFOUEHO — He COXPaHATb MHPOPMALIMIO O MakeTe.

3. Mpw HeobxoaMMOCTN f06aBbTE KPUTEPUIA GUABTPALUK, HaNPUMep, TPAHCMOPTHbIN UK
ceTeBOM NMPOTOKOJ, HaxaB kHoMky [lo6aBuTb kputepmin. OTkpoeTca okHO [lo6aBuUTb
KpuTepuit punbTpaLmm:

¥ dobaeute nakeTHoE Npasnno x
Winms npaewnna:
X
Onw| -
[JobaBuTb KpuTepui GpuabTpaumm
e
BribepuTte KpWUTepMiA
rialy 1Pvd h
Beag NokansHeld IP-agpec Tiobaii v
Kpl YaanenHsli IP-aapec MaBoii v
Brl §
i
oK ‘ ‘ OTMeHNTE ®
1T 1
OK OTMEHNTE

PucyHok 53. lo6aBneHune kputepua punbTpaLum

Bbibepute Hy>XXHbIV KpUTEpPUI B BbiNajaroLemM crnvcke. B 3Tom >e okHe Bbl MOXeTe
HaCcTpouTb NapamMeTpbl 414 BbIbpaHHOro KpuTepusa. Bol MmoxeTe gobasuTtb Atoboe
Heobxoanmoe KonnyecTso kputepues. Mpu 3TOM, UTObbI AercTBUE U3 NpaBuaa Hbin0
MPUMEHEHO K MakeTy, MakeT JO/KEH COOTBETCTBOBATb BCEM KpUTepUAM npasuna.

[na HeKoTOpPbIX 3aroJIOBKOB JOCTYMHbI AONOJHUTEbHbIE KpUTEepuu GuabTpauunu. Bee
AobaBneHHble KpUTEPUM OTOBPaXKaroTCA B OKHE pefakTMpPOBaHWA NakeTHOro npasuia u
AOCTYMHbI 418 peAaKTUpOBaHUA.

4. 1o oKOHYaHWUn pefakTMpoBaHNA HaXKMUTE KHOTMKY OK ANnAa COXpaHeHMA BHECEHHDbIX
N3MEHEHUM NN KHOMKY OTMeHUTb ANA BblXOJa M3 OKHa be3 COXpaHeHuA N3MEHEHUN.

ii Ecav Bbl He go6aBuTe HY OZHOTO KpuTepus GUabTPaLMK, TO JaHHOe NpaBwio byaeT
: pa3pellaTb Wan 610KMpPOBaTh BCe MakeTbl (B 3aBUCMMOCTY OT HAaCTPOVKM B nosie [lelicTBue).

PyKOBO,ELCTBO nosab3oBaTenda
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Ecav B JaHHOM npasuse BHyTpW 3aronoska IPv4 ans napametpos JlokanbHbiv IP-appec v
YnaneHHbit IP-aapec ykazaTtb 3HaueHume JIroboi, npaBuno cpabotaet ana ntoboro nakera,
cofep>kalero 3aronoBok |IPv4 n otnpaBaeHHOro ¢ GmM3nyeckoro agpeca JokajibHoro
KOMMbloTepa.

10.5. NpoBepka komMmnbloTEpa

AHTMBUPYCHasa NpoBepka KOMMbIOTePa OCyLLeCTBAfeTCA KOMNOHeHTOM CkaHep. CkaHep
npoBepseT 3arpy304Hble CeKTopa, NaMaTb, a Takke OTAe/IbHble Ppalbl N 06bekTbl B cCOCTaBe
CNOXHbIX CTPYKTYP (apX1Bbl, KOHTEMHEPbI, 31EKTPOHHbIE MMCbMa C BAOXeHUAMM). poBepka
NPOW3BOANTCA C UCMOJIb30OBaHNEM BCeX METOA0B 0OHapy>KeHWA yrpos.

Mpwn obHapy>keHUN BpesoHOCHOro obbekTa CkaHep TONbLKO NpeaynpexaaeT Bac 06 yrpose.
OtueT 0 pe3ynbTaTax NPOBEPKM NPUBOAUTCA B TabauLe, rae Bbl MOXeTe Bbibpath
Heobxoanmoe aercTBre aAns 06paboTkn obHapy>KEHHOro BPeLOHOCHOrO Nan
NoAO3PUTENIbHOrO 06beKTa. Bbl MOXeTe MPUMEHUTb AECTBUS MO YMOAYAHUIO KO BCEM
OBHapy>XeHHbIM yrpo3am unau BbibpaTb HEOOXOAMMbIA MeToh 06PaboTKM ANs OTAENbHbIX
061beKTOoB.

[leNcTBNA MO YMONYAHUIO ABAAIOTCA ONTUMaAbHbIMU B 6ONbLUMHCTBE CyYaeB, HO Npu
HEOOXOAMMOCTM Bbl MOXETE N3MEHUTb UX B OKHE HaCTPOWKM NapamMeTpoB paboThbl
komnoHeHTa CkaHep. Ecan gerictBue ans oTaenbHOro obbekta Bbl MOXeTe BbibpaTth Mo
OKOHYaHWW NPoBepKM, TO 0bLLMe HAaCTPOMKM MO 06e3BPEXMBAHNIO KOHKPETHbIX TUMOB Yrpo3
HeobxoAnMO 3aZaBaTb A0 Hayana NPoOBEpPKU.

CM. Takxke:

° I'Iapalvleprl NPOBEPKN gpa|7|ﬂos

e 3anyck 1 pexxMMbl NPOBEPKM
e Obe3BpexvBaHMe obHapPY>XEeHHbIX YVIDO3

10.5.1. 3anyck n pe>xumMbl NpPOBEpPKN
3anyck npoBepku ¢pannos

| Mpu paboTe NoA ynpaBaeHvem onepaLyoHHbix cuctem Windows Vista n 6onee no3gHmx

A CkaHep pekoMeHAyeTcs 3amyckaTb C NMpaBaMu agMyHUCTpaTopa. B npoTueBHOM ciyyae Te
balnbl 1 Nanky, K KOTOPbIM MoJib30BaTeNb 63 NpaB agMUHUCTPaTOpa He MMeeT JocTyna (B
TOM YWCNE U CUCTEMHBIE Mankw), He ByAyT MPOBEPEHBI.

1. OTKpoOWTe MeHto nporpamMmebl U Beibepute NnyHKT LheHTp 6e3onacHocTM.

2. B oTkpbiBWEMCS OkHe BbibepuTe pa3gen Painbl U cetb, 3aTem CKaHep.

PyKOBO,CLCTBO nosab3oBaTenda
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ii Takke Bbl MOXeTe 3anyCTUTb NPOBEPKY dainoBs, packpbie B MeHto Myck rpynny Dr.Web u
BblbpaB nyHkT CkaHep Dr.Web.

3. Bbibepute HEOHBXOAMMbBIA PEXMM NPOBEPKN:

e NyHKT BbibopouHasn, 4tTobbl NPOBEPUTL TO/ILKO YKa3aHHble BaMun o6bekTbl. OTkpoeTca
OKHO Bblbopa dannoB ana nposepkn CkaHepowm;

e NyHKT BbicTpas, uTo6bl NPOBEPUTL TONLKO KpUTUYeckne obaactn Windows;

¢ nyHKT MonHas, uTobbl NPOBEPUTL BCE Paitsbl.

%# Cranep Dr.Web - O ®

Q CkaHep

BribepuTe peximm NpoEepKn

q BbicTpas

Mpoeepka kpuTHueckx obnacreld Windows

] MNonnas
anIEIEpKEI BCEX dJaﬁJ'ICIEI Ha AOTHMYeCKMX AWMCKaX M CeeMHBIX HOCUTENAX
gf Bbibopou4Has

Mpoeepka oTAEABHBX OOLEKTOE

BribepuTe gefcTEWME NOCIE AEEPLUEHWA TEKYLLER NPOEPKK

PucyHok 54. Bbibop pexxmma npoBepku

Taioke Bbl MOXeTe BblbpaTh AeNCcTBME NOC/e TeKyLero npoLecca CkaHMpoBaHuMs. 37O
LeCTBME He 3aBUCUT OT BblIBpaHHOro B HacTpolkax CkaHepa v He BAUAET Ha obue
HaCTPOWKM.

4. HauHeTcs npouecc npoBepku. YTobbl NpMOCTaHOBUTL NPOBEPKY, HaxkmmnTe KHonky Maysa,
YTOObl MONHOCTHO OCTAHOBUTL MPOBEPKY, HaXMUTe KHoMKy Cron.

/|\ KHonka Maysa HeZocCTynHa BO BpeMsi MPOBEPKU OMepaTvBHOM NaMsAT! U MPOLIECCOB.
)

Ecam BO BpeMA NMpOBEPKN KOMIMbHOTEP 6yAET BbIK/IFOYEH, NMPOBEPKa BO306HOBUTCA Mocsie
BKHOYEHUA.

Mo okoHuaHWK npoBepkn CkaHep NHGOPMUMpPYeT Bac 06 OBHapPY>KEHHbIX yrpo3ax U
npeanaraet nx obe3BpeanTsb.

PyKOBO,CLCTBO nosab3oBaTenda
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MNpoBepka oraenbHoro ¢aiina uam Karanora

YT06bI NPOBEPUTL KOHKPETHBIW dalin AN KaTanor, BbI3OBUTE KOHTEKCTHOE MEHIO HaXaTneMm
NpPaBoOW KHOMKX MbILWIN MO UMeHW palina nam katanora (Ha pabouyem cTosie Uau B NPOBOJHMUKE
onepauynoHHou cuctembl Windows) n Beibepute nyHkT MpoBeputb Dr.Web. [Mposepka 6yzet
BbIMOJIHEHA COTNAaCHO HAaCTPOMKaM MO YMOYaHUIO.

OnucaHne peXXMmoB NPoBepPKU

Pe>xum nposepku OnucaHue

BbbicTpas npoBepka B faHHOM pexxnMe NpoBepAroTCa:

e 3arpy3ouyHble CeKTopa BCeX AWCKOB;
e ornepaTuBHasa NamaATh;

e KOpHeBasd Marka 3arpy3o4Horo Aucka;
e cuctemHas nanka Windows;

e nanka Mown [lokymeHTbI;

e BpeMeHHble palinbl;

e TOUKV BOCCTaHOBJIEHMA CUCTEMDI

e Hanuume PyTKUTOB (EC/AM NPOLECC NPOBEPKM 3anyLlleH OT MMeHM
aAMUHUCTPaTOpa).

f|§ ApXVBbl 1 NOYTOBbIE Paiibl B 3TOM pexumMe He
: npoBepsAroTCA.

Monnas nposepka B AAaHHOM pe>Xume npon3BoAUTCA MOJIHAA NPOBEpPKa OI'IepaTI/IBHOI7I
naMAaATn N BCEX XECTKMUX ANCKOB (Brkntovas 3arpy3ouyHbie CeKTOpr), a TakKxke
ocyLectBadAeTCa NpoBeEPKa Ha Hanvne pyTknUToB.

Bbi6opouHas npoeepka B faHHOM pexxviMe MoryT 6biTb NPpOBepeHbI Atobble Gaiibl 1 Nanky, a
Takke Takve 06beKTbl, KaK OnepaTvMBHas NamsTb, 3arpy304UHble CEKTOPbI U

T. M. YTO6HbI AO6aBI/1Tb 06BbEKTbI B CNNCOK NPOBEPKK, HAXKMUTE KHOMKY .

10.5.2. O6e3BpexxnBaHne o6Hapy>KeHHbIX Yyrpo3

Mo okoHuaHWK npoBepkn CkaHep MHGOPMUMpPYET BaC 06 OOBHaPY>KEHHbIX Yyrpo3ax U
npeanaraet nx obe3BpeanTb.

ii Ecnun B HacTporikax CkaHepa Dr.Web Bbl Bbibpanu nyHkT O6e3Bpeantb o6Hapy>keHHble
: yrposbl Ana Hactpoiikv Mocne 3aBeplueHNs NpoBepKun, To 0b6e3BpexmBaHue yrpos byser
npou3BeAeHO aBTOMaTUYECKM.

PyKOBO,CLCTBO nosab3oBaTenda
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%7 BuifopoyHan NpoEepKa saBEpLUEHE — O X

« CKaHep

I'Iposeplca 3aBeplUeHa
[MpoeepeHo obbekTor: 2636 OfHapyxeHo yrpoz: 1 ObezepexeHo yrpoz: 0

HacroaTensHo pekoMmeHayem HemeaneHHo oBezBpeanTs BCe YTpossl
Ckanep Dr.Web npumeHWT AeACTEWMA COTASCHO HACTPOMKaM.

—

ObbekT ¥rpoza Hericteme MyTe

+ ApxMBBI 1 MepemectuTe hd

-a)

PucyHok 55. Bbibop aeiAcTBMA NO OKOHYaHUWN NPOBEPKU

Tabaunua c pesynbTaTaM NPOBEPKN COAEPXKUT CEAYIOLLYHO MHDOPMaLMO:

Cronben, OnucaHue

Ob6bexT B 3ToM cTON6Ue ykazaHO HavMMeHOBaHWMe 3apa>keHHOro WK NOAO3PUTENLHOTO
obbekTa (MMsA dalina — ecam 3apaxeH dann, Boot sector B cnyuae 3apakeHHOro
3arpy3souHoro cektopa, Master Boot Record B ciyyae 3apaxeHHoro MBR >xectkoro
ANCKa).

Yrpo3za B 3ToM cTON16UE yKa3aHO HanMMeHOBaHWe BMpYca UAM MoavbUKaLMm BUDYCa MO
BHyTpeHHel knaccudukaumm «Joktop Beb». g noso3putenbHbIXx 06beKTOB
YKa3bIBaeTCH, YTO 0HBEKT «BO3MOXHO, MHOULMPOBAH» 1 yKa3bIBae€TCA TUNM
BO3MOXHOTIO BMpYCa Mo knaccuburkaLmm 3BpUCTMUECKOro aHaamsatopa.

[Lewncteure B 3ToM cTOn6Ue ykazaHo AeincTBMe 418 HaMAEHHOW Yyrpo3bl COTIaCHO HaCTPONKaM
CkaHepa. Haxmute Ha CTpenouky Ha 3TOl KHOTMKe, YTo6bl 3asaTh AeNcTBrE 414

BbIOpaHHOM yrpo3bl.

MyTb B 3TOM cTO16LE YKa3aH MOJHLIA MyTb K COOTBETCTBYOLLEMY daiiny.

O6e3BpexuBaHMne Bcex yrpos B Tabauue

Ansa Kaxaom yrpo3bl yka3aHo AeCTBUE cornacHo Hactpoiikam CkaHepa. YTobbl 06e3BpeanThb
BCE Yrpo3bl, MPUMEHAA YKa3aHHble B TabanLe JercTBUsA, HaxxMute kHonky O6es3BpeauTs.

Bbl Takoke MOXeTe M3MeHUTb yKa3aHHOE AeVICTBMe B Ta6n|/1u,e ANA Yyrpo3bl. ,ﬂ'J'IFI 3TOro:

PyKOBO,CLCTBO nosab3oBaTenda
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1. BbibepuTe 06BEKT MK rpynny 06beKTOB.
2. B none [leiicTBMe B BbiNajaroLLeM Crncke BbibepunTe Heobxoanmoe aencTame.

3. HaxmuTte kHonky O6e3BpeauTtnb. [1pu 3ToM CkaHep HauHeT oH6e3BpexXMBaHNE BCEX YTPO3 B
Tabanue.

O6e3BpexxuBaHue Bbl6paHHbIX Yyrpo3
Bbl Takoke moxeTe O6€3BpeAMTb Bbl6paHHbIe Yrpo3bl OTAE/IbHO. ,ﬂ,ﬂf—l 3TOro:

1. BbibepuTe 06BEKT, HECKO/IbKO 06BEKTOB (yAep>kmBasa HaxaTtoun knasuwy CTRL) nawn rpynny
061BeKTOB.

2. OTKpOWTe KOHTEKCTHOE MEHIO U Bblibepute Heobxoanmoe aerictBue. CkaHep HauHeT
obe3BpexunBaHme TONbKO BbIOpaHHOW yrpo3bl (yrpos).

OrpaHuueHus
CyLecTBYIOT CeayroLme orpaHnyeHuns:

® JleHyeHNe No403PUTENIbHbIX 061BbEKTOB HEBO3MOXHO,

e nepemeLLeHne Ui yaaneHne ob6beKToB, He ABAAOWNXCA darinamum (Hanpumep,
3arpy304HblX CEKTOPOB), HEBO3MOXHO;

e t0Oble AENCTBUA ANS OTAEbHbIX GaliNloB BHYTPU apXMBOB, YCTAHOBOUHbIX NMaKeTOB W/N B
COCTaBe NMUCEM HEBO3MOXHbI — AENCTBME B TaKMX C/ydasx MPUMEHSETCA TObKO KO BCEMY
00BbEKTY LieIMKOM.

Otuer 0 paborte CkaHepa

MNoapobHbI 0TYeT 0 paboTe NporpamMmMbl coxpaHsaeTca B dann xypHana dwscanner.log,
KoTOpbIN HaxoanTca B nanke %USERPROFILE%\Doctor Web.

10.5.3. lonoaHuTe/IbHbie BO3MOXKHOCTH

B 3TOM paszzene coaepxuTca MHGOpMaLMA O JONONHUTENbHBIX BOSMOXHOCTAX PaboThbl
CkaHepa:

¢ 3anyck CkaHepa c napaMeTpaMun KOMaHAHOW CTPOKW
e KOHCO/IbHbIN CKaHep
e 3anyck NPOBEPKN MO paconCaHuUIo

3anyck CkaHepa ¢ napameTpaMmy KOMaHAHON CTPOKMU

Bbl MoxeTe 3anyckaTb CkaHep B pexxvMe KOMaHAHOW CTpoku. Takoi cnocob no3sonsert
3aaTb JAOMOJHUTE/IbHbIE HACTPOMKM TEKYLLEro ceaHca NpoOBepPKM 1N NepeyeHb NpoBepsemMbIX

PyKOBO,CLCTBO nosab3oBaTenda
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06BEKTOB B Kauectse napamMeTpoB BbI3OBa. VIMEHHO B TakoM pexnme BO3MO>XKEH
aBTOMAaTUYECKNI BbI30OB CKaHepa no pacnucaHumko.

CMHTaKCNC KOMaHZbl 3anycka ClesyroLnia:
[ <nyme_Kk_npozpamme>] dwscanner [<k/a4u>] [<obbekmel> ]

Cnuncok o6beKTOB NPOBEPKN MOXKET ObITb MYCT AN COAEPXKaTb HECKONbKO 3/1EMEHTOB,
pa3geneHHblix npobenamu. Ecam nyts K 06beKTamM NPOBEPKM He yKa3aH, MonCK
ocyLLecTBAseTCA B nNanke yctaHoBku Dr.Web.

Hanbonee pacnpoctpaHeHHble Creaytolme BapraHTbl yka3aHUa 06beKTOB NPOBEPKU:

e /FAST — npon3BecTn 6bICprI-O NPOBEPKY CNCTEMDbI.

e /FULL — NPOWU3BECTU MONHYIO NPOBEPKY BCEX XECTKMUX AUCKOB Y CbEMHbBIX HOCUTENEN
(BK/ItOYas 3arpy304UHbie CEKTOPbI).

e /LITE — NPOWU3BECTU CTapPTOBYHO MPOBEPKY CUCTEMBI, MPY KOTOPOW NPOBEPSOTCA
onepaTvBHas NaMaTb U 3arpy30YHble CEKTOPbI BCEX AMNCKOB, @ TakKe MPOBECTV MPOBEPKY Ha
HaJnume pPyTKUTOB.

MapamMeTpbl — KIHOUM KOMAHAHOW CTPOKM, KOTOPbIE 3a4ak0T HAaCTPOWKM NporpamMmel. Ecim
OHM OTCYTCTBYIOT, MPOBEPKA BbIMONHAETCA C paHee COXPaHEeHHbIMW HacTporKamMu (Man
HaCTPOMKaMM MO YMONYAHUIO, €CIN Bbl HE MEHAAN NX). KNHoun HaumMHaroTCa € CMMBOAA «/» U,
KaK U OCTaNbHble MapamMeTpbl KOMaHAHOW CTPOKM, pa3aensatotcs npobenamu.

KoHcobHBbIN CcKaHep

B coctaB komnoHeHTOB Dr.Web Taicke BxoanT KOHCONbHbBIV CKaHEp, KOTOPbIA NO3BOASET
NPOBOANTb MPOBEPKY B peXnMe KOMaHAHOW CTPOKM, a Takxke npejocraBaset 6oablune
BO3MOXHOCTN HAaCTPOWKM.

@al;lflbl, noao3puTesibHble Ha Haan4dme BpesoOHOCHbIX O6'b6KTOB, KoHconbHbIN CKaHep
g nomMeLllaeT B KapaHTI/IH.

Y106kl 3anycTMTh KOHCONBHBIN CKaHep, BOCMOAb3YWUTeCh CAeaytoLLen KOMaHAOoM:
[ <nyme_k_npoepamme>]dwscancl [ <k/1H4U> ] [ <0b6bekmeoi> ]

Kntou HaunHaeTcs ¢ cMMBOJIA «/», HECKONbKO KtoUel pa3genstotcs npobenamu. Cnmncok
06BEKTOB NPOBEPKM MOXKET ObITb MYCT UK cOAepKaTb HECKObKO 31€MEHTOB, Pa3Ae/ieHHbIX
npobenamu.

Cnuncok kntouert KoHCONbHOTO ckaHepa cogepkmnTcs B [1punoxeHun A.

KO[I,bI BO3BpaTa:

0— NnpoBepkKa yCcnewHo 3aBepLieHa, VIHCI)VILI,VIpOBaHHbIe 06BbeKTbI He HaVI,D,eHbI

PyKOBO,CLCTBO nosab3oBaTenda
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1 — npoBepka ycnewHo 3aBepLueHa, HaheHbl MHONLMPOBaHHbIE 06BEKTbI

10 — yKa3aHbl HEKOPPEKTHbIE KNOUM

11 — kntoyeBon danin He HanzeH Mbo He NnogaepknBaeT KOHCONbHbIV CkaHep
12 — He 3anyweH Scanning Engine

255 — npoBepka npepBaHa Noib30BaTelEM

3anyck npoBepku B MNnaHnpoBumke 3agaHnm Windows

Mpwn yctaHoBke Dr.Web B ctaHzapTHOM MnaHuposwuke 3agaHnii Windows aBToMaTMyeckm
CO3JaeTca 3ajiaHne Ha NPOoBeZeHMe aHTUBUPYCHOM MPOBEPKM (OHO MO YMOAYaHUIO
BbIKJIFOUEHO).

[ns npocmoTpa NnapaMeTpoB 3asaHunsa otkporTe MaHenb ynpaBaeHua (paclupeHHbI BUA)
— AaMUHUCTpUpoBaHne — MaaHUpPOBLL MK 3aAaHUN.

B cnucke 3apaHunii BbibepuTe 3ajaHne Ha aHTUBUPYCHYHO MPOBEPKY. Bbl MoxeTe
aKTMBMpPOBAaTb 3aZaHNe, a Takoke HaCTPOUTb BPEMS 3anycka NPOBEPKM M 3a4aTb HEOOXOANMbIE
napametpbil.

B Hu>kHeW yacTm okHa Ha Bknagke O6uwme ykasbiBatoTca obLime cBegeHns O 3ajaHnK, a Takke
napameTpbl 6e3onacHocTM. Ha Bkiagkax Tpurrepbl 1 YCNoBUA — pasivyHble YCIOBUA, NP
KOTOPbIX OCYLLECTBAAETCA 3anycK 3a4aHunA. [pocMoTpeTb MCTOPUIO COBBITUI MOXHO Ha
Bknagke XXypHan.

Bbl Takke MOXeTe co3jaBaTb COOCTBEHHbIE 3a/jaHNA Ha aHTUBMPYCHYHO MPOBEPKY.
MNoapobHee o paboTe C CMCTEMHbBIM PacnNnUCaHNEM CM. CMPABOYHYHO CUCTEMY U
AOKYMeHTaLmio onepaunoHHon cuctembl Windows.

| Ecnmn B cocTaB yCTaHOB/IEHHBIX KOMMOHEHTOB BXOAUT bpaHamayap, To moc/e yCTaHOBKM

A nporpammsl Dr.Web v nepBoli nepesarpysku ciy>xba cMCTEMHOTO pacnucaHus 6yzet
3abnokvpoBaHa bpaHamayspom. KomnoHeHT HasHaueHHble 3agaHus 6yzet
bYHKUMOHMPOBATL TOLKO MOC/Ie MOBTOPHOM Nepesarpysky, T. K. HeO6X0AVMOe NpPaBuIo
y>xe 6yaeT co3iaHo K 3TOMy MOMEHTY.

10.6. Dr.Web ana Outlook

OcHOBHble PYHKLLMN KOMIMOHEHTa

Moakntoyaembii Mogynb DrWeb ana Outlook BeinonHsaeT cregyrowme GyHKLmm:

® aHTUBNPYCHaA NpPoBepKa BAOXKEHHbIX q>a17mos BXOAALWNX MOYTOBbIX COO6LLI|eHI/II7I,'

e NMpoBepka MouThl, NOCTynatoLwen No 3aWmnPpoBaHHOMY coeanHeHUto SSL;

PyKOBO,CLCTBO nosab3oBaTenda
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® MpoBepKa No4YToBbIX COO6LLI,eHVIl7I Ha ChnaM;,;
o o6Hapy>|<eH|/|e n HeﬁTpanmau,mo BPEAOHOCHOIO NporpaMMHOro o6ecr|el-|eva;

® ICNOJIb30BaHUE 3BPUCTUYECKOTO aHanm3aTopa AnA AOI'IOJ'IHVITGJ'IbHOI?] 3alwnTbl OT
HEN3BECTHbIX BUPYCOB.

Hactpoitka moayna Dr.Web gns Outlook

Hactpolika napaMeTpoB 1 MPOCMOTP CTaTUCTUKM PaboTbl MPOrpaMMbl OCYLLECTBAAETCA B
noutoBoM npunoxeHun Microsoft Outlook B pasgene CepBuc — MapameTpbl — Bk1aAka
AnTuBMpYyc Dr.Web (a11 Microsoft Outlook 2010 B pa3aene ®aiin — Mapamerpbl —
Haacrpowkun Heobxoammo BbibpaTe moaynb Dr.Web ans Outlook n HaxaTb KHOMKy
MapameTpbl HAACTPONKN).

i|§ Bknaska AHTMBMpPYC Dr.Web B HacTpolikax npunoxeHnus Microsoft Outlook goctynHa
TOJIbKO MNPV Ha/JIMuMM Y NOJIb30BaTeNs MNPaB, NMO3BOAOLWMUX U3MEHSATb AaHHbIE HACTPOWKM.

Ha Bknagke AHTUBMpYCc Dr.Web oto6paxkaeTcsa Tekyllee COCTOSHUE 3aLLUMThI
(BKIFOYEeHa/BbIK/ItOYEHA). KpoMe TOro, oHa npeAocTaBaseT AOCTYyN K CAeAyrowmnM GyHKUNAM
nporpammsi:

e XKypHan — no3BosiAeT HaCTPOUTb PerncTpaLmio cobbITU MPOorpaMmbl;

e [1poBeEpKa BIOXEHWUN — MO3BOASAET HACTPOUTb NPOBEPKY 3IEKTPOHHOW MOUTbI U
onpeAenvTb AeACTBUSA MPOrpaMmMbl A8 OBHapPY>KEHHbIX BPeAOHOCHbIX 06 bEKTOB;

e Cnam-ouabTp — NO3BONAET ONpPeAennTb AeNCTBUA NPOrpaMMbl ANA Cnam-coobLweHni, a
TakKe co34aTb 6eNblii Y YepPHbIN CMNCKM 31eKTPOHHbIX afpecos;

e CTaTnCTVKa — NOKa3bIBaeT JaHHble 06 0H6bekTax, NPOBEpPEHHbIX N 06paboTaHHbIX
nporpamMmMoin.

10.6.1. lNpoBepka Ha BUpPYCbI

Dr.Web ans Outlook ncnonb3yet pasnuuHbie MeToabl 06HapyxeHuns Bupycos. K HanAeHHbIM
BPEAOHOCHbBIM 06bEKTAM MPUMEHAIOTCA ONpesensemble NoAb30BaTeleM AeCTBUS:
nporpamMmmMa MOXeT 1eUnTb MHOULIMPOBAHHbIE OOBEKTBI, yAANATb UX AN NepeMelLaTh B
KapaHTvH Ans ux n3onaumm n 6€30nacHoro XxpaHeHwus.

Mporpamma Dr.Web ans Outlook o6HapyxunBaeT cneayrowme BpeJOHOCHbIE 0O BEKTbI:

® NHOMLUNPOBAHHbIE OOBEKTHI;

e halinbl-60MObI NN apXMBbI-H6OMObI;
e pekaaMHble NporpaMmel;

e NMporpamMmmMbl B3/10Ma;

e NMporpamMmmbl JO3BOHa;

e NporpamMbl-LyTKY;

PyKOBO,CLCTBO nosab3oBaTenda
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noTeHUMaabHO OMnacHble MPOrpaMMbl;

LWNMOHCKME NMporpamMmmbl;

TPOSAIHCKME NpOorpamMMbl;

KOMMNbHOTEPHbIE YEPBU N BUPYChbI.

DencrBua

Dr.Web ans Outlook no3Bonset 3agaTb peakumio nporpaMmbl Ha O6Hapy>XeHne 3apaXKeHHbIX
MAN NOZO3PUTENBHbBIX PaitIoB U BPELOHOCHbIX MPOrpaMM Mpw NpoBepKe BJAOXKEHW
3/1eKTPOHHOM NOYTbI.

YT06bl HAaCTPOUTL NPOBEPKY BAOXKEHNI 1N ONpPeAennTb 4eACTBUSA NPOrpaMmbl 414
0bHapy>XeHHbIX BPEAOHOCHbIX 06bEKTOB, B MOUTOBOM NpuaoxeHun Microsoft Outlook
BbibepuTe CepBuc — Mapametpbl — Bkiagka AHTUBMpYC Dr.Web (a5 Microsoft Outlook
2010 B pa3gene ®ann — MapameTtpbl - Hapcrponkm Heobxoammo BeibpaTb mogynb Dr.Web
ansa Outlook 1 HaxaTtb kHoNKy MapameTpbl HAACTPOKKN) N HaxkmuTe KHoMNKy MpoBepka
BJIO)XKEHUM.

ilf OkHo lMpoBepka B/IOXKEHUIA JOCTYNHO TOJIbKO MPU HaAWYMK y NOb30BaTeNs npas
: ajMUHMCTPaTopa CUCTEMBI.

[Onsa OC Windows Vista n 6onee no3gHux Bepcuii npu Haxkatumn kHornkn MpoBepka
BJIO)KEHWN:

o [pu BratoveHHom UAC: agmuHncTpaTopy byaeT BblAaH 3anpocC Ha NOATBEpPKAeHe
JEeVICTBUM NpOrpamMmebl, NoJib3oBaTeto 6e3 agMUHUCTPATMBHBIX NpaB byaeT BblAaH 3anpoc
Ha BBOJ YYeTHbIX AaHHbIX aiMUHUCTPATOPa CUCTEMBI;

e [pu BbikNtoUeHHOM UAC: agMMUHMUCTPATOP CMOXKET M3MEHSATb HAaCTPOMKN MPOrpaMMbl,
NnoJib30BaTe/lb HE CMOXET MOJIYUnTb AOCTYM K USMEHEHMIO HacTPOEeK.

B okHe MNpoBepka BJ10XXeHUI Bbl MOXeTe 3a4aTb AeNCTBUSA MPOrpaMMbl AN Pa3NUHbIX
KaTeropmin NpoBepsieMblX OOBEKTOB, a TakXe ANs Cy4as, Korja npu npoBepke BO3HUKIN
owmnbkn. Kpome Toro, Bbl MOXeTE BKIKOUNTb UM BbIKNHOUNTb MPOBEPKY apXNBOB.

[ns 3ajaHnA 4eACTBUN Haj OOHapY>KEHHbIMY BPEAOHOCHbIMU OH6beKTaMu cayat
cnegyroume HaCcTpoOnKN:

e BbiNajatowuin cnncok MHpuumpoBaHHble 3ajaeT peakumio Ha O6Hapy>KeHNe 06BbEKTOB,
3apa>keHHbIX N3BECTHbIMU 1 (MPEANONOXUTENBHO) U3NEUNMBIMU BUPYCAMU;

e BbiMagarowmin cnmcok HeBblsleueHHble 3a4a€eT peakLmio Ha OBbHapy>KeHe 0H6BEKTOB,
3apa>keHHbIX N3BECTHbIM HEM3/IEUMMbIM BMPYCOM, @ TakxKe Korga npeAnpuHaTas nonbiTka
M3NeYveHns He NpUHeCsa ycnexa;

e Bbinagatowmii cnucok MogosputenbHble 3ajaeT peakunto Ha 0bHapyXXeHne 06beKTOB,
NPeAnoNOXNTENbHO 3apaXKeHHbIX BUPYCOM (CpabaTbiBaHWE 3BPUCTUYECKOTO aHaan3aTopa);

e pa3zen BpegoHoCHble NporpaMmmbl 33JaeT peakunio Ha 06Hapy>KeHne CaesyroLero
HexenatenbHoro MO:

PyKOBO,ELCTBO nosab3oBaTenda
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o peksaMHble NMPOrpaMmbi;
o MporpamMmbl JO3BOH3;

5 MporpamMmbl-LUyTKM;

5 MpOrpamMmmbl B3/10Ma;

o MOTEHUMaNbHO OMacHbIE;

e Bbinagatowmii cnucok Mpwm owmnbke NpoBepKM NO3BOAET HACTPOUTL AENCTBUA NMPOTrPaMMbl
B C/lyyae, eC/Iv NpoBepKa BJOXEHNA HEBO3MOXHA, Hanpumep, ecin OHO NpejcTaBaseT
cob0M NOBPEXAEHHbIV MU 3alUMLLEHHbIV Napoaem dann;

e dnaxok NMpoBepATb apXmMBbI NO3BOAAET BKIKOUNTL UAM OTKIOUNTL MPOBEPKY BAOXKEHHbIX
darinos, npeAcTaBAAOLLMX COOOM apXmBbl. YCTaHOBUTE 3TOT GAAXKOK ANA BKIHOYEHUA
NPOBEPKN, CHUMUTE — AN OTKIHOUEHUA.

CocraB AOCTYMHbIX peaKu,vu7| 3aBNCUT OT TUMa BUPYCHOTO cobbITUS.

MpeaycMOTpeHbI creayrowme fercTBMA Haj OBbHapy>KeHHbIMW 0b6bekTaMu:
e Bbineuntb (elicTBre JOCTYMHO TONbKO A1 MHOULMPOBAHHbIX O6bEKTOB) — O3HAYaEeT, YTo
nporpaMmMa npeanpuMeT NOMbITKY BblN€UNTb MHPULMPOBAHHbIN 0OBbEKT;

e Kak ans HeBblA€UYEHHBbIX (4eMCTBUE JOCTYMHO TONbKO AN MHOULIMPOBAHHbIX 0ObEKTOB) —
03HayaerT, YTo K MHPULMPOBaHHOMY BNOXEHWIO ByaeT MpUMeHeHO AelcTBMe, BblbpaHHOe
NS HEBbIIEYEHHbIX 0O BEKTOB;

e Yaanutb — O3HauaeT, UTo 06beEKT byaeT yaaneH;
e MepemecTUTb B KAPAHTUH — O3HAYaEeT, UTo 06BEKT ByAeT M30aMpoBaH B Nanke KapaHTuHa;

¢ Mponyctutb — 03HauvaeT, Uto 06BeKT HyaeT nponyLleH 6e3 N3IMEHEHWUN.

10.6.2. NpoBepka Ha cnam

Dr.Web ans Outlook npoBepsieT Ha cnam Bce NOUTOBbIE COODLLEHMA C MOMOLLLIO AHTMCMaMa
Dr.Web v ocywectBaseT puabTpaumnto CoobLLIeHNA B COOTBETCTBUMN C HACTPOMKaMU
3a/,laBaeMbIMU NMOJIb30BATENEM.

YT106bI HaCTPOUTL MPOBEPKY COOBLLEHMA Ha cnam, B MOYTOBOM NpuaoxeHun Microsoft
Outlook BbibepuTe CepBuc — Mapametpsbl — Bkiaska AHTUBUpPYC Dr.Web (o158 Microsoft
Outlook 2010 B pa3zene @ann — MapameTpbl — Haactpoitku Heo6xoanmMo BbibpaTb MOAY b
DrWeb ansa Outlook n HaxaTb kHoMnKy MapameTpbl HAACTPOIKK) N HaxXMUTe KHOMKy Cnam-

dunbrp. OTKpOeTCa OKHO HacTpoek Cnam-duabTpa.

f|> OkHo Cnam-¢uabTp ZOCTYMNHO TOALKO NPW HAAWUUKM Y NMOAb30BaTeNs NPaB agMUHUCTPaTOpa
CUCTEMBI.

Ana OC Windows Vista n 6osnee no3aHnx Bepcuii Npu Haxkatnn kHonkv Cnam-¢punbrp:

e npu BItoueHHoM UAC: agmuHUCTpaTopy 6yaeT BbiZaH 3anpocC Ha MOATBEPXKAeHWe
[eNCTBUIM NporpaMMbl, NMoJib3oBaTento 6e3 aAMUHUCTPATUBHBIX NpaB HyaeT BblgaH 3anpoc
Ha BBOJ, yUYeTHbIX AaHHbIX aMUHUCTPaTOpa CUCTEMBI;

PyKOBO,ELCTBO nosab3oBaTenda
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e npwu BblkKtoYeHHOM UAC: agMUHCTPaTOpP CMOXKET U3MEHSATb HACTPOMKM NPOrpamMmbl,
MoJib30BaTe/lb HE CMOXET MOJYUNTb AOCTYN K M3MEHEHMIO HacTpOeK.

Hactpouka cnam-punbrpa

A na HacTpoiikn napameTpoB cnam-¢punbTpa:

e YcraHoBute ¢pnaxxok MNpoBepaTb NOUTY Ha cnam J1s aKTMBauumn cnaMm-puabTpa.

e Ecan Bbl XOTUTe 206aBAATL CNeLManbHbI TEKCT B 3aroJIOBOK COOBLLEHWNS, pacClO3HaHHOIO
Kak cnam, yctaHoBuTe dnaxok lobaBnatb npedukc B TeMmy nucbma. lo6aBnsembli TeKCT
MO>XHO BBECTM B TEKCTOBOM MoJie cnpaBa oT dpaaxka. Mo ymonuaHuio gobasnsertca npedukc
***SPAM***.

e [poBepeHHble COOBLLEHNA MOTYT OTMEYaTbCA Kak MPOYNTaHHbIE B CBOMCTBAX Nucbma. [na
3TOro He0oHXOAMMO YCTaHOBUTL Ppa>kok OTMETUTb NMNCbMO KaK npouvutaHHoe. 1o
yMoa4aHuto Gpaakok OTMeTUTb NMCbMO KaK NMPOYUTaHHOE YCTaHOB/EH.

e TakKe Bbl MOXeTe HaCTpPpOUTb benble v YepHble CMCKWN ANA q)VIﬂpraLLVIVI nmcem.
flf Ecan HEeKOTOpbIe NMMCbMa 66N HeNnpaBWIbHO pPacCrno3HaHbl, caegyet OTnpaBUTb MX Ha
cneumanbHblie MOYTOBbIE ajpeca A4 aHa/lM3a U NOBbIWeHNA KayvecTBa pa6OTbI qwmpra.

e MMCbMa, OLIMBGOYHO MPUHATLIE 3a CMaM, ClelyeT OTNPaBATh Ha afpec
vrnonspam@drweb.com;
e Hepacrno3HaHHble Y MPOMyLLEHHbIE CMaM-COOBLLEHNS CieflyeT OTNPaBAATh Ha afpec

vrspam@drweb.com.

Bce COO6LLI,€HI/I$I HeO6XOAI/IMO BbICbl/1aTb TOJIbKO B BUAE BJIOXKEHUA (a He B Tene nNucbMa).

Benbii N YUepHbIA CNUCKN
Benbii 1 YepHbIN CNNCKN 3NEKTPOHHbIX aAPeCcoB CayXaT Ans GuabTpauum CoobLLEeHNI.

[ns npocmoTpa 1 peaakTMpoBaHMs 6e10ro UaM YepHOro CNmncka, B HacTponkax cnam-
bunbtpa, HaXXMUTE KHONKy benbiA cnUcok 1AM YepHbIA CNMCOK COOTBETCTBEHHO.
Y1o6b1 A06aBUTHL agpec B 6enbii uan YepHbI CNUCOK:

1. HaxxmuTe kHonky [Lo6aBuUTh.
2. BBeanTe aneKTpOHHbIN aspec B COOTBETCTBYHOLLEE MOe.

3. Haxmute kHonky OK B okHe PepakTnpoBaTh CMCOK.

Y106bI NI3MEHUTD ajjpeca B cnucke:

1. BbibepuTe agpec B cnuUcke, HaxmuTe KHonky 3ameHUTb.

2. OTpegaktnpywnite Heob6X0AMMYHO MHPOPMaLUIO.

PyKOBO,ELCTBO nosab3oBaTenda
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3. Haxmute kHonky OK B okHe PepakTtnpoBaTb CNMCOK.

UT06bI yAaNUTbL agpec U3 cnucka:

1. BbibepuTe agpec B cnucke.
2. Haxxmute kHOMKy YAaanurb.

B okHe benble 1 uepHble cnNUckM HaxxmuTe KHonky OK, uTo6bl cOXxpaHUTb BHECEHHbIE
N3MEHEHUA.

Benbi cnucok

Ecnv agpec otnpasutens fobasneH B 6esblil CNNCOK, MMCbMO He MOABEPraeTcs aHaAn3y Ha
coszep>kaHune cnama. OgHako, eciv JOMEHHOE MMS aApPeCcoB NoJlyyaTens v oTnpaBuTens
nMcbMa COBMajatoT U 3TO AOMEHHOE UMS 3aHECEeHO B H6ebli CMUCOK C MCNOb30BaHUEM
3HaKa «*», TO MMCbMO NOABEpPraeTcs NpoBepke Ha cnam. MeToabl BBOAA:

e yTO6bI JO0OABUTL B CMNCOK ONpPeAeNeHHOro OTnpaBmTeNs, BBEAUTE €ro NOMHbINA MNOYTOBbIN
agpec (Hanpumep, mail@example.net). Bce nncbma, monyyeHHble € 3TOro agpeca, 6yayt
[OCTaBNATLCA 6e3 NpoBepKM Ha crnawm;

e KaXAblli 31eMEHT CMMCKa MOXET COAep>KaTb TONbKO OAMH MOUTOBLIM aApec NN OAHY MacKy
MOUTOBbIX aZPECoB;

e yTO6bI 1O0OABUTL B CMNCOK OTNPaBUTENIEN ajpeca ONpeseNeHHOro B1Aa, BBeANTE Macky,
onpezenstoLLyto JaHHble agpeca. Macka 3ajaeT WwabaoH ans onpeseneHns obbekta. OHa
MO>ET BK/I0YaTb 0ObIUHbIE CMMBOJIbI, AOMYCTMMbIE B MOUTOBbIX ajpecax, a TakxKe
cneumanbHbIA CUMBOA «*», KOTOPbIV 3aMeHsAET H0bYHo (B TOM Ymcie NycTyro)
nocneAoBaTeIbHOCTb IFOObIX CUMBOIOB.

Hanpumep, gonyckatoTtcsa caeayrowme BapuaHThl:
e mailbox@domain.com
e *boxW@domain.com

e mailbox@dom*

e *box@dom*

/l\ 3HaK «*» MOXeT CTaBUTbCA TOJIbKO B Hauafe UaM B KOHLEe ajpeca.
° S

CumBos «@» obdA3aTeneH.

e yTOObI rapaHTMPOBAHHO MOJlyYaTb MMCbMa C MOYTOBbIX aAPECOB B KOHKPETHOM AOMEHE,
MCNONb3YyNTe CMMBOA «*» BMECTO MMeHW noab3oBaTtens. Hanpmumep, utobbl monyyats BCe
nMcbMa OT OTnpaBuTenen U3 gomeHa example.net, BBeagute *@example.net;

e yTO6bI rapaHTUPOBAHHO NOJYyYaTb MUCbMa C MOYTOBbIX aZPECOB C KOHKPETHbIM UMEHEM
nosb3oBaTens ¢ Ntoboro JoMeHa, NCNONb3YyNTe CUMBOJ «*» BMECTO UMEHU JOMEHa.
Hanpumep, uto6bl MoNyyaTh BCe NMCbMa OT OTMpaBUTesIen C Ha3BaHWEM MOYTOBOTO ALLMKa
«ivanov», BBeAUTE ivanov@x*,

PyKOBO,ELCTBO nosab3oBaTenda
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YepHbIN cnncok

Ecan ajpec otnpaBnTend /.'l,O6aBJ'IeH B qepr||7| CMNCOK, TO NNCbMY 6e3 AONOJIHNTENIBHOIO
aHan3a npumceBamBaeTCa CTaTyC CriaM. MeTO,D,bI BBOJa:

e yTO6bI JO06ABUTL B CMNCOK ONpPEeAeNeHHOro OTnpaBmTeNs, BBEAUTE €ro NONHbINA MNOYTOBbIN
agpec (Hanpumep, spam@spam.ru). Bce nnucbma, nonyyeHHble ¢ 3TOro agpeca, 6yayrt
aBTOMATMUeCkM pacno3HaBaTbCa KakK cnam;

e KaXAblli 31eMEHT CMMCKa MOXET COAep>KaTb TONbKO OAMH MOUTOBLIV aApec UM OAHY MacKy
MOUTOBbIX aZPECoB;

e yTO6bI JO0OABUTL B CMNCOK OTNPaBUTENIEN ajpeca ONpeseNeHHOro B1Aa, BBeANTe Macky,
onpezenstoLLyto JaHHble agpeca. Macka 3ajaeT WwabaoH ans onpeseneHns obbekta. OHa
MO>ET BK/IH0YaTb 0ObIUYHbIE CMMBOJIbI, 4OMYCTMMbIE B MOUTOBbIX ajpecax, a Takke
cneumanbHbI CUMBOA «*», KOTOPbI 3aMeHsAEeT by (B TOM Ymcie NycTyro)
nocneaoBaTeIbHOCTb IFOObIX CUMBOIOB.

Hanpumep, fonyckatoTcsa cnesyrowme BapuaHThl:
e mailbox@domain.com
e *box@domain.com
e mailbox@dom*

e *box@dom*

/l\ 3HaK «*» MOXeT CTaBUTbCA TOJbKO B Havasne Win B KOHUE ajpeca.
5

CumBoN «@» obA3aTeneH.

e yTO6bI rapaHTMPOBAHHO NOMeYaTh Kak Crnam MMCbMa C MOYTOBbIX aAPECOB B KOHKPETHOM
AOMEHE, UCMOJIb3YNTE CUMBOJ «*» BMECTO MMEHW Noab3oBaTtens. Hanpumep, 4tobsl
nomMeuvaTb Kak Cram BCe NMUCbMa OT OTMpaBUTeNen U3 JOMEHa spam.ru, BBeAuTe
*@spam.ru;

e 4TOObI rapaHTMPOBAHHO NMOMeYaTb Kak CnamM NMCbMa C MOYTOBbIX aAPECOB C KOHKPETHbIM
MMeHeM MoJsib30BaTeNA C NtobOoro AoMeHa, MCNOoAb3yNTe CUMBOJ «*» BMECTO MMEHU
AoMeHa. Hanpumep, 4tobbl NoMeuaTh Kak cramM Bce NMcbMa OT OTNpaBuTenel C Ha3BaHWeM
MOYTOBOrO fAlLMKA «ivanov», BBeAUTE ivanov@*;

e aZpeca 13 JoMeHa noJsiyyaTens He obpabaTtbiBatoTcs. Hanpumep, ecam NOUTOBbIN ALWMK
nosyyaTtens (Ball MOYUTOBbIN ALLUMK) HAXOAMTCSA B AOMEHE mail.ru, To nncbma, OTnpaB/ieHHble
¢ foMeHa mail.ru obpabaTbiBaTbCs CNamM-PUABTPOM He ByayT.

10.6.3. Peructpauusa cobbitni

Dr.Web ans Outlook pernctpupyet owmnbkm 1 npoucxoasaiime cobbiTUS B CRefyHOLLNX
XypHanax perncrpauunm:

e XYpHaje perncrpaumnmn cobbltumi onepaumoHHon cucremsl (Event Log);

PyKOBO,CLCTBO nosab3oBaTenda
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® TEKCTOBOM >XYpPHaJe OTAaAKW.

)XypHan onepaunoHHON cUCTEMBbI

B >xypHan pernctpaunmn onepauymoHHou cuctemsbl (Event Log) 3aHocuTcs cnepyroLuas
nHpopmMaumsa:
e CcOObOLEHNA O 3aMnycKe N OCTaHOBKE NPOrpamMmbl;

e NMapameTpbl kKntoueBoro danna: 4eMCTBUTENbHOCTb AN HEAENCTBUTENBHOCTb NNLIEH3MUN,
CPOK AENUCTBUS ANLEH3MU (MHDOPMaLMA 3aHOCUTCA NPU 3anycke NPorpaMmbl, B mpoLecce
ee paboTbl U Npu 3ameHe kntoueBoro danna);

e NapameTpbl MOZy/aeln NporpaMmbl: CkaHepa, Aapa, BUPYCHbIX 6a3 (MHpopmaums 3aHoOCKTCA
npw 3anycke NporpamMMbl 1 Npyv 06HOBAEHUW MOaynel);

e coObOLlEHNE O HeAENCTBUTENIbHOCTA NINLLEH3MN: OTCYTCTBUE KIOUYEBOro daina, OTCYTCTBUE B
KntoueBOM daline paspeLlleHns Ha UCMob30BaHMe MOoZyaen NpPorpaMmel, TMLEH3NSA
3a6/10kMpOBaHa, HapyLLeHNe LenoCTHOCTH KatoueBoro dgarina (MHGopmaumsa 3aHOCUTCA Npu
3anycke nporpaMmbl 1 B npoLecce ee paboTbl);

e coobueHns 06 obHapy>XeHN BUPYCOB;

e yBEJOM/IEHWNS O 3aBEpPLUEHUN CpOoKa AeUCTBUA NuLeH3nn (MHPopMaLms 3aHocuTcs 3a 30,
15,7,3,2 v 1 feHb A0 OKOHYaHWNA CPOKa).

UT06b1 MPOCMOTPETb XXYPHa/l perucTpaLum cobbiTuii onepaL,MOHHOW CUCTEMbI:

1. Otkpovite MaHenb ynpaBaAeHUsA onepauoOHHON CUCTEMBI.
2. Bbibepute pasgen AamuHucrpupoBaHue — MpocmoTtp CobbiTHiA.

3. B neBoi uactn okHa MpocmoTp CobbiTnii BbibepunTe NyHKT MpunoxxeHue. OTkpoeTcs
CMNCOK COBBITUIA, 3aperncTpMpPOBaHHbIX B XXypHasie N0o/Ib30BaTeNbCKUMU NMPUNOXKEHUAMMU.

NctouHnkom coobeHunt DrWeb ans Outlook ssnsetca npunoxerHne Dr.Web ansa Outlook.

TeKcToBbIN YXypHan oTnagkv

B TeKCTOBbIV XypHan OTAAaAKN 3aHOCUTCS Ciedyrollas MHGopMaLms:

e COObLLEHNA O AENCTBUTENIBHOCTU UV HEAENCTBUTENIbHOCTUN INLLEH3UK;
e coobueHns 06 obHapy>XeHN BUPYCOB;

e coobueHns 06 owmnbkax 3anmucm nam uteHnsa Gannos, owmnbkax aHasM3a apxXmMBOB NN
bannoB, 3alMLLEHHbIX NapoieMm;

e NMapameTpbl MOAY/NeN NporpamMmMbl: CKaHepa, A4pa, BUPYCHbIX 6a3;
e coobueHns 06 3KCTPEHHbIX OCTAaHOBKaxX fiApa NpOrpaMmbl;

e yBEJOM/IEHWNS O 3aBEPLUEHUN CPpOoKa AeUCTBUA NuLeH3nn (MHPopMaLums 3aHocuTcs 3a 30,
15,7,3,2 v 1 aeHb 4O OKOHYaHWNA CPOKa).

PyKOBO,CLCTBO nosab3oBaTenda
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AT
\g’:

Hacrpoiika perncrpauum cobbituii

1. Ha Bknaake AntTnBupyc Dr.Web HaxxmunTe kHonky XKypHan. OTkpoeTcs OKHO HacTpoek
XypHana.

2. [Ans MmakcMManbHOW AeTann3aumnm perncTpupyemMbix cobblTMin yctaHoBUTe daaxkok Bectn
noApo6HbIN XXypHan. 10 yMoauaHW0 cOBbITUS PErucTpUpyoTca B 0ObIUHOM pexmMme.

& BeseHne noapobHHOro TEKCTOBOTO XXypHasia NporpamMmmbl MPUBOAMUT K CHUXKEHWHO
ObICTPOAENCTBUA CUCTEMBI, MO3TOMY PEKOMEHAYETCA BK/IOYATh MakKCMMabHYHO
pEerncTpaLmo CobbITUIA TONBKO B Cyyae BO3HUKHOBEHWS OLLIMOOK paboTbl MPUAOKeHMS
Dr.Web ana Outlook.

3. Haxmute kHonky OK ana coxpaHeHWa N3MeHeHWN.

OkHo )KypHan AOCTYNMHO TOJIbKO MPW HaJIn4nn y noJib3oBaTtesid npaB agMMHUCTPATOpPAa
CNCTEMBDI.

[ns onepaumoHHol cuctembl Windows Vista 1 6oee no3aHUX BEPCUA NPY HaxkaTUW KHO MKW
Xyphan:

e npu BrtoueHHoM UAC: agMuHucTpaTopy 6yaeT BbifaH 3anpocC Ha NOATBEP KAEHWe
AeVCTBUIA NporpamMmebl, Noab3oBaTtento 6e3 aAMUHUCTPATMBHBIX NpaB 6yAeT BblgaH 3anpoc
Ha BBOJ, YUYeTHbIX JaHHbIX aAMVHUCTPaTOpa CUCTEMbI;

e npw BblktoveHHoM UAC: aiMUHUCTPATOP CMOXET M3MEHATb HaCTPOWKM NMPOrpammbl,
Mo/Jb30BaTeNb He CMOXeT MOAYUNUTb AOCTYM K U3MEHEHMIO HacTpOeK.

MpocmoTp >KypHana cobbiTUiA NporpaMmmbl

Ana npocmoTpa TEKCTOBOTO XypHasia cobbITUI NporpaMmbl HaxxmMuTe kHornky MokasaTtb B
nanke. OTKpoeTcs nanka, B KOTOPOW XPaHUTCA XXypHa.

10.6.4. Cratctnka npoBepku

B noutoBom npunoxeHun Microsoft Outlook B pasgene CepBuc — MapameTpbl — BkIagka
AnTuBMpyc Dr.Web (a1a Microsoft Outlook 2010 B pa3aene ®@aiin — Mapamerpbl —
Hapcrpowkn Heobxognmo BoibpaTe Dr.Web ana Outlook n Haxatb kHOMKy MapameTtpbi
HaACTPOMKM) COAEPXKNTCA CTaTUCTMYecKan MHPopmaLma o6 obLem konnyectse 06bEKTOB,
NPOBEpPEHHbIX M 06paboTaHHbIX MPOrpPamMMONn.

Ob6beKTbI Pa3fenAaroTca Ha cnegyroune Kateropmm:

o npOBEPEHO — o6u_|,ee KO/INYeCTBO MPOBEPEHHbBIX MNCEM;

MHpmnumpoBaHHbIX — KOJIMYECTBO NMNCEM, COep Kallme BUPYChI;

nOAOBPMTeIIbeIX — KONnM4ecTBO NNCeM, NpeanonoXnTeibHO 3apa>XeHHbIX BUPYCOM
(cpa6aTb|BaH|/|e IBPUCTNYECKOTO aHam/l3aTopa);

BblieueHo — KONMYeCTBO 06 BEKTOB, YCNELIHO Bbl€YEHHbIX MPOrpamMMon;

PyKOBO,ELCTBO nosab3oBaTenda
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¢ HenpoBepeHHbIX — KO/IMYeCTBO 06 BEKTOB, MPOBEpPKa KOTOPbIX HEBO3MOXHA UK NMpu
NpoBepKe BO3HUK/IN OLLNOKY;

* YucrbIX — KONMYECTBO NUCEM, HE COAEP KALLMX BPEAOHOCHbIX OO bEKTOB.
3aTeM yKa3biBaeTCs KOAMYECTBO OHBEKTOB, K KOTOPbIM OblI MPUMEHEHbI AeACTBUSA:

e MepemeleHo — KOIMYECTBO OOBEKTOB, NepemMeLleHHbIX B KapaHTuH;
e YaaneHo — KONMYeCTBO OOBbEKTOB, yAaleHHbIX U3 CUCTEMBbI;
¢ MponyuweHo — KoANYeCcTBO 06BEKTOB, MPOMYLLEHHbIX 6€3 N3MEHEeHW;

o Cnam-nucem — KO/IMYECTBO MUNCEM, pacCno3HaHHbIX KakK Crnam.

Mo ymonuyaHuto cTaTucTuKa coxpaHsaetcs B Ganne drwebforoutlook.stat, kotopbin HaxoanTca B
nanke %USERPROFILE%\Doctor Web.

i} CraTtucTMueckas MHGopMaLya HakamnaMBaeTca B pamkax OfAHOM ceccum. Mocne nepesarpysku
: KomrbtoTepa, uam npu pectapte Dr.Web Security Space, ctatnuctuka ob6Hynsetcs.

PyKOBO,ELCTBO nosab3oBaTenda
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11. NpeBeHTUBHaA 3awMTa

B saHHOW rpynne HacTpoek Bbl MOXeTe HacTpouTb peakumto Dr\Web Ha fecTBUS CTOPOHHMX
NPUOXEHNIN, KOTOPbIE MOTYT NPMBECTM K 3apa>KeHWIO Ballero KoMnbtoTepa, 1 BoibpaTtb
YPOBEHb 3aLLMTbl OT 3KCMIOUTOB.

Ana nepexopa B rpynny HacTpoek NpeBeHTMBHaA 3awuTa:

1. OTkpouTe MeHIo NporpaMmsbl 1 BelbepuTe NyHKT LleHTp 6e3onacHocTw.

2. B oTkpbiBLIEMCs OKHe BbibepuTe NyHKT NMpeBeHTUBHaA 3awuTa.

T Uentp BezonacHocTu > MpeseHTEHAA 3aLLMTa — O X
¢ LlenTp 6ezonacHocTy & & 4

MpeBeHTMBHaA 3alMTa

3awwmTa oT BbIMOraTenem [NoBeaeH4YecKWiA aHannz

3awmTa Garnnoe oT WUhPOBaHWA ‘) brokmpoBka Nogo2pUTENEHOR ‘)

dKTMEHOCTH npmnoermﬁ

- 3awmTa OT 3KCN/IONTOB

10 DAOKMpOBKa Nporpamm, KoTopele [ @]
WCMOAL3YHIT YASEUMOCTI
MPUACKEHUA

|
[B Haxmure, utobel 3anpeTnTs nSMeHeHNS .

—
(=)
s

PucyHok 56. OkHo lNMpeBeHTMBHaA 3awuTa.

BxkaroueHue n oTkiroueHMe KOMMNOHEHTOB 3aliuTbl

Brkarounte nam oTkNoumMTe HEOHXOAMMbBIM KOMMOHEHT NPY NoMoLm nepekntovatens @D,

p,l'lil nepexopaa K HaCTpOFIKaM KOMMNOHEHTOB:

1. Y6eauntech, uto Dr.Web paboTaet B pexxvmve agMUHNCTPATOPa (3aMOK B HUXHEN YacTu
(7l

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnydae HaxxmuTe Ha 3amok [H.

2. Haxxmute NANTKY HeO6XO,£I|I/IMOFO KOMMOHEHTa.

PyKOBO,CLCTBO nosab3oBaTenda
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B aTom pasaene:

e [loBegeHYeCKNN aHaiN3 — HACTPOWKa 3anpeTa AOCTyna NPUAOXKEHUA K CUCTEMHbIM
obbekTaMm.

e 3allMTa OT BbIMOraTesiel — HacTpoWka 3anpeTa wudpoBaHma dGarinoB NoAb3OBaTeNEN.

e 3alllMTa OT 3KCNJIOATOB — HACTPOWKa 3anpeTa UCMONb30BaHWUA ya3BUMOCTEN B
MPUNOXKEHUAX.

ili YT106bI OMKIHOYUML KakoU-1Mb0 13 KoMnoHeHToB, Dr.Web ponxeH paboTath B pexume

[
agMNHUCTpaTopa. ,ﬂ,.ﬂﬂ 3TOro Ha>XMuUTe Ha 3aMOK B HVD>KHEN YacCTh OKHa nporpamMmebl.

11.1. NMNoBepaeHueckMn aHanms

KomnoHeHT MoBegeHuYecknii aHann3 No3BOAAET HAaCTPoUTb peakumto Dr\Web Ha gerictBus
CTOPOHHMX NPUNOXKEHWI, KOTOPbIE MOTYT MPUBECTU K 3aPa>keHWNHO BalLero KOMMbTepa,
HanpuMep, NonbITkN MoandunumpoBatb Gann HOSTS nan M3MeHUTb KPUTUYECKN BaXKHbIe
cucTeMHble BeTkM peectpa. Mpwu BkiroyeHMn komnoHeHTa MoBegeHueckuii aHanus Dr.\Web
3anpellaeT aBToMaTMyeckoe N3MeHeHne CUCTEMHbIX 06BEKTOB, MOANUKALIMA KOTOPBIX
OAHO3HAUYHO CBUAETENbCTBYET O MOMbITKE BPELOHOCHOIO BO3AENCTBMA Ha ONEPALMOHHYHO
cuctemy. lNoBeseHYeCKMI aHaNM3 3amLLaeT CUCTEMY OT paHee Hen3BeCTHbIX BPeAOHOCHbIX
nporpamMm, Kotopble CnocobHbl n3bexkate 0OHapY>KeHWA TPaANLMOHHBIMUW CUTHATYPHbLIMW U
3BPUCTNYECKUMUN MEXaHU3MaMMW.

BkaroueHue n oTKIrOUeHMe KOMMOHEHTa nOBEAEHl-IeCKVIﬁ aHaiuns

1. OTkpowTe MeHto NnporpamMmmel 1 Bbibepute NnyHKT LheHTp 6e30nacHocTM.
2. B oTkpbiBWEMCcA okHe BbibepuTe NyHKT MpeBeHTUBHaA 3awuTa.

3. Bkntounte uam oTkAKOUMTE KOMMOHEHT [oBeseHYeCKNI A aHaans3 npy NoMoLLm
nepekntoyatens @D.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacocTu > NpeBEHTUEHEA 3aLLMTa — O X
€ LlenTp 6ezonacHocTu & O 4

MNpeBeHTMBHaA 3aWmMTa

3awwTa OT BbIMOraTenem MosegeHuyecknin aHanwmz
I

3awwmTa dainoe o1 WnbpoeaHa ‘) Baokupoeka NogozpuTensHol m

aKTHMEHOCTH I'IpL‘IﬂCI)KEHL*‘Iﬁ

3alnTa OT 3KCMN/IONTOB

joThe  DAOKMpOEKAE Nporpamm, KOTopsle &
WCMOAL3YHIT YAZEMMOCTH
NPUADXEHWIA

A
[B Haxmure, ytobel 3aNpeTHTE M3MEHEHNS @

PucyHok 57. BkatoueHune/oTknroueHne komnoHeHTa MoBegeHueckuii aHanus
B 3Tom pasgene:

e Pexxnmbl paboTbl KOMOOHEHTa
e COo3saHMNE U U3MEHEHWNE OTAE/bHbIX MPAaBUA AN NPUNOXKEHWNI
e OnuvcaHme 3aliMiliaeMbix 06bEKTOB

Hactpouku MNoBepgeHueckoro aHasiusa

HacTpoWikv nporpaMmbl MO YMOAYaHUIO ABASIOTCA ONTUMabHbIMUW B 6ONbLUMHCTBE C/1yYaEes,
NX He cnepyeT 3MeHAaTb 6e3 HeobxoanMMocCTy.
Ana nepexoga K HacTpoiikam KoMmnoHeHTa MoBegeHueckuii aHaNus:

1. Y6eautech, uto Dr.Web paboTaeT B pexume aaMuHnUCTpaTopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM cayyae HaxXmuTe Ha 3aMOK .

2. Haxxwvute nantky NMoBeaeHueckui aHanuns. OTKPOETCA OKHO HAaCTPOEK KOMIMOHEHTa.

PyKOBO,CLCTBO nosb30BaTena
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¥ Uentp GezonacocTn > MpeBeHTHEHEA 3aLLMTa > [10BEAEHYECKIIA aHANNE > YPOBEHE 3aLLNTEI — O X

¢ MpeBeHTMBHaA 3awmTa S8 o
MoBeseHuYecKuUii aHanu3

YpoBeHb awmthl  flocTyn npunoxeHnin

BriBepuTe ypoBEHE 23LUMTEL KOTORLIA onpeaenneT peakumio DriWeb Ha oBpawieHe NpUMACKEHWEA K 2aLLMLLEEMEIM
obbekTam. OBpaTUTe BHUMAHWE, UTO 3T HACTPOMKWM HE PaCNPOCTPaHAKTCA Ha NPUAOXEHWA, NAPaMETPLl KOTOPLIX
HACTPOEHEl OTABARHO.

OnTUmansHBIA (pekomeHayeTcs) ~ @

SamiLaemsli o6LeKT Pazpewwats Cnpawmneats 3anpeLLats -
LlenocTHoCTE 2anyLLeHHEIX NPUACXKEH W ()

Daiin HOSTS ()
HWaKoypoBHEERIA 4OCTYN K AMCKY ()

3arpyzka Apaleepor ([ ]

MapameTpel 2anycka npuaoxeHui (IFEQ) L

~

—
[=a)

PucyHok 58. HacTpoiiku NoBegeHueckoro aHanusa

Bbl MOXeTe 3aaTb OTAE/bHbIN YPOBEHb 3aLUMTbI A151 KOHKPETHbIX MPUIOXKEHWUA 1 06N
YPOBEHb, HACTPOMKM KOTOPOro ByayT NPUMEHATLCS KO BCEM OCTaslbHbIM npoLeccam. s
3a/,aHuMs O6LLEro YPOBHS 3alMThl Ha BKIajke YPOBEHb 3aLUTbl BbIGepUTe HEOHXOAMMBI
YPOBEHb W3 BblNajaroLLEro crnmcka.

YpoBHM 3alUTbI

YpoBeHb 3alnTbl OnucaHue

OnTuManbHbIN Ncnonb3yetcs no ymonuarnuto. Dr.Web 3anpelaet aBToMatnyeckoe nsmMeHeHve
CUCTeMHbIX 06beKTOB, MOANPUKALMA KOTOPbIX OAHO3HAUYHO CBUAETENLCTBYIOT O
nonbITke BPeAOHOCHOTO BO3/JENCTBMA Ha OMnepaLMOHHyto cucTeMy. Takke
3anpeLyaeTcs HU3KOYPOBHEBbIN JOCTYN K AWUCKY 1 Moandurkauma darina HOSTS
NPUNOXKEHUAM, AEVCTBUS KOTOPBIX Takoke OAHO3HAUYHO OMPeAenstoTcs, Kak
norbiTka BPeAOHOCHOTO BO3JENCTBUA Ha OMepaLMOHHYO CUCTEMY.

i'} BrokvpytoTcs TONBKO AEUCTBUS NPUIOXKEHNN,
J KOTOpble He AIBASAOTCSA JOBEPEHHBIMU.

Cpep,HMﬁ o1oT YPOBEHb 3aLWUTbl MOXHO YCTaHOBUTb NpWU MOBbILLEHHOW ONAacHOCTM
3apaxkeHua. B AAHHOM peXumMe JOMNMONTHUTENBbHO 3anpelaeTca 40CTyn K TeM
KPpUTN4eCKnm obbekTam, KOTOPbIe MOTYT NOTEHUMa/IbHO UCMNOJ/Ib30BaTbCA
BPeAOHOCHbIMM NpOorpamMmMmamMn.

PyKOBO,CLCTBO nosab3oBaTenda
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' B AAHHOM pée>XmMe 3allTbl BO3MOXHbI KOHq).I'II/IKTbI
COBMECTUMOCTN CO CTOPOHHUM MPOrpamMmMHbIM o6ecr|equ|/|eM,

MCMOIb3YHOLW MM 3allnliaeMble BETKU peecTpa.

MapaHoupanbHbIi OTOT ypOBEHb 3aLLUTbl HEOOXOAUM ANS MOSHOTO KOHTPOS 3@ JOCTYNOM K
Kputnyeckum obbektam Windows. B gaHHOM cnyyae Bam Takoke 6yaeT focTyneH
MHTEPaKTVBHbIA KOHTPO/Ib 3a 3arpy3Kkon ApariBepoB 1 aBTOMaTUYECKUM
3anyckoM Nporpamm.

Monb3oBaTenbckuii B 3TOoM pexxume Bbl MOXeTe BbiGpaTb YPOBHM 3aLLMThl A5 KaXA40ro o6bekTa no
CBOEMY YCMOTPEHWIO.

Monb3oBaTenbcKkMii peXxnum

Bce n3meHeHnsa B HacTporikax coxpaHatoTcs B [onb3oBaTeNbCKOM pexmme paboTbl. B 3Tom
OKHe Bbl Takke MOXeTe CO3aTb HOBbIN YPOBEHb 3aLUMTbI AN COXPAHEHWUA HY>XKHbIX HAaCTpOeK.
Mpwn Nto6bIX HACTPOMKax KOMMOHEHTa 3aluMLLaeMble 06beKTbl OyAyT AOCTYNHbI A1A UTEHUS.

Bbl MoXeTe BbibpaTh 04HY 13 peakumin Dr.Web Ha nonbITkM NpuaoxeHn moandurLmnpoBaTh
3alMLIaeMble 0OBbEKTbI:
e Paspewatb — J0CTyN K 3alimiLiaeMoMy 06bekTy ByaeT pa3peLleH Ans BCex MPUAOKEHWN.

e CnpawmBaTb — Npuv NOMbITKE NPUAOXKEHUA MOANDULMPOBATb 3alumLLaeMblil 06BbekT byaeT
nokasaHo yBeJOM/eHMe:

%7 DrWEB

Paszpewwutt npoueccy U3MeHuTb dan HOSTS?

PID: 277G
Mpouecc:  Ch\Users\user\Desktop\HIPS_Hosts.exe

Paspewarts EnokWpoBaTh

PucyHok 59. NMpumep yBeaoMaeHUs ¢ 3anpocomM A0cTyna K 3aluu,aeMomMy o6bekrty

e 3anpelatb — Npu NOMbITKE NPUNOXEHUS MOANPULIMPOBATb 3aLUMLLaEMbI 06 beKT
npunoxeHuto byaet otkazaHo B gocTyne. Mpu 3ToM ByAeT NokasaHo yBejOMAEHME:

PyKOBO,ELCTBO nosab3oBaTenda
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%7 Dr\WEB

Mpoueccy 3anpelleH HU3KOYPOBHEBLIA AOCTYN K AWCKY

® PID: 636
Mpowecc:  Ch\Users\us.\PpLowlevelDiskaccessTest.exe
Anck: \Device\HarddiskO\DROD

PucyHok 60. Mpumep yBegomieHUA O 3anpeTe AOCTyNa K 3aluuiaeMmomy o6bekty

CO3AaHVIe HOBOroO YPOBHA 3allUTbI

1. HaxxmuTte KHOMKyY @
2. B OTKpbIBLLIEMCA OKHE YKaXXnte Ha3BaHue 419 HOBOro npoduas.

3. MpocMoTpuUTe HAaCTPOIKM 3aLUMTbI, 3ajaHHbIE MO YMOAYAHUIO U, MPU HEOBXOAMMOCTH,
OTpesaKTUpynTe nx.

4. Haxxmute OK.

Bbl MOXeTe yaanuTb CO34aHHbIN NPOPUb, HaXxaB KHOMKY . MpeayctaHOBAEHHbIE NPOGUAN
YAANNTb HENb3A.

MonyueHne ysepomnenni

Bbl MOXeTe HacTpPOUTb BbIBOZA YBEAOMAEHUI O AENCTBMAX KOMMOHeHTa [NoBeaeHuecknin
aHaNM3 Ha 3KpaH M OTNPaBKY 3TUX YBEAOMIEHWIA Ha 31I€KTPOHHYH MOYTY.

CM. Takxke:

e YBeaomaeHus

A octyn npunoxxeHnmn

Yto6bl 334aTb OTAEAbHbIE MapaMeTpbl 4OCTyNa A9 KOHKPETHbIX MPUAOXEHUIN NepenanTe Ha
BK1aAKy [Loctyn npunoXkeHun. 34ecb Bbl MOXeTe A06aBUTb HOBOE NPaBuao A4Ns
NPUNOXEHNS, OTPEAAKTUPOBATb Y>XKe CO34aHHOe NPaBuIO UK YAaAnTb HEHY>KHOE.

PyKOBO,CLCTBO nosab3oBaTenda
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MpeBeHTUBHaA 3aWMTa

¥ Uentp BezonacrocTu > NpeeeHTiEHaA 3awwTa > [oBEgeHUECKIiA aHannz > JocTyn NpUACKEHW — O X

¢ MpeBeHTMBHaA 3awmTa S8 o
MoBeseHuYecKuUii aHanu3

YpoBeHb awmtbhl  flocTyn npunoxeHnia

3aaaliTe NapanMeTpel 40CTYNAE NPUAOKEHMA K pazavuyHeiM obbekTam, 2awmnwaenein DrWeb, Ha npunoxenuns, ans KoTopsix
HE 23/1aHkL! OTAEABHEIE NapaMeTpsl, OyAeT pacnpoCTPaHATECA BEIBPaHHBIA YPOBEHE 2aLLKTEL

®

[MpunoxeHue M My

%@ dwscanner.exe C\Program Files\DrWeb\dwscanner.exe

~

—
[=a)

PucyHok 61. Hactpoiiku octyna aAns npuioXKeHun
Ansa paboTbl c 06beKkTamMun B TabanLe AOCTYMHbI CAeAyroLe 31eMEHTbI YNpaBAeHUS:

e KHonka @ — pobaBieHne npaBuaa Aia NPUNOKEHNS.

e KHonka @ — peAaKkTMpoBaHMe CyLLEeCTBYHOLLMX NPaBUI.

e KHonka \&/ — yaaneHve npasuna.

B ctonbue Tun npaBuaa MoxeT oTobpaxkaTbCa TpW TMMNa NpaBma:

o O — 3aaHO npasunao Pa3pe|.ua'rb BCe A/1d BCEX 3aluMiaeMbIX 0b6beKToB.
o — 3ajaHbl pa3Hble MpaBuia Ana 3almuiaeMblX 06beKTOB.

e © — 3azaHo Npasuao BnokupoBaTtb Bce A5 BCEX 3aALLUMLLAEMbIX OO BEKTOB.

[ o6aBneHne npaBuna Ana NpUIOKEHN

1. Haxxmute kHOMKy @

2. B oTKpbIBLIEMCS OKHE HaXXMUTe KHOMKy O630p 1 ykaxunTe nyTb K NCMOAHAEMOMY daliny
NPUAOXKEHNS.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacrocTu > NpeeeHTiEHaA 3awwTa > [oBEgeHUECKIiA aHannz > JocTyn NpUACKEHW — O X

I'Ipan.no ANA NPUAOCXKEHNA

Yiamute npwunoxeHWe, ANA KOTOROro co30aeTcA Haf:op npaey.

CA\Program Files\Internet Exploreriiexplore.exe

~

3aMuLaensin obbekT Pazpewats Crnpawmneats 3anpeLuats
LlenocTHoCTE 2anyLeHHbX NPUAOXEHWA [ )
Daiin HOSTS () |
HuzkoypoBHEBBIA 40CTYN K AWCKY [ )
MapameTpel 2anycka npuacxennia (IFEO) [ )
Lpafeepbl MyAsTUMEAWAHBIX YCTROWCTE [ ] -
0K ‘ ‘ OTMeHNTB ®

PucyHok 62. [lo6aBneHne Habopa npaBuA ANA NPUNOXKEHUA

3. MpocmoTpuUTe HACTPOMKM 3aLLMTbI, 3aJaHHbIE MO YMOYAHUIO U, PN HEOHBXOANMOCTH,

OTpesakTMpynTe mx.
4. Haxmunte OK.

3awumwaemMmblie 06beKTbI

3awuuaembii 06beKT

LlenoctHOCTb
3anyLweHHbIX MPUAOXKEHWI

HOSTS daiin

HuzkoypoBHeBbIV fOCTyn
K AUCKY

3arpyska gpariBepoB

Kputnueckre obnactm
Windows

OnucaHue

[laHHan HacTpoiika NO3BOASET OTCIEXMBaTL NPOLECChI, KOTOpble
BHEAPAOTCA B 3anyLLeHHble NMPWIOXEHUs, YTO ABAAETCA YrpOo30M
6e30MacHOCTV KOMMblOTepa. He oTcaexviBaeTca noBejeHvie Tex NPOLECCOoB,
KoTopble fo6aBaeHbl B CKntoYeHs.

®aiin HOSTS uncnosib3yeTtcs onepauyoHHON CUCTEMON A4S YNPOLLEeHMS
poctyna k cetm ViHTepHeT. VIameHeHws 3Toro daina MoryT ObiTb pesyabTaToM

paboThl BUpyca WAn Apyrovi Bpe4OHOCHOW NporpamMmbl.

[aHHas HacTpoWika No3BOoAseT 3anpeLatb NPUIOXKEHUSM 3aMnUCb Ha XKeCTKUM
JMCK NMOCEKTOPHO, He obpallanch K GaiioBoM cucteme.

[JaHHas HacTpolika No3Bo/IAeT 3anpeLlaTb NPUAOXKEHMAM 3arpy3ky HOBbIX
WV HeW3BECTHbIX ApaViBEPOB.

Mpouvre HacTPOVKM NO3BOAAIOT 3aLLMLLaTh OT MOAMPUKALMM BETKM peecTpa
(kak B cucteMHOM npodue, Tak U B Npoduisx Bcex nosibzoBaTesiel).

[Joctyn k Image File Execution Options:

PyKOBO,CLCTBO nosab3oBaTenda
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MpeBeHTUBHaA 3aWMTa

OnucaHue

o Software\Microsoft\Windows NT\CurrentVersion\Image File Execution
Options

[Joctyn k User Drivers:

e Software\Microsoft\Windows NT\CurrentVersion\Drivers32

e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers
MapameTpbl o60n04km Winlogon:

o Software\Microsoft\Windows NT\CurrentVersion\Winlogon, Userinit, Shell,
UlHost, System, Taskman, GinaDLL

HoTudwmkaTtopsl Winlogon:
e Software\Microsoft\Windows NT\CurrentVersion\Winlogon\Notify
ABTo3anyck o6onouku Windows:

e Software\Microsoft\Windows NT\CurrentVersion\Windows, ApplInit_DLLs,
LoadApplnit_DLLs, Load, Run, IconServicelLib

Accoupaupmm UCNoNHaeMbix Gaiios:

o Software\Classes\.exe, .pif, .com, .bat, .cmd, .scr, .Ink (K1toum)

o Software\Classes\exefile, piffile, comfile, batfile, cmdfile, scrfile, Inkfile
(knroun)

[MonnTukmn orpanHnyeHus 3anycka nporpamm (SRP):
e Software\Policies\Microsoft\Windows\Safer
MnaruvHbl Internet Explorer (BHO):

e Software\Microsoft\Windows\CurrentVersion\Explorer\Browser Helper
Objects

[panBepbl MynbTUMEANNHBIX YCTPOWCTB:
e Software\Microsoft\Windows NT\CurrentVersion\Userinstallable.drivers

ABTO3anyck nporpamm:

e Software\Microsoft\Windows\CurrentVersion\Run

e Software\Microsoft\Windows\CurrentVersion\RunOnce

e Software\Microsoft\Windows\CurrentVersion\RunOnceEx

o Software\Microsoft\Windows\CurrentVersion\RunOnce\Setup
o Software\Microsoft\Windows\CurrentVersion\RunOnceEx\Setup
e Software\Microsoft\Windows\CurrentVersion\RunServices

e Software\Microsoft\Windows\CurrentVersion\RunServicesOnce
ABTO3amMycK NOJINTUK:

e Software\Microsoft\Windows\CurrentVersion\Policies\Explorer\Run

PyKOBO,ELCTBO nosab3oBaTenda
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3awmwaemMmbii 06bEKT OnucaHue

KoHbwurypaups 6e3onacHoro pexuma:

e SYSTEM\ControlSetXXX\Contro\SafeBoot\Minimal
e SYSTEM\ControlSetXXX\Control\SafeBoot\Network

MapameTpbl MeHegxepa Ceccui:
e System\ControlSetXXX\Control\Session Manager\SubSystems, Windows
CucTeMHble Cnyx6bl:

e System\CurrentControlXXX\Services

Ecav npu yctaHOBKe BaxkHbIX 06HOBEHW 0T Microsoft wiv npu yctaHoBke v paboTe
nporpamm (B TOM 4ncae nNporpamm gedbparmeHTaLym) BO3HUKaOT Npo6ieMbl, BpeMeHHO
oTktoumTe MoBeseHYeCckuUin aHams.

11.2. 3awmTa OT BbiMOrartesien

KoMnoHeHT 3awwmTa OT BbiMOraTesiel Mo3BOAsSeT OTCAeXNBaTb MPOLLECChl, KOTOPbIE MbITakoTCA
3awmdpoBaTtb Noab3oBaTeNbckme Ganiibl MO N3BECTHOMY aJrOPUTMY, CBUAETENbCTBYHOLLEMY O
TOM, UTO Takue NMpoLEecchl ABAAOTCA yrpo3omn be3onacHOCTM komnbroTepa. K Takmm
npoLeccam OTHOCATCA BUPYChI-LIMPPOBAbLUNKNA.

BknroueHue n oTK/IlOMEeHME KOMMOHEHTa 3au.|,m'a OT BbIMoOrarteneu:

1. OTKpoOWMTe MeHto NporpamMmebl U Beibepute NnyHKT LheHTp 6e3onacHocTM.
2. B oTkpbiBLIEMCs OKHe BbibepuTe NyHKT NMpeBeHTMBHasA 3awuTa.

3. BwitoumTe nam oTKAKOUMTE KOMMOHEHT 3alluMTa OT BbIMOraTene npu nomMoLm
nepekntoyatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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MpeBeHTUBHaA 3aWMTa

¥ Uentp BezonacocTu > NpeBEHTUEHEA 3aLLMTa — O X
€ LlenTp 6ezonacHocTu & O 4

MNpeBeHTMBHaA 3aWmMTa

3awwTa OT BbIMOraTenem MosegeHuyecknin aHanwmz
I

3awwmTa dainoe o1 WnbpoeaHa ‘) Baokupoeka NogozpuTensHol m

aKTHMEHOCTH I'IpL‘IﬂCI)KEHL*‘Iﬁ

3alnTa OT 3KCMN/IONTOB

joThe  DAOKMpOEKAE Nporpamm, KOTopsle &
WCMOAL3YHIT YAZEMMOCTH
NPUADXEHWIA

A
[B Haxmure, ytobel 3aNpeTHTE M3MEHEHNS

~

—
[=a)

PVICYHOK 63. BxatoueHne/oTK/IlOUeHUe KOMIMOHEeHTa 3auJ,vrra OT BbiMoOrareneun

B 3Tom pasgene:

e Hacrpoika peakummn Ha NONbITKN NPUNOXKEHWI 3aindpoBaTte Ganbl
e /lckntoueHund 13 NpoBepKu

Ansa nepexoga K HacTpoiikam KOMMNOHEeHTa 3alluTa OoT BbiMoraTenei:

1. Y6epmutech, uto Dr.Web paboTaet B pexxume agmumHmcTpaTopa (3aMOK B HUXKHEN yacTu
(7l
NporpamMmMbl «OTKPbIT» ‘h) B npoTMBHOM ciyyae Ha>XmMuTe Ha 3aMOK

2. Haxmute NANTKY 3auJ,vrra OT BbiMoOrartenei. OTKpoeTCﬂ OKHO HaCTpOeK KOMIMOHEHTa.

Peakuusa Dr.Web Ha nonbiTku npuno)keHui sawmepposatb ¢pain

B BbinagatoLiem MeHo BbibepuTe feincTBre, KoTopoe byaeT NPUMEHATLCA AN BCEX
NPUNOXEHNNA.

° BI'IOKVIPOBaTb— BCEM NMPUIOXKEHNAM 6y,u,eT 3anpeweHo LIJVICI)pOBaTb q)aVIJ'IbI nosb30oBaTenAa.

STOT peXXnM YCTaHOBAEH MO YMONYAHWUIO.

e CnpawmBaTb — Npuv NOMbITKE NPUAOXEHUA 3awmndpoBaTb daiin nonb3oBatens byaer
noka3blBaTbCA yBEeJOMNEHWE, TAe Bbl CMOXETE 3anpeTuTb MPUIOXKEHUIO 3TO AeNCTBUE U
NPOUrHOPMPOBATL ero.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacHocTu > NpEBEHTHEHEA 33LLMTA > 33LLUNTE OT BBIMOraTENEH

€ HFIEBEH'I'HBHHH auuTa

3aluTa oT BeIMOraTeneii

HACTPOWKKM HE PACMPOCTPaHAKITCA Ha NPUAOXEHWA, YKaZaHHEIE HUXE,
brokwpoeats v

bBrokupoeate

Crnpawwveats
N

MpunoxeHue MyTe

Hacrpolite peakuwio DrWeb Ha nonkimkn npuaoxeHWid 2awndpoeate dainsl nonszoeateneid. OBpPaTUTe BHUMAHWE, UTO 3TH

— O X

& & 0

Cnwcok nyct

~

—
[=a)

PucyHok 64. Bbi6op peakunm Dr.Web
CMm. Takxke:

e YBeaomieHus

Cnncok NpUIOXKeHUM, UCK/IFOUEHHbIX U3 NPOBEepPKU

Bbl MOXeTe cpopMMpOBaThL CMUCOK MPUNOXKEHUI, KOTOPbIE BYAYT NCKIHOYEHbI U3 MPOBEPOK
KOMMOHEeHTOM 3alumTa OoT BbiMoraTtesnen. Ana paboTbl ¢ 06bekTaMun B CNMCKe AOCTYMHbI

cnepyrounie sneMeHTbl ynpaBaeHUA:

e KHonMka @—AO6aBﬂeHVIe NPUIOXKEHNA B NCKNTHOYEHWE N3 NMPOBEPKN.

e KHonka —yp,aneHme MNPUNOXEHNS U3 CMUCKA UCKTHOYEHWNTA.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacHocTu > NpEBEHTHEHEA 33LLMTA > 33LLUNTE OT BBIMOraTENEH — O X

¢ MpeBeHTMBHaA 3awmTa S8 o
3aluTa oT BeIMOraTeneii

Hacrpolite peakuwio DrWeb Ha nonkimkn npuaoxeHWid 2awndpoeate dainsl nonszoeateneid. OBpPaTUTe BHUMAHWE, UTO 3TH
HaCTPOMKKM He PacnpoCTRaHAKITCA Ha NPUADXKEHWA, YKazaHHLIE HMXe.

Brokwpoeats v

Yiamute NPHUNOXEHWA, KOTOPLIE HE 5yAyT MPOEEPATLCA KOMNOHEHTOM 3ELLI,HTE OT BbIMOraTensi:

®®

MpunoxeHue MyTe

ﬁ dwscanner.exe C\Program Files\Dr\Web\dwscanner.exe

@ iexplore.exe C:\Program Files\Internet Explorer\iexplore.exe
[]] notepad.exe C\Windows\notepad.exe

~

—
[=a)

PucyHok 65. UckntoueHns M3 nposepku 3aliuToii oT Bbimorarenen

UT106b1 f06aBUTL NPUNIOIKEHNE B CMIUCOK:

1. Haxmwure KHOI'IKy@ M B OTKPbIBLUEMCA OKHE Bblbepunte HeoHbXoAMMOeE NPUIOXKEHNE.

2. Haxmute OK.

CMm. Takke:

YT0bHbI 3alMTUTb CBOW AaHHbI€ OT HECAHKLUMOHNPOBAHHbIX M3MeHeHVII7I, Bbl MOXKeETE TakXKe

£06aBnTb Gansibl NOA 3aLMTY.

11.3. 3awmTa OT 3KCN/IOUTOB

KoMnoHeHT 3au.|,vrra OT 3KCNJIOMATOB M0O3BOAAET 6N10KN poBaTb BPEAOHOCHbIE O6'beKTbI,
KOTOPbIE€ NCNONBb3YHT YA3BUMOCTU B MNOMNYNAPHbIX NPUNOXKEHUNAX.

BkatoueHue n oTK/IIOUEHUE KOMMOHEeHTa 3aluTa OT 3KCMN/IONTOB:

1. OTKpoWMTe MeHto NporpamMmebl U Beibepute NnyHKT LheHTp 6e3onacHocTM.
2. B oTkpbiBLIEMCS OKHe BbibepuTe NyHKT NMpeBeHTUBHasA 3awuTa.

3. BwsitoumTe Man OTKAKOUMTE KOMMOHEHT 3allMTa OT 3KCMIONTOB NPU MOMOLLM
nepekntoyatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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MpeBeHTUBHaA 3aWMTa

¥ Uentp BezonacocTu > NpeBEHTUEHEA 3aLLMTa — O X

€ LlenTp 6ezonacHocTu & O 4

MNpeBeHTMBHaA 3aWmMTa

3awwTa OT BbIMOraTenem MosegeHuyecknin aHanwmz
I

3awwmTa dainoe o1 WnbpoeaHa ‘) Baokupoeka NogozpuTensHol m

aKTHMEHOCTH I'IpL‘IﬂCI)KEHL*‘Iﬁ

1oungo  SALLMTA OT 3KCTNIOATOB

joThe  DAOKMpOEKAE Nporpamm, KOTopsle &
WCMOAL3YHIT YAZEMMOCTH
NPUADXEHWIA

A
[B Haxmure, ytobel 3aNpeTHTE M3MEHEHNS

~

—
[=a)

PucyHok 66. BkitoueHne/oTiiloueHNe KOMMOHEeHTa 3alyuTa oT 3KCMNJIONTOB

Ansa nepexoga K HacTpoilikam KOMMOHEHTa 3alluTa OT SKCN/IOUTOB:

1. Y6epmntech, uto Dr.Web paboTaet B pexxume agmmHmcTpaTopa (3aMok B HUXXHEeRN yactu

nporpamMmMbl «OTKPbIT» ‘L) B NPOTNBHOM C/yYae Ha>KMUTE Ha 3aMOK E

2. Haxmute NANTKY 3auJ,vrra OT 3KCMNJIOATOB. OTKpOETCFI OKHO HaCTpOeK KOMMNOHEHTa

B cooTBeTCTBYIOLLEM BbiNaZatoWweM Crncke BbibeprTe NOAXOAALLMI YPOBEHb 3aLWMThI OT
3KCMJIONTOB.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp GezonacocTu > NpeBEHTHEHEA 33LLMTa > 33LLUNTE OT 3KCMNOATOE — O X

¢ MpeBeHTMBHaA 3awmTa S8 o
Q¢ 3aLMTa OT 3KCNIOMTOB

BrokWMpoEKa EPEAOHOCHBIX 0BBEKTOR, KOTOPEIE MCNONL2EYKIT YAZEMMOCTM B Adobe Reader, Internet Explorer, Firefox u apyrux
M3BECTHLIX MpOrpaMmax.

BﬂOKHpOEETb WCNOAHEHWE HEAETORWM30EAHHOTO KOAd W
EJ"IOKIf'IpOEIETb WCNoAHeHWe HeaeToORMI0BaHHOIO Koda

VIHTepaKTWEHEIF pexum

PEEPELIJETI: HMCNOAHEHWe HeaBTORWMIOBAHHOID KO4d

~

—
[=a)

PucyHok 67. Bbibop ypoBHSA 3aLiUThl

YpoOBHM 3aLUTbI

YpoBeHb 3aLUTbI OnucaHue

BJ'IOKVIpOBaTb ncnonHerHue [llonbitka BPEAOHOCHOTO o6bekTa UCMoJib30BaThb yA3BMMOCTU B
HEABTOPM30OBAHHOIO KOZa MNporpaMMHOM obecneyeHmm ANA nonyyeHna JoCTyna K KpUtnyeCcknm
obnactam OHean,I/IOHHOVI CNCTEMDI 6y,CI,ET aBTOMaTU4eCKn 3a6ﬂOKI/IpOBaHa.

VHTepaKT1BHbIA pexxum Mpwu nonbiTke BpeOHOCHOrO o6bekTa UCMNoNb30BaTh YA3BUMOCTA B
nporpamMMHoM obecneyeHnn Ana NoayyYeHVs AOCTyna K KpUTUYECKUM

obnacTam onepaumoHHon cuctembl Dr.Web BbiBegeT cooTBeTCTBYHOLLEE
coobuyeHre. O3HaKoMbTeCh C UHPOPMaLMeEN 1 BbIGepuTe Hy>XHOe AeicTBue.

Pa3pemaTb NCNONHEHWE [MonbiTka BPeAOHOCHOTO obbekTa UCNoabL30BaTh yA3BMMOCTU B

HEABTOPM30OBAHHOIO KO4a MNporpaMMHOM obecneyeHmm ANA nonyyeHuna JoCTyna K KpUtnyeCcknm
obnactam Ol'lepaLl,I/IOHHOIZ CNCTEMDI 6y,a,eT aBTOMaTU4YeCKNM pa3peLleHa.

CM. Takxke:

e YBegomaeHus

PyKOBO,CLCTBO nosab3oBaTenda
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12. YcTpoucTBa M JIMUHbIE AaHHbIe

YcTpoicTBa U INUHbIE JaHHble

B 3TOM OKHe Bbl MOXeTe HaCTPOUTb AOCTYN MPUIOXEHUI K BED-KaMepaM 1 MUKPOhOHaM,
NOAKIFOUEHHbBIM K BallleMy KOMMbIOTEPY, 406aBUTb BaXkHble Mankn Nnoj 3amTy, a Takxke
3ab6510kMpoBaTh AOCTYN K ONpeseNeHHbIM Knaccam 1 LWMHAM YCTPOMCTB.

Ana nepexopa B rpynmny HacTpoek YCTPOMCTBA U JIMUHbIE AaHHble:

1. OTkpouTe MeHIo NporpaMmsbl 1 BelbepuTe NyHKT LleHTp 6e3onacHocTw.

2. B oTkpbIBLLEMCS OKHe BbibepuTe NyHKT YCTPOMUCTBA U INUHbIE AaHHbIE.

T Uentp BezonacHocTu > YeTpoiicTea W MMUHBIE AaHHbIE

€ LleHTp 6esonacHocTK

& YcTpoWcTBa U INYHBIE AaHHBIe

Beb-kamepnl

@ KoHTpone foctyna npuaoxeHni KQ)

K Befb-Kamepam

3EILLI.V1TEI OT NOTEPW AaHHbIX

E 3awmTa Gafnoe OT MIMEHEHWA MAK 5

YAoaneHWA BpeAoHOCHBIMKW NPporpamMmMania

|
[B Haxmure, utobel 3anpeTnTs nSMeHeHNS

MukpodoHbi

KoHTpone fgoctyna npuaoxeHui

K MUkpodoHam

YcrpoiictBa

Hacrpolka npaeu

& & 4

A AOCTYNa K YCTPOWCTEaM

—
(=)
s

PucyHok 68. OKHO YcTpoMcTBa U JINUHbIE JaHHble

AJ’ISI nepexopa K HaCTpOﬁKaM KOMMOHEHTOB:

1. Y6eautech, uto Dr.Web paboTaeT B pexume aaMuHnUCTpaTopa (3aMOK B HUXKHEN YacTu

(i [T
nporpamMmmbl «OTKPbIT» ) B NPOTMBHOM CnyYae Ha>KMUTE Ha 3aMOK .

2. HaxxmuTe namtky HeOH6X0AMMOro KOMMOHEHTa.

B aTtom okHe:

e Beb-kamepbl — KOHTPOAb AOCTyNa NPUIOXKEHNI K Be6-kamepaMm.

e M1KPOdOHbBI — KOHTPO/b AOCTYNa NPUAOXKEHUIN K MUKPODOHAM.

e 3alunTa OT NOTePU AaHHbIX — AoHaBAEHME BaXKHbIX NanoK 1 GariaoB Noj 3auTy.

e YCTpoicTBa — ynpasBaeHne 610KMPOBKOWN YCTPOMCTB.

PyKOBO,CLCTBO nosab3oBaTenda

148



14
X
I\

A
K5

YcTpoicTBa U INUHbIE JaHHble

12.1. HacTtpouka gocrtyna Kk Be6-kamepam

Dr.Web 3awpmuiaet KOHPUAEHLMANBHOCTb Ballel YaCTHOW XU3HW, KOHTPOAUPYS AOCTYN

I'IpI/I}'IO)KeHVII‘/JI K Be6—|<a|v|epaM, NOAKNHOYEHHbIM K BalleéMy KOMMbHOTEPY.

Ansa nepexoga B okHO Be6-kamepbi:

1. OTKpoWTe MeHO Nporpammbl 1 BbibepuTe NyHKT LieHTp 6e3onacHocTL.

2. B oTkpbiBLIEMCA OKHe BbibepunTe NyHKT YCTPOMUCTBA U INUHbIE JaHHbIe.

3. Y6eputech, uto Dr.Web paboTtaet B pexxurme agMmuHucTpaTopa (3amok B HUXKHEN YacTu

NporpamMmMbl «OTKPbIT» ‘L) B npoTMBHOM ciyyae HaxXmMuTe Ha 3aMOK

4. Haxmute nantky Be6-kamepbl. OTKpOeTCs OKHO HacTpoek.

T Uentp BezonacHocTu > YeTpoiicTea W MMUHBIE AaHHbIE

€ LleHTp 6esonacHocTK

& YcTpoWcTBa U INYHBIE AaHHBIe

Beb-kamepnl

@ KoHTpone foctyna npuaoxeHni
K Befb-Kamepam

3EILLI.V1TEI OT NOTEPW AaHHbIX

E 3awmTa Gafnoe OT MIMEHEHWA MAK
YAANEHUA BPEAOHOCHBIMK MPOTrPaMMaN K

|
[B Haxmure, utobel 3anpeTnTs nSMeHeHNS

MukpodoHbi

KoHTpone fgoctyna npuaoxeHui

K MUkpodoHam

YcrpoiictBa

Hactpolika npaenn goctyna K ycTporcTEam

& & 4

—
(=)
s

PucyHok 69. [loctyn k okHy Be6-kamepbl

B aTtom pasaene:

e Peakuuns DrWeb Ha obpauieHune npuaoxeHuin k Be6-kamepam

L4 AOCTyI’I A4 OTAENbHbIX I'IQI/IIIO)KEHI/IIZ

PyKOBO,CLCTBO nosab3oBaTenda
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Peakuna Dr.Web Ha obpawieHne npuaoxxkeHnin Kk Be6-kamepam

B BbiNagatoLieM MeHto BbibepuTe pexxum AocTyna, KOTopblin ByaeT NPUMEeHATbCA ANs BCeX
NPUNOXKEHWNN:

e Paspewatb, gocTyn K Be6-kamepaMm Ana NpUAOXKeHUN byaeT pa3peLleH. ITOT pexum
BblGpaH Mo ymoa4aHuto.
e 3anpelarb, 40CTYN K Beb-kamepam Ans NpuioxeHnin byaeT 3anpeLueH.

e CnpawmBaTth, Npu obpalleHnn NPUAoXKeEHUIN K Beb-kamepam BaM ByseT nokazaHO OKHO, B
KOTOPOM Bbl MOXeTe BbibpaTh AaNbHelllee AeNCTBME ANS NMPUNOXKEHUS: pa3peLwlnTb Uau
3ab10knpoBaTh JOCTYN K KaMepe.

F Lentp BezonachocTu > YCTpoiicTea i NMuHbIE AaHHbIE > Beb-kamephb — O X

€ YCTpoiicTBa U NWYHbIE AaHHbIE & & AL
O] Be6-kamepbl
Hactpoiika goctyna npunoxeHnid K eefi-kamepan
Pazpewats v

Pazpewats
3anpelats

Cnpawweats

[MpunoxeHue Hocryn

Cnuncok nyct

\
A

—
(=)

.

PucyHok 70. Bbi6op pexxuma goctyna ans nNpuaodXKeHun

Aoctyn ana oTaenbHbIX NPUIOXKEHN A

AJ’ISI HaCTpOﬁKM npaBua gocrtyna Ana otaeJibHbIX ﬂpMﬂO)KEHVIﬁi

1. HaxmuTte kKHonky @

2. B oTKpbIBLUEMCS OKHE HaxXMuTe kHomKy O630p v BbibepuTe NPUAOXKEHWE, 418 KOTOPOTo
Bbl XOTUTE CO34aTb NMPaBUIO, N PEXMM A0CTyNa K Be6-kaMepam.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacHocTu > YCTpOACTEE M NMUHBIE AaHHBIE > Beb-Kamepe — O

‘-'YCTPOI:'ICTBE} M MW4YHbIE JaHHbIE

© Be6-kamepl

Hactpolika aoc] -,

Pazpewats Hosoe npaewnno
Bbl MoMeTe Hagl MpunoxeHne

CA\Program Files\Internet Exploreriiexplore.exe
Hoctyn
MpunoxeHne
| Crnpawweats v P
oK | | OTMeHUTE

PucyHok 71. Co3paaHnsa npaBuia AocTyna Ais NpUIoXKeHns

3. Haxmwute OK.

Pa6ota co cnMcKoM NpuIoKeHWU
Bbl moXeTe OoTpeAaKTnpOoBaTb NMpaBuia JOCTyNa ANA I'Ipl/lflO)KGHVIVI.

e YTOObI NU3MEHUTL npaBnao JOCTyna ANA KOHKPETHOIO NpUAoXeHNA, Bbl6epI/ITe HOBOE€
3Ha4yeHne 13 BbiNajarowero MeHo Aia 3TOro Npnao>KeHuA.

e YTOObI YAaNNTb NPaBUIO, HAXXKMUNTE KHOMKY .

MonyueHue yBegomneHni

Mpwn 6aokMpoBKe fOCTyNa Npouecca k Beb-kamepam oTobpaxkaetcs yBegomaeHme. Bl
MOXeTe HaCTPOUTbL OTOBPaXKeHWE BCMbIBAOWMX YBEAOMIEHWI Ha 3KPaHE MW OTNpaBky
yBeOMJIEHUI Ha afpec 3NeKTPOHHOW NOouThI.

12.2. HacTtpowka gocryna kK MmkpogpoHam

Dr.Web 3awpuiaet KOHPUAEHUMANBHOCTb Ballel YaCTHOM XMU3HW, KOHTPOAMPYS JOCTYM
NPUIOXEHUN K MUKPODOHAM, MOAKIFOUEHHbBIM K BalLleMy KOMMbHOTEPY.

Ana nepexopa B okHO MUKpo@dOHbI:

1. OTKpoWMTe MeHto NporpamMmebl U Beibepute NnyHKT LheHTp 6e3onacHocTM.

PyKOBO,CLCTBO nosb30BaTena
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2. B OTKPbIBLLEMCA OKHE Bbl6epVITe MYHKT Ycrpoﬁcha N JINUHbIE AadHHbIE.

3. Y6eantecs, uto DrWeb paboTaeT B pexvme a;IMUHUCTPATOPA (3aMOK B HUXHEN YacTu

nporpamMmmbl «OTKPbIT» 'h) B NPOTMBHOM CnyYae Ha>KMUTE Ha 3aMOK

4. Haxmute namtky MukpogoHbl. OTKpoeTcs OKHO HaCTpOeK.

F Lentp BesonackocTu > YCTpoiicTBa W NMUHBIE AaHHbIE

€ UeHTp GezonacHocTU

& YcTpoWCTBa U INYHBIE AaHHbIE

Beb-kamepnl

@ KoHTpons goctyna npuaoxeHni
K Bef-KamMepam

3awmTa ot noTepun AaHHbIX

ﬁ 3awmTa GaRN0E OT UEMEHEHWA MAK
yaaneHWa BPeAoHOCHEIMM NporpamMmManmi

A
[H Haxmure, 4Tobkl 38NpETHTE M3MEHEHNA

(=)

MukpodoHbi

KoHTpons aoctyna npuaoxeHunia

K MUKpodoHam

YcrpoiicrBa

HacTpolika npaenn Aoctyna K ycTpoRcTEam

& & 4L

\
A

—
(=)

.

PucyHok 72. loctyn kK okHy MukpogoHbl

B sTom pasaene:

o Peakuns DrWeb Ha obpauieHune npuaoxeHnin K MUKpodoHam

o AOCTyI’I ANAa OTAE/IbHbIX I'Ipl/lflO)KEHI/IIZ

Peakuusa Dr.Web Ha obpauieHmne npunoxkeHnn K MUKpogoHam

B BbinagatoLLem MeHto BbibepuTe pexxnM JoCTyna, KOTOpbI ByaeT MPUMEHATLCA ANA BCEX

NPUNOXEHNNA:

e Paspewatb, 2ocTyn K MMKpOodOHaM AN NPUNOXKEHUI ByAeT pa3peLleH. ITOT PeXnMm

BbIGpaH NO yMONYaHUIO.

e 3anpewarb, JOCTYN K MUKPODOHaAM ANS MPUNOXKEHWI ByAeT 3anpeLLeH.

o CnpawmBatb, Npu obpalleHM NPUNOXKEHUI K MUKpOodOHam BaM ByaeT Moka3zaHO OKHO, B
KOTOPOM Bbl MOXeTe BbibpaTh JaNbHeNLIen A4eNCTBME A1 MPUIOXKEHNSA: pa3peLLmnTb Uau

3a6710kMpOBaTh AOCTYN K MUKPODOHY.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacHocTn > YCTpoiAcTEa W MMUHBIE AaHHBIE > MukpodoHel — O X

€ YCTpoWicTBa U INYHbIE AAHHbIE S8 o
8 MukpodoHsl

Hacrpolika 4ocTyna NpUACKeHWA K MUKPOGOHaM

Pazpewats v
Pazpewats

3anpewats

Crnpawwveats

Mpunoxerue Hocryn

Crnvcok myct

~

—
[=a)

PucyHok 73. Bbibop pexxvma goctyna ana npuaoXKeHumn
Aoctyn ana oTaenbHbIX NPUIOXKEHN
Ana HacTpoiikn NnpaBuA JocTyna ANA OTAEe/NbHbIX NPU/IO)KEHWIA:

1. HaxmuTte KHonky @

2. B OTKpbIBLLEMCA OKHE Ha>XXMUTE KHOMKY 0530p n Bbl6epI/ITe npunnoxeHne, ana KOTOpPoro
Bbl XOTUTE CO34aTb NMPaBUaO, N peXnM A0CTyna K MVIKpOd)OHaM.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacHocTu > YCTpOACTEE M NMUHBIE AaHHBIE > Beb-Kamepe

‘-'YCTPOI:'ICTBE} M MW4YHbIE JaHHbIE

© Be6-kamepl

Hactpolika aoc]

Pazpelats

Bl MoxeTe Hac

MpunoxeHne

Hosoe npasuno
MpunoxeHne

CA\Program Files\Internet Exploreriiexplore.exe

Hoctyn

Crnpawweats

oK | | OTMEHWTL

PucyHok 74. Co3paHna npaBuia AocTyna Ais NpyUioXKeHns

Paborta co cnnckom npuioXkeHnmn

Bbl MOXeTe oTpesakTMpoBaTh Npasuaa AOCTyna Afs NPUAOKEHUNA.

e YT0Obl M3MEHUTb MPaBUAO AOCTyNa ANA KOHKPETHOrO MPUAOXeHMA, BblbeprTe HOBOE
3HayeHVe 13 BblMajatoLLEero MeH 418 3TOrO NPUIOXKEHNS.

e YTObbI Y4annTb NMpaBuUao, HaXXMUTE KHOTKY .

MonyueHne ysepomnenni

Mpwn 610KMpPOBKE AOCTyMNa NpoLecca K MUKpopoHaM oTobpakaeTcs yBejoMAeHME. Bbl
MOXeTe HaCTPOUTbL OTOBpPaXKeHWe BCMbIBAOWMX YBEAOMIEHWI Ha 3KpaHe UK OTNpaBky
yBeZAOMJIEHWI Ha aZpec 31eKTPOHHOW MOYTbI.

CM. Takxke:

e YBegomaeHuna

12.3. brokupoBKa yCTPOMUCTB

B okHe YcTponcTBa Bbl MOXETE OrpaHNUnTb AOCTYN K OnpejeneHHbIM YCTPOMCTBaM AN

WMHaM YCTPOWCTB M HAaCTPOUTb YEePHbIN N Benbln CNnNCKN.

PyKOBOACTBO nosb30BaTena
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f I : HacTpoiikv gocTyna K ycTpo/cTBaM NPUMEHSOTCA ANs BCex yueTHbIx 3anunceit Windows.

Ana nepexopa B OKHO YCTPOUCTBa:

1. OTKpOWTe MeHto nporpamMmbl U Bbibepute NyHKT LheHTp 6e3onacHocTM.

2. B oTkpbIBLIEMCS OKHe BbiOepuTe NyHKT YCTPOUCTBA U INUHbIE AaHHbIE.

3. Y6eautecsb, uto DrWeb paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu

Il 1]
NporpaMMbl «OTKPbIT» ). B npoTMBHOM Cnyyae HaxXmMuTe Ha 3aMOK .

4. Haxmute nanTky YcTpoucTBa.

¥ Uentp BezonacHocTi > YCTPOACTE W IMUHBIE 4aHHBIE

€ LlenTp BezonacHocTH

@ YcTpoWcTBa U INYHBIE AaHHbIE

Beb-kamepnl

@ KoHTpons goctyna npuaoxeHia
K BebB-Kamepam

3awmuTa oT noTepun AaHHbIX

E 3awmTa GafIoE OT MEMEHEHWA MAK
YaaneHWs BpeLoHOCHBIMKM MPorpaMmManmil

A
[B Haxmure, ytobel 3aNpeTHTE M3MEHEHNS

& & 0

Mukpodorbi

KoHTpons goctyna npuaoxeHunia
K MUKpodoHaM

YcrpoiictBa

HacTpoiika npaenn gocryna K yCcTpoRcTEam

=
[=a)
e

PucyHok 75. loctyn K oKHy YcTpoucTBa

B 3Tom pasaene:

e OCHOBHble HAaCTPONKN BNOKNPOBKM
e bOKMPOBKA LLINMH 1 K/1aCCOB YCTPOWNCTB

e dopmupoBaHve 6enoro cnucka YCTPoucTB

OCHOBHbI€ HAaCTPOMNKM

Bbl MOXeTe BKIHOUNTD COOTBETCTBYHOLLME ONMUNN, yToObbI:

e 6/10KMpPOBaTh AOCTYN K JAaHHbIM Ha CbeMHbIX HocuTensax (USB dneww-Hakonutensx, Anckerax,

CD/DVD npwuBogax, ZIP-anckax v 1. n.);

PyKOBO,CLCTBO nosab3oBaTenda
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° 6J'IOKI/IpOBaTb nepejavy 3aAaHVIVI Ha rneyaTb,

o 6J'IOKI/1pOBaTb nepejavy JaHHbIX MO J1OKaJibHbIM CETAM U CETU MHTepHeT.

T Lentp BezonacHocTi > YeTpoiicTea W MMUHBIE AaHHbIE > YeTpoiicTea

€ NHCTpyMeHTbI

& Ycrpoiicta

Bel moxeTe 2a610KMPOEATE ADCTYN K YKAZAHHBIM YCTPOWCTEAM W HACTPOWTE BEABIA CNMCOK YCTPORCTE.

BAOKMPOBATE ChEMHBIE HOCUTENM
BAOKWMPOBATE OTMPAEKY 234aHUA Ha NPUHTED

EJ'IOKPIpOEIETI: nepefady AaHHBIX MO CETH (noKansHBIM CETAM W CETK MHTEFJHET)

OrpaHn4eHns

BaokupoBaTe NOALZOBATENAM KAACCh! W LWHLI YCTROWRCTE

-:) Buka.

3ajaHel NONL30BATE/LCKME OTPAHMYeHnA  VIzmeHnTs

MpeaynpexaaTe ob YCTpoWcTEaX € yAzBMMOCTER BadUSB, koTopele oNpeaenfAroTcA Kak KNaEMaTypa
‘) B,

Benbiii cnucok ycrpoiictB

YcTpoicTe B Denom cnucke: 2 VzmernTts

& & 4

)

-
(=)

PucyHok 76. HacTpoiiku 6/10KMpOBKU YCTPOUCTB

Mo YMOIYaHWIO BCE OMLUMUN OTKNHOYEHDbI.

OrpaHuueHus

HacTtpoiiku 610KNpPOBKN YyCTPOMUCTB

ITa PyHKLMA NO3BOAAET Kak 3a610KMpOBaTh OANH MAN HECKOIbKO KNacCOB YCTPOWMCTB Ha BCeX
LNHAX, Tak 1 3a610KMpOoBaTh BCe YCTPOMUCTBA, MOAK/IOUEHHbIE K OAHOW MAN HECKONbKUM
WwrHam. Moy knaccamMm yCTpOMCTB MOHMMAIOTCA YCTPOMCTBA, BbIMONHAOWME OANHAKOBbIE
OyHKUMM (Hanpumep, yCTPOUCTBa AA neyaTtn). [Noa WwmHaMn — nogcucteMbl nepeaaum
AaHHbBIX MexXay GyHKUMOHaNAbHbIMM B610KaMu KoMMbloTepa (Hanpumep, wnHa USB).

Yr10o6bI1 3a610kMpOBaTh AOCTYN K BbIGpPaHHbIM K/1laccaM M LUIMHaM YCTPOMNCTB:

1.

Haxxmute kHonky M3meHuUTb.

B OTKPbIBLUEMCA OKHE Bbl MOXETE Bbl6paTb K/1aCCbl UAW LLNHbI yCTQOIZCTB, A0CTyn K
KOTOPbIM XOTNTE 3a6J'IOKMpOBaTb.

BxstounTe onunio baokmpoBaTb Nosib3oBaTeNAM KJ1accCbl U LUIMHbI YCTPOWUCTB MpY
MOMOLLM COOTBETCTBYHOLLEro nepekntoyatens @D,

PyKOBO,CLCTBO nosab3oBaTenda
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MpeaynpexxaeHne 06 ycrpoincrBax ¢ yasBumoctbio BadUSB

HekoTopble nHdunLmpoBaHHbie USB-ycTpoicTBa MOryT ono3HaBaTbCsi KOMMbIOTEPOM Kak
knaBmatypa. Ytobbl Dr.Web npoBepsn, AeNCTBUTENIBHO IV NOAKNOYEHHOE YCTPOUCTBO
fBNSETCA KnaBMaTypow, Bknroumnte onuuto Mpeaynpexxaats o BadUSB-ya3BuMbIx
YCTPOMCTBaX, KOTOpble onpeAenAaloTcA KakK KlaBuaTtypa. B 3ToM ciyyae npu noakaoueHnn
KNnaBMaTypbl OTKPOETCA OKHO pa3boKMPOBKM. BaM HY>XKHO HaXaTb yka3aHHble KHOMKWN Ha
KnaBmarype.

L Dr.web ®

MNoakntoueHne HOBOW K1aBUaTypbl

HekoTopsie MHoUUMpoBaHHsle USB-ycTpoicTEa MOTYT ONPEASNATECA KOMMBHITEPOM KaK KNABMATYPE M NPeACTAENAT
OMAacHOCTE ANA cncTemel. [oaTeepanTe, UTo Bbl ASACTEMTEAEHO NOAKAKIUWAN KNAEMATYRY. [nA 3Toro HaxmuTe
KN3BMLLY, YKa3aHHYH Ha KapTUHKe. B NpoTMEHOM ClyJae 3aKpoiTe 3T0 OKHO W OTCOEAMHMWTE YCTPOMCTEO.

Shift o

Ctrl

5
(=)
P

TexHM4eckan WHPORMaLUKMA

PucyHok 77. OKHO pa36/10KMpOBKU KnaBUaTypbl

Mo ccoinke TexHnueckaa MHGOpPMaLLMA OTKPOETCA OKHO C NoAPOb6HOM MHbOopMaunen 06
yCTponcTBe.

Benbii cCNNCOK YCTPOUCTB

Ecnn Bbl orpaHnuman Joctyn K Kakum-ambo knaccam Uan LWHaM YCTPOWCTB, Bbl MOXeTe
OTAE/NbHO pa3peLunTb JOCTYN K ONpesAeeHHbIM YyCTPOUCTBaM, 206aBMB 1X B 6ebli CMNCOK.
Takke B 6enbii CNMCOK MOXHO A06aB/Tb KOHKPETHOE YCTPOMCTBO, YTOObI HEe MPOBEPATb ero
Ha Hannune BadUSB-ysazBumocTu.

Ans pobaBneHns ycTponcts B 6enbiii CMMCOK B onuumn benbin cnincok ycTpomcTB HaxxmuTe
MN3meHUTb (KHOMKa CTAaHOBUTCA aKTUBHA, €CAM 3aJaHbl OrpaHnyeHuna). B oTkpbiBLLEMCS OKHe

Bbl MOXeETe CQ)OQMI/IQOBaTb CrncokK yCTQOVICTB, Ha KOTOpble He 6y,D,yT pacnpoCTpaHATbCA

OrpaHnyYeHns goctyna.

PyKOBO,CLCTBO nosab3oBaTenda
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12.3.1. brokmpoBKa WWNH M KJ1accoB

Ana poctyna k okHy Knaccbl v LUWHBI YCTPOMCTB:

1. OTkpouTe MeHIo NporpaMmsbl 1 BelbepuTe NyHKT LleHTp 6e3onacHocTw.
2. B oTKpbIBLIEMCS OKHE BblbEepuTe NMYHKT YCTPOWUCTBA M JINUHbIE AaHHbIE.
3. B oTkpbiBLIEMCA OKHe BbibepuTe YcTpoiicTBa.
4

B rpynne HacTtpoek OrpaHnyeHusa sitoumTte onumio baokuposatb nosnb3oBarensam
KJ1acCbl U WMHbI YCTPOWUCTB Npu nomoLy nepekntoyatens @D.

v

Haxxmute kHonky M3meHUTb.

6. B OoTKpbIBLLIEMCA OKHE Bbl MOXeTe BblbpaTh K1acChbl UMW LMHbI YCTPOWUCTB, ZOCTYN K
KOTOPbIM XOTUTe 3abn0KMpOBaTh.

OKHO cogepXuT nHGopMaLmto 0 3abN0KMPOBAHHbIX LLMHAX U Knaccax yCTponcTs. Mo
YyMOJ/l4aHUWIO OKHO nyctoe. B Tabavue 6yayT otobpaxkaTbCs WMHbI U Knaccbl Npu job6aBaeHnm
WX B CMUCOK 3a610KMPOBaHHbIX. [pK 3TOM B CTpoKe € 3abN0KMPOBAHHOW LLIMHOM
oTobpa>katoTcs Bce 3ab10KMpPOBaHHbIE Ha Hel KnaccChl YCTPOMUCTB.

0 Uentp BesonacHocTv > YeTpoiicTBa W AMUHBIE A3HHBIE > YeTpoiicTea » Knaccsl v LNHLI yeTpoiicTs — O X

€ Ycrpoiictea & & 4

Knaccbl U lWWHBI YCTPOMUCTB

Bel moxeTe 336IICIKMFJCIBEI_I: A0CTYN K YKa2aHHBIM KnacCamM 1 WWHamM }'CpOﬁCB MK 336IICIKMFJCIBEI_I: LHHY }‘CpOﬁCBa
NOAHOCTBHD. ,ﬂ,.ﬂﬂ 3TOro ,ﬂ.CIijIBh_E KNnaccbl WA WWHBI B CNMCOK.

®

bnokvpyemele WKUHBI bnokvpyemsle kKnaccsl
MHoro@yHKUMOHaNEHbIE 3aanTepsl Bce knaccsl

3abNOKWPOBEHO Ha BCEX LUMHaX USB-ycrpoiictea Windows CE
33bN0KMPOBAHO Ha BCEX LUMHAX MpuHTepsl (PMNP)
3abNOKWPOBaHO Ha BCEX LUMHAX MNpuuTeps (DOT4)
3aBNOKWPOBAHO Ha BCEX LUWMHAX MpunTeps (DOT4 PRINT)
3abBNOKWPOBAHO Ha BCEX LUMHEX DVD 1 CD-ROM auckoeodks

\

-
(=)

PucyHok 78. 3a6n10knpoBaHHbIe WWHbI U K/1acCbl
CepbIM LBETOM BblAe/IEH KNacc, 3a610KMPOBaHHbIA Ha BCEX LLUMHAX.
Ana paboTbl c o6bekTamu B TabavLe JOCTYNHbI CAeAytoWwmMe 3NeMEHTbI YripaBaeHNs:

e KHOMkKa @ — pobasneHne obbekTa B CNMCOK 3a610KMPOBaHHbIX.

PyKOBO,CLCTBO nosab3oBaTenda
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e KHonka @ — pesakTnpoBaHue BbibpaHHOro ob6bekTa B Tabanue.
e KHonka \&/ — yaaneHuve BbiIbpaHHOro o6bekTa U3 Cnuncka 3a610KMPOBaHHbIX.

Bbl MOXeTe npocMoTpeTb NOAPOOHY MHGOPMaLMIO O 3a6/10KMPOBAHHOM LUNHE U
3a6/710KMPOBaHHbIX Ha Hel knaccax yCTponcTB. [as 3Toro Beibeprte HEOHXOAMMYHO CTPOKY U

Ha>XMute @

BnokupoBKa LWWHbI YCTPONCTB

1. YTo6bl 3a610KMpPOBaTL WNHY MOJHOCTBLIO UM HEKOTOPbIE YCTPOWCTBA Ha ONpeaeNeHHOoM

LWLIMHE, HAXKMUNTE KHOMKY .

2. V13 BbIMagatoLero cnucka Bolbepute 06bEKT, KOTOPbIA Bbl XOTUTE 3a610KMPOBATh: LUMNHY.
Haxxmunte OAanee.

R Uentp BesonacHocTy = YCTpoiicTsa n AMUHBIE A3HHBIE * ¥cTpoiicTea » Knacce! W LUNHLI yCTpoiicTe — O X

BaokunpoBaTtk KAacckl U WWHBI YCTPOACTB

BrifepuTe 00bexT 4nA DAOKWMPOBKK

WwHa v

Oanee ‘ ‘ OTMEHHTE @

PucyHok 79. Bbibop obbekTa gnsa 6/10kMpoBKU

3. Bbibepute TMN WuHbl. Haxxmute fanee.

PyKOBO,ELCTBO nosab3oBaTenda
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¥ Uentp BezonacHocTi > YCTpOACTEE M MMUHBIE AaHHBIE > YCTpoiicTea > Knaccel u WHE YCTROIACTE — O X

T

BaoknpoBaTtk Knacckl U WWHBI YCTPOACTB

BriepuTe 0b6bekT 4nA BAOKWPOBKK

BrifiepuTe TMN WKWHEI

MHorod@yHKUMOHaNEHEIE 3AaNTepsl v

Hazap H Danee ‘ ‘ OTMEHHTE @

PucyHok 80. Bbi6bop Tvna WuHbI
4. BbibepuTe TMN 610KMPOBKM 1 HaxkmuTe Manee:
¢ MonHocTblo — ByayT 3a610KMPOBaHbI BCE K1ACChl YCTPOWCTB Ha AaHHOW LUMHE;

¢ YacTMuHO — OTKPOETCH OKHO BblOOpa K1accoB YCTPOWNCTB A/ 61OKMPOBKM Ha AaHHOM
WNHe.

PyKOBO,CLCTBO nosb30BaTena
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¥ Uentp BezonacHocTi > YCTpOACTEE M MMUHBIE AaHHBIE > YCTpoiicTea > Knaccel u WHE YCTROIACTE — O X

BaoknpoBaTtk Knacckl U WWHBI YCTPOACTB

Hacrpoiikn Hixe npuMeHalTeR K WiHe MHorodyHKUWOHANEHBIE aAanTepsbl
BriepuTe MeTon BNOKWMPOEKK LWKMHI

YactkuuHo v

Hazap H Danee ‘ ‘ OTMEHHTE @

PucyHok 81. Bbibop meToaa 610KMPOBKU LUMHbI

5. OTmeTbTe Te Knacchl U3 CMMCKa, KOTOPble Bbl XOTUTe 3abaokmpoBsaTte. Haxxmute
3abnokupoBatb.

R Uentp BesonacHocTv > YeTpoiicTBa W AMMHBIE A3HHBIE > YcTpoiicTea > Knacchl v LUKHLI ycTpoiicTs — O X

BJ'IOI(VIPOBaTb Knaccbl U LWWMAHbI YCTPOIT'ICTB
Knaccel yoTpoicTe, koTopele ByayT 2ab10KMPOEAHEI HE 4aHHOR WKHE

Knaccwl

USB-yecrpoiictea Windows CE

MpuHTeps: (PNP) v
MpuHTeps (DOT4) v
MpwHTeps (DOT4 PRINT) v

DVD wm CD-ROM auckoeoasl
AWckoEBsle yCTRORCTEE

KnaemaTypbl w

Hazapn H bnokmpoBats H OTMeHnTE @

PucyHok 82. Bbi6op K/1accoB YCTPOMUCTB Ha LUMHE

PyKOBOACTBO nosb30BaTena
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BiokupoBKa Ki1acca yCTPOUCTB

1. YT06bI 3a6/10KMPOBaTh OANH UM HECKONBKO KNAaCCOB YCTPOMCTB, HAaXXMUTE KHOMKY @

2. Vi3 BbiMagakoWwero Cnmcka BbI6epVITe O6'beKT, KOTOprI7I Bbl XOTUTE 3a6ﬂOKVIpOBaTbZ Knacc.

Haxxmunte OAanee.

R Uentp BesonacHocTy = YCTpoiicTsa n AMUHBIE A3HHBIE * ¥cTpoiicTea » Knacce! W LUNHLI yCTpoiicTe — O X
X Rl

BaokmMpoBaTh KNacchbl U WWHbI YCTPOACTB

BrifepuTe 00bexT 4nA DAOKWMPOBKK

Knacc v
WuHa
Knacc
Oanee ‘ ‘ OTMEHHTE @

PucyHok 83. Bbi6op o6bekTa Ansa 610KMpoBKU

3. OTM™eTbTe Te K/1acchbl U3 CNUCKa, KOTOPbIe Bbl XOTUTE 3abnoknpoBaTb. HaxxmuTe

3abnokunpoBarhb.

PyKOBO,CLCTBO nosb30BaTena
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¥ Uentp BezonacHocTi > YCTpOACTEE M MMUHBIE AaHHBIE > YCTpoiicTea > Knaccel u WHE YCTROIACTE — O X

T

BaoknpoBaTtk Knacckl U WWHBI YCTPOACTB

BriepuTe 0b6bekT 4nA BAOKWPOBKK

Knacc yerpoiicte, koTopelid GyaeT 2aGaoKMpoBaH

Knaccsl -
DVD w CD-ROM amckoroabl v
USB-ycrpoiictea Windows CE v

ApanTtepsl SCSI

AyAW0 BXOAL! M BbIXOAbI

Framm ammimian immriam e s erne

Hazag H Bnokupoeats H OTMmeHuTE @

PucyHok 84. Bbibop knaccos

fl § Mpu akTMBaLWN 6JOKMPOBKU Y>Ke MOAKIHOYEHHOTO YCTPOKCTBA TpebyeTcs B0 MoK UATL
YCTPOWCTBO 3aHOBO, IMH6O Mepe3arpy3nTb KOMMbroTep. BaokvpoBka paboTaeT TobKO A5
YCTPOWCTB, MNOAKNHOYUEHHbIX MOCAE aKTUBALWN DYHKLMW.

Mpw 610kmpoBKe WnHbI USB knaBmaTypa v Mblllib BHOCATCA B UCKIFOYEHUS.

MonyueHne ysepomnenni

Bbl MOXeTe HacTpOUTb BbIBOZ YBEAOMIEHUN O BAOKMPOBKE YCTPONCTB Ha 3KPaH M OTNpPaBKy
3TUX YBEJOMEHWI Ha SNEKTPOHHYHO MOUTY.

12.3.2. benbln CNUCOK YCTPOMNCTB

Ana pocryna Kk okHy Benblii cnMcok yCTPOUCTB:

1. OTkpoWTe MeHto NnporpamMmmel 1 Beibepute NnyHKT LheHTp 6e3onacHocTM.
2. B oTkpbiBLIEMCA OKHe BblbepuTe MyHKT

3. B oTkpbiBLWIEMCA OKHe BbibepunTe YCTPOUCTBA.

4.

B rpynne HacTpoek benblii cNUCOK YCTPOMCTB HaXkMuTe KHOMKy M3meHUTb.

OkHO benblil CNNCOK YCTPOMCTB COAEPXUT MHDOPMaLMO 060 BCeX YCTPOMCTBAX,
nobaBneHHbIX B 6enbin cnucok. Takme ycTpoincTBa oTobpaxkatotca B Tabanue:

PyKOBO,CLCTBO nosab3oBaTenda

163



A7

-
g

A
d
A

YcTpoicTBa U INUHbIE JaHHble

¥ Uentp BezonacHocTi > YCTPOACTE M IMUHBIE 4aHHBIE > YCTpoiicTea > Benwiii cnncok — O X

€ YcTpoiictBa & O 4

benkin cnnucok ycTponcTe

YeTaHoBWTe npaenlna AocTyna 4na }"CpOﬁCB. Ona HEKOTOPbBIX TMNOE }"I'__pClﬁCB noanepnxneakoTcd MHAMEWAYaNbHbIE
HEIL_pCIﬁKM ANA Kaxaoro NoAs20eaTenAa.

® ®

e 3 YerpolcTea

(] Root Print Queue

~

—
[=a)

PucyHok 85. benbi cnncoK ycTpoiicTs
Ana paboTbl c 06bekTamu B TabavLe JOCTYNHbI CAeAytoLmMe 3NeMEHTbI yripaBaeHNs:

e KHonka @ — pobasneHne Habopa NpaBuA ANs YCTPOWCTBA;
e KHonka @ — pesakTnpoBaHue Habopa NpaBua ANs YCTPOMCTBA;
e KHonka \&/ — yaaneHve Habopa npaBua A8 YCTPOMNCTBA.

Bbl MO>eTe NnpocMoTpeTb NoapobHyro nHdopmaymio ob yctporctse, JobaBneHHOM B 6enbil
cnucok. [ins atoro BeibeprTe HEOHXOANMYHO CTPOKY M HaxkmuTe \.

B cton6ue Tun npaBuna otobpa>kaetca ABa TMNa npasuia:

o & — 3agaHo npasuio Paspeluartb Bce.

e (2 —338aHO NpaBuio ToONbKO UTeHune.

[ o6aBneHune ycTrponcTBa B 6ebi cCNMNCOK

1. Y6eanTech, UTo YCTPOMCTBO NOAK/IOUEHO K KOMMbIOTEPY.

2. Haxxmute kHoMKy @ B OTKpbIBLUEMCS OKHE HaXXmuTe KHOMKy O630p v BbibepuTe HYy>XHOE
yCTpOMnCTBO. Bocnonb3yntecb GuabTpom, UTobbl B TabanLe oTobpasmamnch TobKO
NOAKIHOUEHHbIE UM TONBbKO OTK/IOUEHHbIE YCTpolicTBa. Haxmute kHonky OK.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp BezonacHocTi > YCTPOACTE M IMUHBIE 4aHHBIE > YCTpoiicTea > Benwiii cnncok — O X
€y . xh
Lo6aButb ycTpoicTBO
E _
DQUALTP YCTPORCTE
MoaknrueHHsle YCTPOKCTEA v
( YcrpoicTea CocrofHKe [

w Print queues

| Root Print Queue BrawoueHo |
Microsoft XPS Document Writer BrawoueHo
Microsoft Print to PDF BraroueHo
[ [ J— e

Y1066 HACTPOWTE NPABWAA ANA HECKONBKWX YCTPOACTE Cpasy, 234aiTe Macky ANA WASHTMGOUKATOPOE 3THX
YCTPOMCTE € MOMOLLEK) CMMEONS *. Bel Takoxe MoxeTe BRIDPaTE O4AHO U2 YCTPORCTE M MCNOAL20BATE €ro
WAEHTUOWKATOP ANA COZAaHWMA MACKH.

OTMEHWTL @

PucyHok 86. [lo6aBneHue ycTpoucTBa B 6e/bi CMUCOK
3. [nsa yctponcts ¢ GpainsoBOr CUCTEMON Bbl MOXeETe HaCTPOUTb NpaBuaa Joctyna. i 3Toro
B cTon6Le MpaBuno Boibepnte 0anH N3 pexxrumos: Paspelwatb Bce 1 TONbKO UTeHMe.
YT06bI 4O6ABMTL HOBOE NPABWUIO AN KOHKPETHOrO MOb30BaTeNs, HAXMUTE @ YT1O6bI
yAannTb NPaBuIo, HaxmmnTe .

R Uentp 6esonacHocTv > YeTpoiicTBa W AMMHBIE A3HHbIE > YcTpoiicTea » Benbiil cnucok — O X

<Y ol

LlobaBuTb yCTPOMUCTBO
E BEAEHTE NPaenn0 A0CTYNa NPAN0XEHWA ANA TeKyLWM: MNofb20BaTeNen

i VBOX HARDDISK
( ¥
® )

Monszo0BaTRAL Mpaeuno

Everyone Pazspewats Bce v

Pazpelwats Bce

Toneko uTeHue

OK | ‘ OTMeEHNTE @

PucyHok 87. Bbi6bop npaBuna Ana KOHKPETHOro nosib3oBaTens

PyKOBO,CLCTBO nosb30BaTena
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4. YT06bl COXpaHUTb M3MeHeHUs, HaxxmunTe OK. YTo6bI BbINTU 13 OKHA, HE COXpaHss
N3MEHEeHWNI, HaxkmnTe OTMeHUTb. Bbl BepHeTechb K 6en10My CIMCKy YCTPOMCTB.

12.4. 3awmTta oT NnoTepmn AaHHbIX

3awmra oT noTepm AaHHbIX — QYHKLMA, KOTOpas obecneunBaeT 3aLnTy COAEePKUMOro
Ba>XHbIX ManokK oT U3MEHEHUI BPeAOHOCHbIM NPOrpaMMHbIM obecrneyeHnem. Bel MoxeTe
cBO60OAHO NpocmaTpmBaTh 1 A06aBAATb Gal/ibl B 3aLUMLLEHHYIO Nanky, oAHaKo atobas
MoandukaLmsa Gannos B HEW MK yaaneHme 3anpeLyeHbl. YTobbl pas3peLumTbs NPUAOXKEHUAM
AOCTYN K Narnke, MOXHO A06aBUTb HEOOXOAVMbIE MPUNOXKEHUA B UCKIOYEH NS, Takoke Bbl
MOXeTe BOCCTaHOBUTb paHee COXPaHEeHHbIe KOMUM.

Ansa nepexoga B OkHO 3awiuTa OT NOTEPU AAHHBIX:

1. OTkpouTe MeHto NporpaMmsbl 1 BelbepuTe NyHKT LileHTp 6e3onacHocTw.
2. B oTkpbIBWEMCS OKHe BbibepuTe NyHKT YCTPOMUCTBA U INUHbIE JaHHbIe.

3. Y6eautech, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM Cayuae HaxXmuTe Ha 3aMOK .

4. Haxmute navTtky 3awiurta oT NoTepu AaHHbIX.

T Llewtp BezonacHocTu > YCTpORACTE W NMUHBIE AaHHBIE — O X

€ LleHTp 6ezonacHocTu & O 4

& YcTpoWCTBa U INYHBIE AaHHbIe

Beb-kamepsbl MukpodoHbi
@ KoHTpons goctyna npuaoxeHi KQ) KoHTpons Aoctyna npuaoxeHnia
K BeB-Kamepam K MUKpodoHam
3awwTa oT NoTepu AaHHbIX YcrpoiictBa
E 3awmTa hafIoE OT MEMEHEHWA MAK ﬂ Hactpolika npaenn gocryna K ycTpoRcTEam

YAaneHWA BpeA0HOCHEIMKM NPOrRamMmania

A -
[B Hammure, ytoGer 3anpetuTs n3meHeHnA @

PucyHok 88. locTtyn K oKkHy 3alyuTa OT NoTepU AaHHbIX

B 3Tom pasaene:

e OcobeHHOCTM PaboThl NPU HANNYNK COXPaHEHHbIX Konuid GainioB
e YnpaB/ieHue 3almiiaeMbiMy Nankamu

PyKOBO,CLCTBO nosab3oBaTenda
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e /lcknroyeHuns

e BoccraHoBaeHME U viaieHne COXpPaHeHHbIX KOnui

Ocob6eHHOCTU paboTbl NPpU HaIMUNN COXPaHEeHHbIX KONuW ¢ainoB

C Bepcun 12.0 coxpaHATb Konuun dparinos Henb3A. BMmecto PyHKLMOHaNa CoOXpaHeHUs KON
Tenepb UCNO/b3yeTca PyHKUMOHaN Jo6aBaeHMA NanoK NoA 3aLuTy.

MockonbKy NPUMHLUMN paboTbl KOMMOHEHTa N3MEHWUCSH, HEOBXOANMO HACTPOUTb 3aLUUTY
nanok 3aHoBo. Nanku, 4na KOTopbix Hbina BKAKOUYEHa 3almMTa B NpeAblAyLLNX BEPCUAX
NporpamMmMbl, BHE 3aBMCMMOCTN OT HAaJIMUMA COXPaAHEHHbIX KOMWIA 3TUX ManokK, KONUpPYTCS B
CMNCOK 3aLyMLLieHHbIX Nanok. MNpn nepBoM 3anycke NporpaMmbl nocie 06HOBAEHMA A0
Bepcuun 12.0 nosBaseTcs yBefOMIEeHNE O nepexose oT GyHKLUMU COXpaHEHMA KOMUn Gpannos
K 3aLumTe BbIGPaHHbIX Nanok.

ey
%5 DrWEB

T 3awwmra ot notepu faHHbIX

3awmTa ¢IEII.71IICIEI OT MZMEeHEeHWMA W YaaneHWA Bpef0HOCHBIMK NROorpamMmMamMiA.

B nocneaHer eepomy Dr\Web HeT aETomMaTWYeCKOro cozgaHKA KonviA Gainoe 1 Nanok. Teneps Bsl MOXEeTe
330N0KMPOBATE M3MEHEHWE COASPMMMOro MankK ANA NPUACKEHWHA,

Sawmuiaemble Gaiasl M Nanku, 407 KOTOPLIX paHee co34aBannce KOMWK, YKasaHbl Huxe, Ecan Bol xoTuTe
BO30DHOBUTE MX 3aLLMTY, 334aATe HOBLIE HACTPOMKK B pazaens 3aliUTa oT NOTEPK AaHHBIX,

Dainsl K Nanku

Cih\test
= Ch\Windows\explorer.exe

CA\System Volume Information

OK

PucyHok 89. YBegomneHne 06 nsmeHeHum npmHumna paborbl KOMNOHeHTa

Tam >e yKa3zaH CMMCOK BCeX HalAeHHbIX Manok 1 Ganno., Ans KOTOpPbIX Oblia BKAtOUEHa
3awmTa. Ecam nanka He moxeT 6bITb fo6aBNeHa B 3alUMLLEeHHbIe, OHa byaeT oTobpaxaTbca B
CMMCKe CO 3HaUKoM * . He MoryT 6bITb f06aB/eHbl MOZ 3aLWmMTy CUCTEMHbBIE Nanky, Nankw,
AOCTYN K KOTOPbIM 6bIN 3anpeLleH B pa3gesne POANTENbCKNIN KOHTPOb, @ Takxke OTAe/bHble
bannbl.

Mo ymonuaHUto 3allmTa Nanok, NepeHeceHHbIX B CMUCOK U3 NpeablayLmnx BEPCUN,
oTK/ItOYEHa. YTOObI BKNHOUNTL 3aLUUTY, NepernTe B OKHO 3aLLuTa OT NoTepy AaHHbIX U
OTMETbTE HY>XHble Manku B cTo/10Le BkaounTb 3awury.

COXpaHeHHbIe B npeabiayuinx Bepcnax Konmnnm q>a|7mos AOCTYNHbI ANnA BOCCTAHOBJIEHUA.

PyKOBO,CLCTBO nosab3oBaTenda
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YBepomnenuns

Mpwn o6HOBAEHUN NpoayKTa A0 12 BepCMM NOKa3blBAtOTCA CAeAytoLMe YBEJOMAEHNS:

e Cpasy nocsie nepesarpysku nocie 06HOBNEHMsA NOKa3bIBAETCA YBEAOMAEHNE B CEpesHe
3KpaHa.

e OTobpaxkaeTcs yBeJoMJIeHMeE B JIeHTe YBeAOMIEHUIN ¢ KHOMKOM HacTpouTb 3awumry.
YBeAoMaeHMe yaansetcs nocse nepexosa K HaCTporkam 3allMLLEeHHbIX Manok.

WF LlenTp BesonacHocTh > Yeeaomnenua O

*

€ LleHTp BezonacHocTy T 4

L\ Nenta yBegomnennii

HacTpoiiTe 3alumTy HekoTopkIX Nanok X

MeToa 3almTel 0T NOTEPW AaHHLIX M2MeHKUACcA, YTobs E0200HOBWUTE 2aLLUMTY Nanok, ANA KOTOPLIX PaHee CO2AaBanucs
KOMWK, 2343ATe HOBbIE HACTPORKM.

HactpouTs 3ammty

10/9/2018 5:01 AM

PucyHok 90. YBepomieHue B /IeHTe YBeAOMJIEHUN

e [Ipn nepBoM nepexoje B OKHO 3aliuTa OT NOTEPU AaHHbIX NOABAAETCA YBEJOMIEHME CO
CNNCKOM PannoB 1 Nanok, KOTopble He MOryT HbiTb Ao06aBAEHbI NOA 3aLUUTY.

PyKOBO,CLCTBO nosab3oBaTenda
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W LieHTp BesenacHecTi = ¥YoTpolcTEa M AMYHEIE 4aHHEIS = 33LLMTa OT NOTEPW JaHHEX > 33LUMLLIEEMEIS NANKKW — O x
€ Yerp >,
= Bo306HOBUTBL 3aLMUTY Nanok

33LLI.HLLI,EEMI:IQ nankw, 418 KOTOPBIX paHee COZAAEANNCE KOMWKA, BBIAK FETOMATHYECKI
,ﬂ,OﬁBEﬂEHbI E CMHMCOK 3allMUlaemMbelx Nanok. an HeOﬁXO,ﬂ,HMOCI’H EKAHKIYMTE WX 23LLLATY.

54 Oarako cregyrouime nankm (Maw dainel) He moryT BeiTe gobaeneHs!, NOCkoNLKy BAOKMPOEKA
M3MEHEHWA WX COAePXUMOro MOXET MPUBECTW K CePbe3HbIM OLWKnbKam. a

MaAns ¥ Nankm

= Ch\Windows\explorer.exe

PucyHok 91. YBeaoMaeHue Npu nepBoM Nepexoge B OKHO 3alliuTa oT NoTepy JaHHbIX

3awmaemMblie nNanku

Ana Kaxaom nanky Bbl MOXETE HAaCTPOUTb NapaMeTpbl 4OCTyNa AN NPUNOXKEHUN.
3awmueHHan nanka 6yaeT JOCTynHa AN NPOCMOTPa U KonupoBaHuA. Takoke byaeT AOCTYNMHO
CO3JaHuVe HOBbIX 31eMeHTOB B nanke. [Tpn obpalleHnn NnpuaoxeHnn K nanke dyaert
nokasblBaTbCA yBEJOMIEHME O 3anpeTe AOCTyna.

Mpwn gobaBneHUN Nankn NoA 3almUTy AeACTBYET NPaBUIO MO YMOYaHWUIO — 3anpeT Ha
Nnobble MoanduKaunm 1 yaaneHne CoAePXXMMOro nankm BCEM NMPUIOXKEHUAM, KpOMe
NPUNOXEHUIN N3 cnncka AoBepeHHbIX. CO CMUCKOM AOBEPEHHbIX MPUIOXKEHUA MOXKHO
03HaKOMWTbCA Ha canTe https://products.drweb.com/services/data_protection/. Cnucok
BK/IFOUAET Hanbonee NoNyspHbIe MPUIOXKEHUS, Takne Kak HEKOTOPbIE MPUAOXKEH WS
Microsoft n Adobe.

i|§ He ponyckaetca gobasneHvie nog 3alinTy CUCTEMHbIX ManoK, MOCKOJ/IbKY 3TO MOXeT
NPMBECTU K KPUTUYECKUM Olnbkam B paboTe cuCTEMBI.

PyKOBO,CLCTBO nosab3oBaTenda

169


https://products.drweb.com/services/data_protection/

A7

-
g

A
d
A

YcTpoicTBa U INUHbIE JaHHble

W UenTtp BesonacHocT > YoTpoRcTBa M AMYHBLIE JaHHBIE > 33LLKMTa OT NOTEPKM AaHHL > JALLMLLAEMbIE NaNKK — ] *

€ YcTpolicTBa M INYHBIE AaHHbIE & o L

1 3awmra oT NnoTepu AaHHbIX

3awmMwaemMble nanku CO)CpﬂHEHHbIE KOnWn

,ﬂOﬁthTe MNankK Nog 2auynTy, uTobe ZANPETUTE MEMEHEHWME WK YaaneHWe WX COAepxumMoro. Bbl MoxeTe NOAHOCTBID
336J’IOKL‘1POEIEITI: Wa2MEHEHWE COgepMMaro Nanky uiK caenate WCKNKYeHrne ANA A0BepeHHBIX I'IFZIMIICI.KEHMﬁ Dr.Web nan
YKazaTtb H&Gﬁ.‘(ﬂ,ﬂ,ml‘;’lhle NPUACKEHWA.

®

JawMLaeMan nanka WMeknrodeHmns BrAKUWTE 2aLLMTyY

CA\Documents and Settings Bez noknkoueHKuid b

P
(=)
L

PucyHok 92. 3awmuiaembie nanku

B Tabauue BbIBOAUTCA MHPOPMaALMA O:

e 3alLMLIaEMOM OOBbEKTE;
e KO/NIMYECTBE UCKNHOUEHWI 13 0bLLero NnpaBua;

® CTaTycCe 3aluThbl.

Ana aktmBaummn GyHKUMM 3almTbl 06BbEKTa YCTaHOBMUTE Gaxkok B cTonbue Bkarountb 3awury
HanpoTMB HeobxoanMMoro obbekTa. [pu cHATUK daaxkka 3aLmTa C Nanky NOAHOCTbHO
CHMMaEeTCs M nanka otTobpa>kaeTcs CO 3HAKOM £ih,

,ﬂ'J'IFI pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Ciedyroumne sneMeHTbl yrpaB/leHNA:

e KHonka @ — fobaBsieHVe 06bekTa B CNMCOK 3aLLUMLEHHbIX;
e KHonka @ — pefaKkTMpoBaHMe 31eMeHTOB B TabanLe;

e KHonMka — yAaneHune obbekTa U3 cnmucka 3alnNLLEHHDbIX.

[ o6aBneHne nanok nop, 3awuty

1. YT06bI 406aBMTL OOBEKT A/1A 3aLUMTBI, HAXXMUTE KHOMKY @ B oTkpbiBLIEMCA OKHE
BbibepuTe HeoHX0ANMbI 06BEKT, HaxaB kKHoMnKy O630p.

2. I'Ipm H€O6XOAMMOCTVI BKAKOUYNTE NN BbIKNTHOUYNTE AOCTYMN K Nanke JOBEPEHHbIM
NPUNOXKEHNAM. Mo YMOJIHaHMIO Onuna BKAKOYEHa.

3. Bbl Takke MoxeTe ykaszaTb NPUAOXKEHUS, KOTOPble ByayT MMeTb MOJHbIA JOCTYN K 06BbeKTy
BHE 3aBMCUMOCTN OT OBLLMX HacTpOeK.

PyKOBO,CLCTBO nosab3oBaTenda
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YcTpoicTBa U INUHbIE JaHHble

W UenTp BesonacHocT > YCTpOACTEE W AMYHEBIE JaHHBIE > 33LLMTAE OT NOTEPN A3HHBIX — O X
€ Yd * L
E ﬂ,OﬁaBHTb 3allnwaemMyHr nanky

BAOKMPOBATE MEMEHEHWE YKaZaHHOW NankM ANA NPKMAoXEHKI
|

+| PazpeluaTs M3MeHeHMe yKazaHHOA NankW ANA 10EepeHHs Npraoxenni DrWeb OF
1 Ncknrouerunsa
3- YKamxmTe NPUAOKEHWA, KOTOPBIM BYAET pazpelleHo MAMeHeHMe 23LNLLEEMON Nanku:

MpunoxeHue

®
PVI(JyHOK 93. AOGaBIIeHVIe 3au.|,v|u.|,aeM0i7| nankum
NcknroueHumna

KonnyectBO NpUAOXKeEHM, UMEIOLMX MOAHBIN AOCTYN K 3alLMLLIAaEeMON Nanke, ykazaHo Ha
rnaBHOM OKHe 3aluuTbl OT NOTepPU AaHHbIX B cToN6Le UcknroueHus.

Nlo6aBneHne NpUiIoIKEHUA B UCKIHOUEHNSA

1. Haxmute @ 4TO6bI 406aBMTL HOBYIO NamKy NoJ 3aLuTy.

2. Ana pobaBneHns NpUAoXKeHUA, KOTopoe ByAeT MMeTb MOJHbIN AOCTYN K 06bekTaM B

3alMLLI@EeEMOM nanke, HaXKMuUTe \/,
3. Haxmute OK.

[ o6aBneHne NPNNOXKEHU B UCK/IFOUEHUA AN1A 3allML,aeMblX NanoK B CNUCKe

1. BbibepuTe nanky n3 cnucka n HaxxmmTe @

2. B HMXHeW yacT OTKPbIBLLErOCs OKHa B TabanLe ykazaHbl BCe NMPUAOXEHUS, KOTOPbIe
MMeOT MOJIHbIV AOCTYN K BbibpaHHOW nanke. na fob6aBneHms HOBOro NPUAOXeHMS

Ha>XMunte @

3. Haxmute OK.

PyKOBO,CLCTBO nosab3oBaTenda
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CoxpaHeHHble Konuu

Bknazka fOCTYNHa, TONbKO €C/IM OCTaIMCb COXPaHEHHble B NMPeAbIAYLINX BEPCUAX MPOrpamMMbl
kKonuun pannos. PyHKLMA NO3BOASAET BOCCTAHOBUTb MW YAANNTb COXPAHEHHbIE KOMWU, HO
COXpaHeHWe HOBbIX KOMUI HeAOCTYMHO.

W LlEHTrJ BesonacHocTh = ¥ CT[’:C[‘ICTEC W AWMYHBIE J@3HHBIE = BCLLUITC 0T NOTEPW A3HHBDC = ::CJ(FCHEHHbIE KOnKKn - D X

€ YCTpoiicTBa M NWYHbIE AaHHBbIE & O 4

T 3awwra ot notepn aaHHbIX

3awmMwaemMble Nanku CO)(paHEHHbIE Konuu

Bol moxeTe YAANUTE WAW BOCCTAHOBWTE COZAAaHHBIE paHee KoKW

©®

Nata cozgaHma OnucaHue

05.06.2018 10:44:52 ABTOMATMYECKA COZAaHHARA KOMWA
02.06.2018 10:26:43 AETOMATWYECKA COZAaHHARA KOMWA
31.05.2018 11:21:20 ABTOMATMYECKH CO34aHHaA KOMUA
24,05.2018 7:12:02 ABTOMATMYECKA CO3AaHHAA KOMWA
23.05.2018 6:39:04 ABTOMATMYECKM CO3AaHHaA KOMMA
22052018 9:22:31 ABTOMATWMYECKM CO3AaHHAA KOMKA

P
(=)
et

PucyHok 94. Cnncok coxpaHeHHbIX KONMUA

YpaneHune co3aaHHbIX KON

Bbl MOXeTe yaanuTb CyLLeCcTBYHOLIME KOMUK, YTOObI OUMCTUTL MECTO Ha Aucke (Ha cammx
darinax yasaneHue Konuim He otpasnTtcs). aa 3toro Boibepmte HEOBXOAMMYHO KOMUIO U

Ha>XMUTE KHOMKY .

BoccraHoBneHue ¢painos
B cnyuae ecnm Bawwm dannbl 6bia1 NOBPeEXAEHbI, Bbl MOXETe BOCCTAHOBUTb MX KOMUK 3a
onpeaeneHHyto aaty. insa 3Toro:

1. BbibepuTte HeOHXOANMMYIO KOMWIO (AaTa COXpaHeHMA KOMMK yka3aHa B CTONbLe cieBa) U
HaXXMUTe KHOMKY =/,

2. B oTKpbIBLLEMCS OKHe yKaXuTte nyTb K narnke, kyaa 6yayT BoccTaHOBEHbI Gaiibl.

PyKOBO,CLCTBO nosab3oBaTenda
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13. Poantenbcknini KOHTPOIb

Mpn NoMoLLM KOMMOHeHTa POANTENBCKNI KOHTPOb Bbl MOXETe YyNpaBasaTb JOCTYNOM
nosib3oBaTtenen K cantam, painam v nankam, a Takxke KOHTPOJMPOBaTb BpemMa paboTbl B
NHTepHeTe 1 3a KOMMbIOTEPOM.

Mo ymonuaHuto PoanTenbCcknini KOHTPOAb BKAFKOUEH A8 KaXKA0W yYeTHOW 3anucn n paboTaet B
pexxnme bes orpaHmueHnn.

BkatoueHue n otkroueHue PoantenbcKkoro KOHTpons

1. OTkpouTe MeHto NporpaMmsbl 1 BelbepuTe NyHKT LileHTp 6e3onacHocTw.

2. B oTkpbiBWEMCA OkHe BbibepuTe pa3aen Poautenbcknini KOHTpoab. OTKpOeTCs OKHO
Poputenbckmnini KOHTPO/Ib.

T Lentp BezonacHocTu > PoguTensckuii koHTpons — O X

€ LleHTp 6ezonacHocTu & O 4

&p, PoanTtenbCKM KOHTPO/Ib

user

O AamuHucTpatop ‘)

A _
[B Hammure, ytoGer 3anpetuTs n3meHeHnA @

PucyHok 95. Pogurenbckmnini KOHTpo/ib

3. Y6eauntecsb, uto Dr.Web paboTaeT B pexxvme agmmHucTpatopa (3aMOK B HUXKHEN YacTu
(il il
NpPOrpamMMbl «OTKPbIT» ). B npoTMBHOM ciyyae HaXXMuUTe Ha 3aMOK .

4. Bknroumte nam otkatoumTe PoanTtenbckmii KOHTPOAb A8 HEOHXOAMMOro NoAb30BaTENS NPU

MOMOLLM COOTBETCTBYHOLLEro nepekntoyatens @D,

f E HoBble nonb3oBatenu 0To6pa>|<a+0Tc9| B CMNUCKe TOJIbKO nocse T1oro, Kak
= BbIMOJIHAT I'IepBbIl‘/lI BXOJ B CBOHO YYE€THYHO 3amMnnChb.

PyKOBO,CLCTBO nosab3oBaTenda
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Hacrpoﬁl(a POAMTEIII:CKOTO KOHTpPO/1A ANA OTAE/IbHOIo noJibsoBatesif

1. Y6eauntech, uto Dr.Web paboTaet B pexvme agMUHNCTPATOPa (3aMOK B HUXXHEN YacTu
(i)

nporpamMMbl «OTKPbIT» 'h) B npoTtvBHOM cnyyae HaxxmuTe Ha 3amok [H.

2. B okHe Poantenbckoro KOHTPOASA (CM. pUCYHOK POANTENbCKUI KOHTPOL) HAaXMUTE NANTKY
C UMEeHeM MoNb30BaTeNs, 1A KOTOPOro Bbl XOTUTE HAaCTPOUTb POANTENbCKMIA KOHTPOIb.
OTKpOeTCs OKHO HaCTPOWMKN POANTENBCKOrO KOHTPOAA ANA BbIOPaHHOro Noab3oBaTens.

T Lentp BezonacrocTu > PoguTensckuii koHTpons » user » MHteprer — O X

€ POAMTENbCKUIA KOHTPOIb & & AL

€Y user

MHtepHer Bpema  ®ainbl v nankm

Hacrpoiite pexum goctyna k caitam, a Takoke 3agaiTe 6enblid W YepHbId cnncky pecypcok. BriGepute pesxum paboTel

OI’F}EHHHHTI: AO0CTYN MO KaTeropram W

Kateropwwu cavitos

BriBpaHo kateropwid: 7 VzmenuTs

Benbiii 1 YepHbIl cnnckn

BeibpaHo caitoe: 2 VzmeHnTs

bezonacHbIM Nnonck

ABTOMATWYECKWM BKNKIUATE (IJYHKL],HPCI Hez0MacHOro NOMCKa B MOMCKOELIX CUCTEMAX

@D B«

\

(=)
—

e
.

PucyHok 96. Hactpoiika PoauTtenbckoro KOHTpons

3. BbibepuTte Hy>XHYO BKAAAKY 418 HACTPOMKN PoOANTENbCKOrO KOHTPOAS.

e VIHTepHeT — HacTpolika AOCTyna K MHTepHeT-pecypcaM. [o3BoaseT orpaantb
noab3oBaTenen OT NOCELLEHNS HeXeNaTelbHbIX CaUTOB (CaWTOB, MOCBALLEHHbIX
HACKUAMIO, @3aPTHBIM UFPaM U1 T. M.), @ TaKKe pa3peLlnTb NocelleHne yKa3aHHbIX CAlnToB.

Cm. pa3saen AOCTyI'I K I/IHTepHeT—pecypcaM.

e Bpemsa — HacTpoika AocTyna K KoMnbroTepy 1 B ceTn VIHTepHeT. [1o3BoAAET OrpaHnunTb
BpeMsa paboTbl NONb30BaTeNs B ONpeeneHHble Yacbl U AHN Hegenn. CM. pa3gen

OrpaHunyeHne N0 BpeMEHH.

e daiinbl N NankKuM — HacTpoKka A0oCTyna K pecypcam dannoBon cuctemsl. Nossonser
OrpPaHMUNTb AOCTYN K OTAENbHbIM daifaM 1 Nankam LesvkoM (Ha NoKabHbIX AUCKaX 1

Ha CbeMHbIX HocuTensx). Cm. pasgen Joctyn k davinam 1 nankam.

MNonyueHne yBepomneHui

Bbl MOXeTe HacTpOUTb BbIBOZA YBEAOMAEHNI O AEUCTBMAX KOMMOHEHTa
PoanTeNnbCKnin KOHTPOJIb Ha 3KPaH W OTMPaBKY 3TUX YBEAOMJIEHUI Ha 3IEKTPOHHYHO NMOUTY.

PyKOBO,CLCTBO nosab3oBaTenda
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13.1. Qoctyn kK UHTepHeT-pecypcam

Ha Bkiagke IHTepHeT Bbl MOXeTe OrpaHnyYnTb NOJIb30BaTENtO NMOCELLEHME HeXeNnaTeNbHbIX
CalToB (CalTOB, MOCBALLEHHbIX HACUNIO, @3aPTHLIM UrPam U T. MN.), @ Takke pa3peLmnTb
noceLieHre ykazaHHbIX canToB. [0 yMONYaHWIO ANS BCEX MONb30BaTENEN YCTAHOB/IEH PEXUM
Be3s orpaHuueHui. Takxke JOCTYMHbI CeytoLne peXnMbI:

° orpaHVI‘-IVIBaTb AOCTYyN MO KaTeropmam

e Paspelwatb gocTyn TONIbKO K caiTam u3 6es10ro cnucka

T Lentp BezonachocTu > PoguTensckuii koHTpons » user » MHteprer

€ PoauTenbckuii KOHTPOAb & O 4

€Y user

MHTepHer Bpema  ®aiinbl v nankm

Hacrpoiite pexum goctyna K caitam, a Takoke 3aaiTe Genblid M YepHbId cnnckm pecypcok. Boifepute pexum patoTel
OrpaHuuMTE AOCTYN N0 KaTEropuamM v
bez arpaHuueHmi

OFF}BHH'-IHTI: AOCTYN N0 KaTeropram

Pazpewars 4ocTyn TOALKO caiTam M3 Benoro cnucka

Bbenbiii 1 YepHbIl cnnckn

Cnuckm nyctel  MzmeHnTs

bezonacHbIi Nnonck

ABTOMATWUYECKM BKIKIYATE [IJyHKLl,VIICI Be20NacHOro NOWCKAE B NOMCKOBEBIX CMCTEMAX

@D B«

PucyHok 97. Bbi6op pexxuma paboTbl Poantenbckoro KOHTpons

Pexxum OrpaHmumBaTthb A0CTYyn Mo KaTeropuam

B 3TOM pexume Bbl MOXeTe yKa3aTb KaTeropumn pecypcoB, AOCTYMN K KOTOPbIM XOTUTe
orpaHnunTb. OAMH 1 TOT XKe CalT MOXeT BbITb OTHECEH CPa3y K HECKONbKUM Pa3/IMyHbIM
KaTeropusam. B aTom cnyuae Poautenbcknii KOHTpOAb 6A0KMPYeT AOCTYN K CaMTy, €Cv OH
nonagaeT XoTa 6bl B OHY M3 3anpeLleHHbIX KaTeropui.

Takke B 3TOM peXnmMme Bbl MOXKeETE CaMOCTOATE/IbHO YKa3blBaTb Cal\/’ITbI, AOCTyn K KOTOPbIM
6yp,eT 3anpeLweH nimn paspeweH BHE 3aBUCMMOCTU OT APYTUX OrpaHquHMVI. ﬂ'ﬂﬂ 3TOro

ncnosb3ynTe 6enblli N YepHbIA COUCKNA CAaUTOB.
UYT06bI 3anpeTuTh UK paspelunTb JOCTyN K Be6-pecypcam Tpebyemoi Kateropum:

1. B rpynne HacTpoek KaTeropum cantoB Haxxmute ccbliky M3meHnTb. OTKpoeTca OKHO
HaCTPOMKM 6AOKMPYEMbIX KaTErOPUNA.

PyKOBO,CLCTBO nosab3oBaTenda
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€ user

+| CalTel AnA B2pOCALIX
¥| Hacuaune

¥ Opyxue

| AzapTHele urpsl

v| Hapkotuku

OHAaAH-1rpel

¥ Uentp BezonacocTn > Pogutensckuii koHTpone > MHTEpHET > user > OrpaHnunTe 40CTYT N0 KATEMOPHAM — O X

KaTteropuwm canitoBs

Bul moxeTe BeIfpaTs KaTEropuw, A0CTYN K KOTOPLIM OYAET OrpaHMUeH.

Mynel AnA 4oBeIUKM KPUNTOBAAKT

& & 0

¥ Teppopuzm

¥ HeleHzypHaa nekcuka
Hatel
Mouta
CouvaneHsle ceTi

AHOHMMaRzEPBI

~

—
[=a)

PucyHok 98. Hactpoiika 610knpyembix kateropuii Poagutenbckoro KOHTpons

2. YctaHoBUTE MAK CHUMUTE baaxkok, YToObl 3anNpeTnTb AW pa3peLumnTb AOCTyn K Beb-
pecypcam Tpebyemown KkaTeropum.

Kateropuu NHTepHeT-pecypcoB

Kateropusa

CanTbl a8 B3POCAbIX

Hacunnve

Opyxve

AsapTHble Urpbl

HapkoTtukun

OHnanH-urpbl

Teppopuzm

OnucaHue

Caintbl, cosep>kallie Matepurasbl NOPHOrpadnUUeckoro mim 3poTUHECKOTro
coflep>kaHus, caTbl 3HAKOMCTB U T. A.

Cal?lTbI, cojepiKalwme npmsbiBbl K HACWINKO, MaTepurajibl O PasaNyHbIX
npouncwecTBmAax C YenoBedYeCKMMK XXepTBaMnn N T. A.

CalZTbI, NOoCBALLEHHbIE OPY>XXNHKO M B3pPbIiBYaTbIM BELLECTBAM, a TakKXKe MaTepuanbl
C OnNncaHnem Ux N3rotoBaeHUA U T. 4.

CaiTbl, Ha KOTOpPbIX Pa3MeLLeHbl OHAANH-UTPbl HA AeHbIY, MHTEPHET-Ka3uHO,
ayKLMOHbI, @ Takke NPUHUMAtOLLMe CTaBKU U T. 4.

CaliTbl, NponaraHavpyroLmne yrnoTpebieHne, N3roToBleHUE UK
pacnpocTpaHeHne HapKOTUKOB U T. 4.

Cautbl, Ha KOTOPbIX pa3MeLleHbl Urpbl, NCNONb3YyHOLWME NOCTOAHHOE
coeanHeHne C NHTEPHETOM.

Calitbl, cogepkalliyie MaTepuanbl arpeccUBHO-arMTaLMOHHOTO XapakTepa,
OMuCcaHWs TEPAKTOB U T. 4.

PyKOBO,CLCTBO nosab3oBaTenda
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Kareropwms

HeueH3ypHas nekcvika

Yatbl

DNeKTpOHHasA nouta

CoupanbHble cetn

AHOHUMaM3epbl

Mynbl ans 406bIUM
KpuntoBatoT

PoayitenbcKuii KOHTPO/Ib

OnucaHue

CalnTbl, Ha KOTOPbIX COAEPXKUTCA HeLEeH3ypHas Nekcuka (B Ha3BaHWAX pa3jenos,
cTaTbax v np.).

Canbl ana obmMeHa COO6LLI,EHVI$|MVI B peXnMme peasbHOro BpeMeHn.

CainTbl, NpeAoCTaBAAOLLME BO3MOXHOCTb GecrniaTHOM perncrtpaLmm
3/1eKTPOHHOTO MOYTOBOrO ALLMKA.

COLI,I/IaJ'IbeIe cetn O6UJ,eF0 XapakTtepa, 4enoBble, KOpnopaTBHbIE U
TeMaTN4YeCKME coUuManbHblE CETH, a TakKKe TeMaTn4veckKmne CaWiTbl 3HAKOMCTB.

CalszI, No3BONAKOLWLME NONb30BaAaTE/IFO CKPbIBaTb CBOKO JINYHYHO VIHq)OpMaLI,I/IFO n
npeaocraBaaroLmne 4oCtyn K 3a6.ﬂOKI/IpOBaHHbIM canTtam.

CainTbl, NpesocTaBaAstoLLME JOCTYN K CEPBUCAM, OO BbEANHA LM
nofib3oBaTeNel ¢ Uenbto f06bIUM (MaliHWHIa) KPUNTOBAIOT.

Pe>xum Paspelwuatb A0CTyn TONbKO K caidiTam 13 6enoro cnucka

B 3TOM pexunmMe 3anpeLyaeTcs 4OCTyn KO BCeM BeG-pecypcaM, KpOMe yKa3aHHbIX B 6e10M

CNMCKe CanToB.

Benbivi N YepHbIA CNUCKN CalNTOB

Bbl moxeTe 3a4aTb 6enbin n qepr||7| cnncok CaI7ITOB, AOCTYyNn K KOTOPbIM pa3pewaeTca nan
6110K|/|pyeTc;| BHE 3aBNCMMOCTN OT OCTaJibHbIX HAaCTPOEK POAI/ITeJ'IbCKOFO KOHTPOAA.

Hacrpoiika 6enoro 1 uepHoOro cNUCKoOB caiitoB PoanTenbckoro KOHTpons

1. B rpynne HacTpoek benbiii 1 yepHbIN cNUCKK HaxkmuTe ccbinky M3ameHuTb. OTkpoeTca
OKHO HacCTpoWku 6en0ro n YepHOro CrNMCKOB.

PyKOBO,CLCTBO nosab3oBaTenda
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HF Lentp BezonacHocTn > PoguTensckuii koHTpons > WHTepHeT > user > Benbii n yepHbIi cnnckn - O X

€ user & o L

Benbii 1 uepHbIA CNUCKK

BHe zaBMCHMOCTH OT HacTpoeK CII'[CIBHW—IEHMﬁ, AOCTYN K carWTam W3 Benoro cnwucka [razpelleH.
,ﬂOC}'I‘I K CaWTamMm M3 YepHOro Cnicka EIECCpCIHHCI OrpaHu4YeH.
Benbili cnucok YepHbIli cnucok

@ | ©

google.com vk.com

~

’_
(=)
L

PucyHok 99. Hactpoiika 6enoro u uepHoro cnuckoB PoauTesibckoro KOHTpons

2. BBegnTe fJOMEHHOE MMSA MAN YacTb JOMEHHOTO MMEHW cainTa B nosie benbi cnucok nan
YepHbIii cnucok:

e yTO6bI 106aBUTHL B CMUCOK ONpeaeNeHHbIN CanT, BBEAUTE ero agpec (Hanpumep,
www . example . com). [loCTyn KO BCEM pecypcam, pacnosoXeHHbIM Ha 3TOM caiTe, byaeT
onpeAensiTbCs AaHHOM 3anuChbio;

e yTOb6bI paspewmnTb AOCTYN K TeEM canTaM, B ajpece KOTOPbIX COAEPKNTCA OnpeAeneHHbIN
TEeKCT, BBEAMTE B MoJie 3TOT TeKCT. [pumMep: ecam Bbl BBeAETE TEKCT example, TO 4OCTYN K
aapecam example.com, example.test.com, test.com/example, testexample222.ru v 1. n.
byneT onpeaenaTbCA JaHHOW 3amnuchbio;

e UTObbI pazpeLwwnTb AOCTYN K ONpeAeNeHHOMY JOMEHY, YKaXXUTe UMA JOMEHa C CUMBOJIOM
«.». B Takom cnyyae AOCTyn KO BCEM pecypcaM, HaxoAALWMMCS B 3TOM AOMeHe, byaeT
onpeAeniTbCsA AaHHOM 3anncbto. Ecam npu ykazaHUM AOMeHa NCNOb3yeTCs CUMBO «/»,
TO Ta YaCTb MOACTPOKU, UTO CTOUT CIeBa OT CMMBOJIA «/», ByAeT cunTaTbCs JOMEHHbIM
MMeHeM, a YacTu cnpasBa OT CUMBOJIa — YaCTbtO Pa3pPeLIeHHOro Ha JaHHOM JOMEHe
agpeca. [pumep: ecn Bbl BBeAeTe TEKCT example . com/test, TO 6yayT
obpabaTtbiBaTbCAa TakMe agpeca kak example.com/test11, template.example.com/test22 u
TN,

e yTO6bI 06aBUTbL B NCK/IOYEHMA OMNpeseNeHHble CailTbl, BBEAMTE ONpPeaenatoLLyto NX
Macky B nose BBoga. Mackun gobasnsatorca B dopmare: mask://. ..

Macka 3azaeT o6y YacTb UMEHM 06BEKTA, MPU ITOM:
5 CUMBOJ «*» 3aMeHseT 00y, BO3SMOXHO MyCTYH0, NOCAeA0BaTe/IbHOCTb CUMBOJIOB;
5 CUMBOA «?» 3aMeHsAeT Ntobo, B TOM YnC/ie NyCTOM, HO TOIbKO OANH CUMBOJI.

Mpumepbi:

PyKOBO,ELCTBO nosab3oBaTenda
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o mask://*.ru— BYAYT OTKPbIBATLCA BCE CailTbl B 30HE .Iy;

o mask://mail — OyaAyT OTKPbIBaTbCA BCE CalThbl, B KOTOPbIX COAEPXKMNTCS CNOBO
"ma”";

o mask://???.ru— OYAyT OTKPbIBATbCA BCE CalTbl 30HbI .FU, UMEHa KOTOPbIX COCTOAT

N3 TpeX Nan MeHee 3HaKOB.

BeeseHHas cTpoka npu gobaBieHnn B CNNCOK MOXeT H6biTb NMpeobpasoBaHa K
yHuBepcanbHomy Buay. Hanpumep: agpec http://www.example.com 6yaet npeobpa3soBaH
B 3anMcb www.example.com.

3. Haxmute KkHOnKy @ yTObbl JO6ABUTL aZpec B CMUCOK.

4. YT006HbI y4annTb ajgpec n3 Crmncka, Bbl6epI/ITe €ro B Cnncke N Ha>XXMunTe KHOMKY .

Mpn HeobxoaMMOCT NoBTOpUTE WarK 1 u 2 ans fob6aBAEeHUSA APYTUX PeCypCoB.

Be3onacHbIX NOUCK

Onuus besonacHbIA NOUCK BAVAET Ha Bblayy pPe3yAbTaTOB MOMCKOBbIX CUCTEM. ITa GyHKLMA
NO3BOJIAET UCKIHOUNTL HEXeNaTeNbHble pecypcbl U3 pe3ynbTaToB NOMCKa, NCNONb3YA CpeacTBa
MOWCKOBbIX CUCTEM.

Ans aktmBaumn dyHkunm besonacHbIM nouck yctaHoBuTe nepekitovatens @D B cocTosiHne
Bkn..

13.2. OrpaHuuyeHue BpemMmeHU paboTbl 3a KOMNbLIOTEPOM U B
NHTepHeTe

Ha Bkiaske Bpems Bbl MOXeTe OrpaHNUnNTb Bpems paboTbl Mosib30BaTes1el 3@ KOMMbHOTEPOM
n B VIHTepHeTe. [1o ymonuyaHMIO ANs BCeX NONb30BaTeNen yctTaHoBAeH pexum bes
OorpaHNYeHun.

Bbl MOXeTe Ha3HaunTb orpaHmyeHne no BpeMeHn pa6OTbI and HOﬂb3OBaTeﬂeVI, Kak
ncnonb3yA Ta6nv|u,y C BPEMEHHbBIMUW KBajpataMu, TaK U pPeXnm HaCTpOVIKM NHTEPBaNbHOTO
OrpaHNYEHNA BPEMEHMN.

| Mpy BKAOUEHWWN OTPaHWYEHUI A BPEMEHW PabOoThl 3a KOMMLIOTEPOM WK B VIHTepHETE,
aBTOMaTUYecku BKItOYaeTcs onuus 3anpewatb UsSMeHeHue AaTbl U BPeMeHU CUCTEMbI B
okHe CamMo3alllTa OCHOBHbIX HaCTPOeK.

Tabnauua BpemeHn pabortbl 3a koMmnbiotepom u B UHTepHeTte

C nomoupto TabanLbl MOXHO yKa3aTb AHW HEAENU U Yacbl, KOTAa NONb30BaTeNt0 MOXeT
paboTaTb 3a KOMMbIOTEPOM, a Takke B ceTu VIHTepHeT. Tabamua AOCTynHa B pexunme
PoanTtenbckoro koHTpons bes orpaHnueHuia. [pun BHeCeHM M3MeHEHUIN B Tabanuy npodub
Be3 orpaHnueHnin 6yaeT aBTomaTnyeckv 3ameHeH Ha Monb3oBaTenbckniA.

PyKOBO,CLCTBO nosab3oBaTenda
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Poautenbckunii KOHTpoNb

YT106bI OrpaHMunTbL Bpems paboTbl B peXkume Tabamubi:

1. BbibepuTe fHM Heaenn 1 Yackl, Korga TpebyeTtca 3anpemumes no/ib308ameto 861x00 8
VIHmepHem, n BblaennTe COOTBETCTBYHOLLME BPEMEHHbIE AUENKN CUHUM LiBETOM:
e UTO6bI BbIAENNTL OAHY AYENKY, HAXXMUTE MO HEeW OAMH Pa3 JIeBON KHOMKOW MblLLN;

e 4TOObl OAHOBPEMEHHO BbIZENNTD HECKOJIBKO PACMO/IOXEHHbIX PSAOM fueek, OAMH pa3
HaXXMUTe NEeBOM KHOMKOW MbILLM MO NEPBOM AYEWKe U, yaepXKnBas KHOMKY HaXaToMu,
BblAENNTE BECb HEOOXOANMbIA NEepPUOA,

2. BbibepuTe AHW HeZenn 1 yackl, Koraa TpebyeTcs 3anpemume noss3osamesnto pabomy 3a
KOMNbHMEPOM, U BblAENNTE COOTBETCTBYHOLME BPEMEHHbIE AUENKN KPACHbIM LIBETOM:

e UTOObI BbIAENNTb OAHY AYENKY, ABaAXAbl HAXXMUTE MO HEWN IEBON KHOMKOW MbILUK;

e 4TOObl OAHOBPEMEHHO BbIAENNTbE HECKOJ/IbKO PaCMOIOXKEHHbIX PAAOM AuYeek, ABaXKbl
LLEeNKHMTE IeBON KHOMKOW MbILLM MO NEPBOW AYelKe U, yAepXXnBas KHOMKY HaXaTown,
BblJeNnTe BeCb HEOHXOANMbBIA Mepuoga,

€ POAWTENbCKUIA KOHTPO/Ib

€Y user

WMHTepHer

& O L

Bpema  ®ainbl v nankm

[Monb20BaTENLCKWIA pEXMM v

D Bez orpaHuyeHmia
l OrpaHnunTe 4octyn K ceTh MIHTepHeT

l OrpaHUYUTE SOCTYT K KOMMBHTERY

ﬂ UenTp BesonacHocTi > PoguTenscknid KOHTpoAe » user > Bpema — O X

PucyHok 100. Tabauua BpemeHu paboTtbl 3a kKoMmMnbloTepom 1 B MIHTepHeTe

Bbl MOXeTe Takke cO34aBaTb pa3Hble HAaCTPOWKM A1 OAHOTO MOJb30BaTeNA, COXPaHAA UX B
npoduaun. laHHas onuunsa byaeT yaobHa, eciv BaM NOHaZ06MTCA Nepnoanyeckn MeHaTb
HaCTPOWKM Ha Apyrune npegonpeaeneHHble 3Ha4YeHUs (HanpumMep, 3agaBaTb pa3Hble
orpaHunyeHusa BO Bpems y4ebHOro roZa 1 LWKOAbHbIX KaHWUKY).

PyKOBO,D,CTBO nosb30BaTena
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PoayitenbcKuii KOHTPO/Ib

CoxpaHeHue n yaaneHue npoduns HacTpoek

e YT06bI CO34aTb NPOdUAL HACTPOEK, HAXXMUTE KHOMKY @ Mpw 3TOM B Npoduae coxpaHaTca
HacToALMe HaCTPONKN Tabanupbl. B ganbHenweM Npu n3MeHeHn HacTpoek NPOdUAA OHU
OyAyT aBTOMaTMYECKM COXPaHATCA.

e YTOObI yaanuTb Npoduab HacTPOekK, HaXKMUTE KHOMKY .

NHTepBanbHoe orpaHMuyeHne BpemMeHu paboTbl 3a KOMMbIOTEPOM

Bbibepute pexxvum MIHTepBanbHOe orpaHMuYeHne BpeMeHM, eC/in Bbl XOTUTE yKa3aTb, CKOJbKO
BPEMEHMU B IeHb MOXHO paboTaTth 3a KOMMbOTEPOM. baarogaps TakoMy pexxumy
noJsib30BaTe/lb CaM CMOXET pacnpesensitb BpemMs 3a KOMMbOTEPOM B TeueHue aHdA. Obpatute
BHMMaHWe, UTO B 3TOM pexXunme, B OTIMUME OT pexnma Tabanubl, HeNb3s 3a4aBatb
orpaHuyeHne BpeMeHu paboTbl B VIHTepHeTe.

F Lentp BezonacrocTu > PoguTensckuii koHTpons » user » Bpewma — O X

€ POAMTENbCKUIA KOHTPOIb & & 4L

€Y user

MHtepHer Bpema  ®ainbl v nankwm

MHTEpEEJ’IhHOE OrpaHu4eH1 e BpemMeHn w

MoHeaenbHWK — NATHMUA

OrpEHH'-'IIf'ITh WMCMNONL20BdHWE KOMNEBHKITERa 40.
Cy66oTa 1 BOoCcKpeceHbe

OFpEHW-IIf'ITh WMCMNONL20BdHWE KOMNBHKITERa 40.

MepepbiBbl

V| OrpaHudmTe ANMTEALHOCTE HeNpPepRBIEHOR paboTel 2a 30 MuH B AeHb v
KOMMBIOTEROM A0

[anTenbHoCTh NepepbiBa MEXAY MHTepEanamMm 15 MuH. v
paboTbi:

NonoAHWUTeALHBIE HACTDOMKK o

\
A

—
(=)

.

PucyHok 101. Hactpoiika nHTepBa/ibHOro orpaHM4YeHusA BpeMeHu

Bbl MmoXeTe 3ajaTb OrpaHMYeHne No KOJMYeCTBy HaCoB B A€Hb A4 ChejyrowmX nepmnojoB:

® CMNMOHEAENbHWMKa NO NATHULY;

e B cy660Ta 1 BOCKpeCceHbe.

B rpynne HacTpoek MepepbiBbl Bbl MOXKETe YCTAHOBUTb MPOAOIKUTENBHOCTb HEMPEPbLIBHOM
paboTbl 32 KOMMBIOTEPOM U MPOAOIKUTENBHOCTb MEPEPLIBOB MEXAY NHTepBanamm paboTb.

PyKOBO,CLCTBO nosab3oBaTenda
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PoayitenbcKuii KOHTPO/Ib

B rpynne HacTpoek HouHoe Bpemsa (nosasaseTca Npu packpbiTum rpynnbl J,0noAHUTeIbHbIE
HACTPOMKM) Bbl MOXETe 3anpeTnTb AOCTYMN K KOMMbIOTEPY B HOYHOE BPEMSA HE3aBUCMMO OT
oblLLero KonnmyecTsa paspeLleHHbIX HYacos.

13.3. Aoctyn Kk ¢paitnam u nankam

Ha Bisiagke @ainbl M Nanku Bbl MOXETE OrPaHNUMTb MNOAb30BaTENAM AOCTYN K dannam m
nankam. Mo yMoa4aHWo orpaHnyeHms Ha JOCTynN K dariiam 1 nankam OTCYTCTBYHOT.

YT06bI BKAKOUNTL MAM OTKIHOUNTL OrpaHuUYeHne Joctyna kK dainnam n nankam ans
noab30BaTens Ucnonb3ynte nepekntovatens @D, O6paTuTe BHUMaHWeE, Bbl MOXeTe
BK/IFOUNTb AAaHHYHO OYHKLMIO TOIbKO NPU HaAnumMm 06BbeKTOB B CNNCKE.

T Lentp BezonacocTu > PoguTensckuii koHTpons > user > Gaiinel u nanku — O X

€ POAWTENBCKUIA KOHTPOb & O 4

€Y user

MHTepHer Bpema  daiinbl v nankm

OBpaTuTe BHUMaHMe, UTo BAOKWPOBKE AOCTYNa HE rapaHTVPYETCA NPy 3arpy2aKe KOMMBHTEPE C BHELUHMX HOCUTENER MAK
0BpaLLEHMI K HEMY W2 APYTMX OMEepPaLMOHHBIX CUCTEM.

@D B
OfwekT Hocryn
Ch\Documents and Settings Tonsko yTeHwe v

PucyHok 102. YnpaBneHue goctynom K ¢paiam v nankam

OrpaHunuyeHne AOCTyMna He rapaHTUpyeTCs Npuv 3arpy3ke KOMMbOTEPa CO CbeMHbIX HOCUTENEN
: nnm obpalleHnn K 3aZaHHbIM 06beKTaM U3 APYrvx ornepaLMOHHbIX CUCTEM, YCTaHOBJ/IEHHbIX
Ha KOMMbtoTepe.

Hacrpoiika orpaHuueHus gocryna K ¢paiiiam 1 nankam

1. YT06bI 4O6aBMTL OOBEKT B CMNCOK, HAXXMUTE KHOI‘IKy® 1 BbibepuTe Hy>XKHbIV dann nam
nanky.

2. BblbepuTte pexum goctyna ans sobaBneHHOro obbvekra:

¢ 3abnokupoBaH, UTO6bl NOAHOCTbIO 3a6/10KMPOBaTh AOCTYN K BbIOpaHHOMY 06 beKTy.

PyKOBO,CLCTBO nosab3oBaTenda
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e Tonbko uteHue (BbI6paHO NO YMOAUAHUIO), YTOObI pa3peLlnTb YTeHNe BblIOpaHHOro
obbekTa (Hanpumep, NPOCMOTP AOKYMeEHTa, M306pa>keHns, 3anyck NCNOAHAEMOTrO
dawina), npn 3ToM BbIBpaHHbIN 06BEKT HEeNb3a ByaeT NnepemMecTuTb, yAaauTb, a TakKe
N3MEHUTb ero CoAepXXnumMoe.

Y106kl yaannTb 06beKT, BbibepuTe ero B CMCKe N HaXXKMUTe KHOMKY .

PyKOBO,ELCTBO nosab3oBaTenda
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14. NHCcTpyMeHTbI

B 3TOM OkHe nNpeaocTaBAfeTCs A4OCTYN K AOMONHUTENbHBIM UHCTPYMEHTaM yrnpaBaeHums
npogayktom Dr.Web.
Ana nepexoga B rpynny HacTpoek MHCTPYMEHTbI:

1. OTKpoWTe MeHO Nporpammbl 1 BbibepuTe NyHKT LieHTp 6e3onacHocTL.

2. B oTkpbiBWEMCA OkHe BbibepuTe NyHKT MHCTPYMEHTbI.

3 Uentp GezonacHocti > MHCTpyMeHTEl

- O *
€ LlenTp 6ezonacHocTu & O 4
A MHCTpyMeHTBI
MeHeaxkep kapaHTWHa AHTUMBMpYCHaA ceTb
4;7 MpocmoTp W yNpaeneHe oBHapYXeHHEIMK m_] Ynpaenenwe npoayktaru DrWeb Ha apyrux
Yrpozamu KOMMBHOTEPAEX CETH

MeHeaxep nuueHzuA

MHdopmauma o TekyLLerd AMUeH2MK,
MPOoAAEHWE WAK NOKYTIKa HOBOW AWLEHZMK

0

A
[B Haxmure, ytobel 3anpeTHTs WIMEHEHNA

~

-
(=)

PucyHok 103. OkHo UHCTpyMeHTbI.
[na nepexosa K HEOBXOAMMOMY NHCTPYMEHTY Ha>XMUTE COOTBETCTBYHOLLYHO MANTKY.
B 3TOoM pasgene:

e MeHeaxep kKapaHTWHa — CAMNCOK M30/INPOBaAHHDbIX ¢a17u103 N BO3MO>XHOCTb UX
BOCCTaHOBJ/IEHNA.

e AHTUBMPYCHAaA CceTb — YAaNEeHHbIN JOCTYN K npoayktaMm Dr.Web, ycTaHOBAEHHbIX Ha ApYrix
KOMMbrOTEpPax BHYTPW Ballewn CeTu.

° MeHeAxep }'II/II=I,6H3I/II\/’I — I/IH(I)OpMaLIIMFI O IMUEH3NN, NnonydeHne HOBOW NUEH3NN.

PyKOBO,CLCTBO nosab3oBaTenda
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14.1. MeHep)Kep KapaHTUHa

WNHcTpymeHTbI

MeHezxep KapaHTMHa — MHCTPYMEHT, MO3BOAAIOLLMIA YNPaBASATb N30JUPOBAHHBIMY
davinamu. B kapaHTMHe cogep>kaTtca daiibl, B KOTOPbIX Oblan 06Hapy>XeHbl BpeAOHOCHbIEe
061bekTbl. Takke B KapaHTUH NOMELLAIOTCSA pe3epBHble Konuu ¢pannos, 06paboTaHHbIX
Dr.Web. MeHepxep kapaHTUHa NpefOCTaBAAET BO3MOXHOCTb YAaNeHUs, MepenpoBepkn 1

BOCCTAHOBJ/IEHWSA M30ANPOBaHHbIX GanoB.

Ana nepexopa B okHo MeHep)kep KapaHTMHa:

1. OTkpouTe MeHIo NporpaMmsbl 1 BelbepuTe NyHKT LleHTp 6e3onacHocTw.

2. B oTkpbIBLIEMCS OKHe BbibepuTe NyHKT MHCTpYMEHTbI.

3. Haxmute nantky MeHegkep KapaHTUHa.

T Uentp Bezonacroctu > MncTpymenTsl > Meneaxep kapaHTiHa

€ NHCTpyMeHTbI

4 MeHeaxep KapaHTUHa

MHDCIpI".ﬂEILIMH ob WMIO0NMPOBaHHBIX $afnax W BOCCTAHOENEHKWE [rezepEHBIX KOMMA.

©

ObbekTul ¥rpoza Hata aobasneHna MyTe
B eicar_com.zip EICAR Test File (NOT a Vir.. 24.08.2018 &:50 Ch\Users\user\Downloads\e...
|:| eicar.com EICAR Test File (NOT a Vir.. 24.08.2018 6:49 Ch\Users\user\Downloads\e...

PucyHok 104. O6bekTbl B KapaHTUHe

B LeHTpanbHOWM yacTn OkHa oTobpakaetcs Tabavua c MHGOpPMaLMeln O COCTOAHUM

KapaHTWHa, BKAOYatoLLas caeayrolime nons:

e O6beKTbl — CMMCOK MMEH O6'beKTOB, HaXo4ALWKMXCA B KAPAHTUHE,

e ¥rposa — kiaccudukaums BpejOHOCHOW nporpammsl, onpegensemas DrWeb npu

dBTOMaTM4eCKOM nepemMeLLeHnn obbekTta B KapaHTUH;

e [laTa pobaBneHns — AaTa, KOraa o6bEKT Obll NepeMeLLEeH B KapaHTUH;

e MyTb — NO/HBIN NYTb, MO KOTOPOMY HaXOAMNCA O6BEKT A0 NepeMELLEHNS B KAPAHTUH.

PyKOBO,CLCTBO nosab3oBaTenda
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WNHcTpymeHTbI

' B okHe MeHep,>Kepa KapaHT/Ha ¢)a|7|f|b| MOTYT BUAETb TONIbKO T€ NO/Nb30BaTe/In, KOTOPbIEe
MMEKT K HAM AO0CTyT. YT06bI OTO6paBVITb CKpbITble 06BbEKTHI, HeO6XOAI/IMO MMEeTb MNpaBa
agMNHUCTpaTopa.

Pe3epBHb|e Konunn, nepeMelleHHble B KapaHTUH, MO YMOJIYaHUKO He 0T06pa>|<a+0Tc;| B

Ta6J'IMLI,e. YT0b6bI BNAETb UX B CMNCKE O6'beKTOB, Ha>XMuTte KHOI'IKy@ 1 B BbllMadakoLiem
cnuncke Bbl6epI/ITe MYHKT MokasbiBaTh pe3epBHblIe KONMUA.

Paborta c o6bekTamu B KapaHTUHe

B pexxmme agMmnHMUCTpaTopa Ans KaxXAoro obbekTa AOCTYMHbI CaeaytoLime KHOMKK
yrnpaB/ieHuA:

e KHonka @ (BoccTaHOBUTbL) — NepemMecTUTb OAMH MAN HECKOIbKO BblGpaHHbIX 0OBEKTOB B
HY>KHYIO narnky;

i'} Ncnonb3yiite gaHHyto GYHKLMIO TOIbKO B TOM C/ydae, eCiu Bbl yBepeHbl, UTO 06bekT
6e3onaceH.

e KHonka @ (MepenpoBepuTb) — MNOBTOPHO MPOBEPUTb OOBEKT, MEPEMELLEHHbIN B
KapaHTUH.

e KHonka (Yaanutb) — yaannTb OANH AN HECKOBKO BbiBpaHHbIX 06BEKTOB M3
KapaHTWUHa 1 U3 CUCTEMBI.

3TN AeNCTBMA JOCTYMHbI TakKe B KOHTEKCTOM MEHHO MPW HaxkaTui NpPaBo KHOMKOMW MbILUM Ha
OAMH NN HECKONbKO BblOpPaHHbIX 06 BEKTOB.

Y1o6bl yaannTb cpasy Bce 06bEKTbI U3 KapaHTUMHA, HaXMUTe KHOI'IKy@ " B BblMajarowem
cnucke BbibepuTe NyHKT YAanuTb Bce.

AonosnHntenbHoO
,ﬂflﬂ HaCTpOIZKI/I OI'ILI,I/II‘/JI XpaHeHnA N aBTOMaTn4eCKoro yaaaeHunA 3anucemn B KapaHTUHE

nepenanTe B HacTporkn MeHezaxepa KapaHTUHA.

14.2. AHTUBMpPYCHaA ceTb

ITOT MHCTPYMEHT NO3BOASET yNpaBaaTh nporpammammn AHtusmpyc Dr.Web ans Windows,
AHtnsupyc DrWeb ans cepeepos Windows 1 Dr.Web Security Space B pamkax ogHOM Bepcum
NPOoAYyKTa Ha APYrMX KOMMNbrOTEPAX B Npeaenax oOAHOW N0KaAbHOW CETH.

Ana nepexosa B okHO AHTUBUpPYCHasA ceTb:

1. OTKpoWTe MeHO Nporpammbl 1 BeibepuTe NyHKT LieHTp 6e3onacHocTL.

PyKOBO,CLCTBO nosab3oBaTenda
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WNHcTpymeHTbI
2. B oTkpbiBWIEMCS OKHE BblbepuTe NyHKT MHCTpYMEHTbI.
3. Haxmute nantky AHTUBMpPYCHasA CeTb.
T Lentp BezonacHocTu > VHCTpYMEHTEI > AHTUBMPYCHAERA CETh — O X
€ VIHCTpYMeEHTI & O 4

L1 AHTBMpYCHas ceTb

B TaBnuue nepeuncieHsl JOCTYMHBIE yAaNeHHBIE KOMMBKITEPE!, Ha KOTOPBIX ycTaHoeneH Dr.Web. Bel MmoxeTe NpocMaTprEaTE
uHbopMauwio o DrWeb Ha BELIBpaHHOM KOMMBKTEPE, NOAKAKIYWTECA K HEMY W YMPABAATE HACTPOMKAMMW NPOLYKTa,
BKHIYATE M OTKIKIYATE KOMMOHEHTE! 33LLUWTI.

®E

L peskrop-RP75CLY IP-agpec: 10.0.2.15 v

)

-
(=)

PucyHok 105. KomnbloTepbl aHTUBMpPYCHOM ceTu

KomnbtoTepbl B 10KaIbHOM ceTM 0TOBpaXatoTca B CMMUCKE TONbKO B TOM C/yyae, eCAu B
yCTaHOBNEHHOM Ha Hux npogykte Dr.Web pa3pelueHo yaaneHHoe ynpasieHue. Bol MmoxeTe
pa3pewnTb nogkatoveHme k Dr.Web Ha Balem KoMMbtoTepe B OKHE HaCTpOeK AHTUBUPYCHOW
ceTu.

Ecnv HeobxoaMMbIN KOMMNbIOTEP He OTOGpaXkaeTcs B ceTh, NonpobyinTte 406aBUTL €ro

BPY4HYtO. [lnf 3TOro HaxxmuTe KHOI'IKy@ n BeeauTe IP-agpec B popmate IPv4 naum IPve.

fi Ecan Ha cTaHUMKM OTK/IFOUEH KaKOM-MOO M3 KOMMOHEHTOB, MOSBAAETCA MHANKALWS B BUAE
: BOCK/IMLATEIbHOTO 3HaKa.

nOAKﬂI'O'-IEHVIe KyAa/leHHOMY aHTUBUpPYyCy

1. BboibepuTe HY>XHbI KOMMNbIOTEP U3 CNMUCKa. B packpbiBLUelica cTpoke oTobpa3mTca
nogpobHas nHGopmMaLms o ctaTyce KOMMOHEHTOB Ha CTaHLMW U O MNOCAEeAHEM
obHOBNEHWUW.

2. Haxxmute kHonky Moaxnountbea.

3. BBeguTe naponb, 3aZlaHHbIN B HaCTPOWKax yAaleHHOro aHTMeupyca. B obnactm
yBegomneHuii Windows Baluero kKomnbtoTepa NOABUTCA 3HAUOK yAaNeHHOro aHTMBMpYCa
W a TarKe byeT NoOKazaHo yBegoOMAEHMe 06 yCrelHOM NOAKNOUEH NN,

PyKOBO,CLCTBO nosab3oBaTenda
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i} Bbl MOXeETE yCTaHOBUTbL TOIbKO OZHO COeAMHEHMWe C yaaneHHbIM npogyktom Dr.Web. Mpwn
Ha/IMUMM YCTaHOBJIEHHOTO COeAMHeHUs KHoTKa MoaKAounTbCa HeZOCTyrHa.

Bbl MOXeTe npocMaTpmBaTh CTAaTUCTUKY, BKAKOUATb M OTKIOUATh MOAYM, @ TakKe U3MEHATb NX
HaCTporKkK. AHTUBMPYCHas ceTb, KapaHTWH, 3alimTta oT noTepu AaHHbIX U CkaHep HeAOCTYMHbI.

Takke BaM AOCTyneH NyHKT OTCOeANHUTLCA, MPU BbIBOpE KOTOPOro 3aBepLuaeTcs
yCTaHOBJIEHHOE COeAMHEHME C YAaNEeHHbIM aHTUBUPYCOM.

14.3. MeHepyKep nnLeH3nin

B 3TOM OkHe Bbl MOXeTe NPoCcMOTpeTb MHPOPMaLmio 060 Bcex aunLeH3nax Dr.Web,
XPaHALWMXCA Ha BalleM KOMMbIOTEPE, @ TakKe N3MEHUTb TEKYLLYHO IMLEH3UNIO, MPOAINTL ee
MAN KyNUTb HOBYIO N aKTMBMPOBATb ANS UCMONb30BaHMS.

Ana nepexopa B okHo MeHegykep nvueH3uii us LieHTpa 6e3onacHocTu:

1. OTkpoWTe MeHto NnporpamMmmel 1 Beibepute NnyHKT LheHTp 6e3onacHocTM.
2. B oTkpbiBLIEMCS OKHE BblbepuTe NyHKT MHCTpYMEHTbI.

3. Haxmute nantky MeHepayKep NNLLeH3UNA.
Ana nepexopa B okHo MeHepyxep nvueHsmn us MeHio nporpammbli:

1. OTKPOITE OCHOBHOE MeH0 WF.

2. Bboibepute nyHKT MeHeayKep NULLEH3UNA.

PyKOBO,ELCTBO nosab3oBaTenda
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¥ Uentp Bezonacroctu > MHCTpymenTel > Meneakep NMueHsni — O X
€ VIHCTpyMeHTbI LTI

Q MeHeaxep nnueH3nn

WHbopmaumna o TekyLed avueHznK, Bel Takoke MOXETe NPOANMTE BaLLY JWMUEHINKD MAW KYTINTE HOBYH.

TekyL1an AMueHIna

+/ 140398996 v
MpoaykT: -
CepuiaHbIA HoMep: -
Baagenew; ‘Doctor Web trial user: 14039899¢6°

Nata akTHBaLMK: 22.08.2018 2:23
lata okoHYaHWA: 21.09.2018 2:23
Ocranoce: 22 OH.

KynuTe WM akTMEMPOBaTL HOBYIO IMLIEH3MID | MpoanuTs TEKYLLYIO AWLIEH3MID

Mo Dr.Web 7
NuueHanorHoe cornawenne

(il
(B Ha#maure, 4To6bl BHECTW M3MEHEHNA

~

—
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PucyHok 106. [laHHble O TeKyLL,eW INLLeH3UN

YT06bI NPOCMOTPETb MHq)OpMaLI,I/II-O O INMUEH3NN, KOTOPAaA Ha AaHHbH?I MOMEHT He ABJIAETCA
TeKyIJ.I,el‘/JI, Bbl6epl/lTe €€ B BblMajarowem Crnuncke. B pexnme agMNHNCTpaTopa KHOMKa

MO3BOJAET YAaNTb NPOCMATPMBAEMYHO JINLLEH3MIO, A @ — Ha3HauuTb ee Tekyllen. Obpatute
BHMMaHMe, YTO MOCNAEAHIOH AENCTBYHOLLYHO IMLLEH3MIO YAANIUTb HEeb3s.

I'Ip|/| Ha>XaTl KHOMKN KyI1VITb Win akKtTuBMpoBaTb HOBYIO JIULLEH3UIO MNMPpOrpamMmmMa OTKpOeT
OKHO, B KOTOPOM Bbl MOXeTe KynnTb NN akKTMBUPOBaTb HOBYHO JIULLEH3UHO.

Mpwn HaxaTnn kHonky MpPoANUTL TeKyL Y0 IMLEeH3UI0 MPOorpaMma OTKPOEeT CTPaHULLy
NpPOoA/seHMA TNLEH3UN Ha canTe kKomnaHun «/loktop Beb», Ha koTopyro ByayT nepesaHbl
napamMeTpbl UCMOJ/Ib3yeMOU ANLEH3INN.

A ononHnTenbHO

Ccbinka Mow Dr.Web oTkpbiBaeT Bally mepcoHasibHY0 CTPaHULYy Ha caiTe KOMMNaHum
«[lokTop Beb». Ha gaHHOW cTpaHuWLe Bbl CMOXeTe MONyunTb MHPOPMaLMIO O BalLeW
NNLEH3UN (CPOK AEeACTBUA, CEPUNHbI HOMEP U T. A4.), NPOAINTb CPOK ee AelCTBUA, 3ajaTb
BOMNPOC cnyxbe NoAAep KN 1 MHOTOe fpyroe.

Ccbinka JINL,eH3MOHHOE cornaleHmne OTKPbIBAET TEKCT COrlalleHns Ha calite KOMMNaHum
«[lokTop Beb».

PyKOBO,CLCTBO nosab3oBaTenda
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15. UcknroueHuns

B saHHOW rpynne HacTpoek Bbl MOXETE HaCTPOUTb MCKIHOUYEHWNS N3 MPOBEPOK KOMMOHEHTaMK
SpIDer Guard, SplDer Gate, SpIDer Mail n CkaHep, a Takke f06aBUTb agpeca OTnNpaBuTeNeN B
YepHbIV UM Benblii CNUCKK, YTOBbI MMCbMa OT HUX He MPOBEPAIMCL Ha CMaM.

Ana nepexopa B rpynny Hactpoek MckaroueHus:

1. OTKpoWTe MeHIo Nporpammbl 1 BeibepuTe NyHKT LieHTp 6e3onacHocTL.

2. B oTkpbiBWEMCA OkHe BbibepuTe NyHKT UckatoueHus.

W Uentp 6esonacroctu = Wcknrouerna — O X
€ LlenTp 6ezonacHocTy & O 4
oo
om VickntoueHums
CainTbl Paiinel v nankm
-—_IJI Joctyn K calTam, HepekoMeHayeMslm EI WMckntoueHwe ykazaHHbIx dainoe 1 nanok
Dr.Web M2 NPOEEPKK
MpunoxeHua AHTUCNam
T
MicknroueHme yKazaHHbIX NpMAOXEHWIA E WcknroueHe cooBLueHHid oT yrazaHHbIX
W3 MPOBEPKK OTMPAEMTENEH W2 MPOBEPKK HA CNam
I.-—-.I ey
[H Haxmure, utobel 33npetnTe nsmeHeHUs 2

PucyHok 107. OkHo UcknroueHuns

Ana nepexopa K HacTpoiiKaM UCK/IIOUEHMIA:

1. Y6eautech, uto Dr.Web paboTaeT B pexume aaMuHnUCTpaTopa (3aMOK B HUXKHEN YacTu
(il il
NporpaMmMbl «OTKPbIT» ). B npoTnBHOM cayyae HaxXmuTe Ha 3aMOK .

2. Haxkxmute nanTKy COOTBETCTBYHOLLEro passena.
B 3Tom pasaene:

e CailTbl — HACTPOMKa JOCTyMa K calnTam, KOTOpble He PEKOMEHAYHOTCA K MOCELLEHWNIO
KoMnaHueun «JJoktop Beb».

e Dalinbl n Nankv — NckNrOYeHVe onpeseneHHbIX GalriloB 1 Manok U3 NPoBEPKM
komnoHeHTamu SplDer Guard n CkaHep.

PyKOBO,CLCTBO nosab3oBaTenda
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e [pUNOXEeHNS — UCKNFOYEHME ONpPeseNeHHbIX MPOLLeCCOB U3 MPOBEPKN KOMMOHEHTAMM
SpIDer Guard, SplDer Gate n SpIDer Mail.

e AHTUCNAM — HacCTpOMKa NPOBEPKM MMUCEM Ha cnam komnoHeHToMm SplDer Mail.

15.1. Cauitbl

B 3TOM OKHe 3ajaeTcsi CNMCOK CanToB, AOCTYN K KOTOPbIM ByAeT pa3peLleH BHEe 3aBUCMMOCTH
oT HacTpoek npoBepkn HTTP-Tpadurka komnoHeHToM SplDer Gate. Ecam HacTporikax SplDer
Gate BK/toueHa onuma baokupoBaTb HepeKOMeHayeMble CaliTbl, Bbl MOXeTe pa3peLlnTb
AOCTYyN K onpeAeneHHbIM cartaM, 206aBUB MX B CMNCOK NCKIOYeHWI. [locTyn K cantam 13
cnucka byaeT pa3pelleH, 04HAaKO aHTUBMPYCHas NPOBepPKa 3TUX CaUToB OyAeT coxpaHeHa.

UT06bI HACTPOUTL CMUCOK CAUTOB, AOCTYN K KOTOPbIM GyaeT paspeLueH:

1. OTKpoWTe MeHto NporpamMmebl U Beibepute nyHKT LheHTp 6e3onacHocTM.
2. B oTkpbiBLIEMCS OKHE BblbepuTe NyHKT UckitoueHuns.

3. Haxmute nantky CauTbl.

T Uentp Bezonachocu > Meknrouenna > CaliTsl - O X
€ Nckmoyenns & & 4
CaiiTbl

Bbl MOMETe paspelluTs JOCTYN K CalTam, HepekomeHgyemsim DriWeb. AHTMEMPYCHAA NPOBEPKa TaKKX CAIMTOB COXPAHAETCH.

OO

OBbekTsl SplDer Gate

Cnuncok nmyct

—
(=)
s

PucyHok 108. Cnucok nckirouyaemMbix cauToB

Mo ymonuaHuto cnmucok nycT. Ecam agpec carita gobaBaeH B CMMCOK UCKIKOUYEHWIA, TO AOCTYN K
Hemy ByaeT NpeAoCTaBAATLCA BHE 3aBUCMMOCTU OT Apyrux Hactpoek SplDer Gate. Obpatute
BHMMaHWe, eciv Takon canT gobaBneH O4HOBPEMEHHO M B YePHbIN CMNCOK MOAYNA
PoanTeNbCKNA KOHTPOAb, U B UCKJKOYEHUS, AOCTYN K HeMY ByzeT 3a610KMpOBaH.

PyKOBO,CLCTBO nosab3oBaTenda
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AOGaBIIeHVIe AOMEHHbIX aapecoB B CNMUCOK MUCK/IIOUEHUN
1. B none BBOJa YKaXXmnte JOMEHHOE UMA UAN YaCTb JOMEHHOIo MMEHN ca|7|Ta, A4OCTYyn K
KOTOPOMY Bbl XOTUTE pa3peLllnNTb BHE 3aBUCUMOCTM OT APYrmnX orpaqueHvu?l:

e yTO6bI 06ABUTL B CMMCOK ONpeseNeHHbIV CaliT, BBeAWTe ero agpec (Hanpumep,
www . example. com). [lOCTyn KO BCEM pecypcam, pacnoNoXeHHbIM Ha 3TOM canTe, byaeT
pa3peLueH;

e UTOObI pa3peLwmnTb AOCTYN K TeEM carTaM, B ajpece KOTOPbIX COAEPKUTCA OnpeseneHHbIn
TEKCT, BBeAMTe B Moje 3TOT TeKcT. [Tpnumep: ecam Bbl BBegeTe TeKCT example, TO JOCTYN K
agpecam example.com, example.test.com test.com/example,
test.example222.ru 1 T. N. byaeT paspeLleH;

e UTOb6bI paspeLwmnTb AOCTYN K ONpeAesIeHHOMY AOMEHY, YKaXX1uTe MMA JOMeHa C CUMBOJIOM
«.». B Takom cnydyae AOCTyn KO BCEM pecypcaM, HaxOAALWMMCS B 3TOM AOMeHe, byaeT
pa3pewleH. Ecan npuv ykasaHnu JoMeHa NCrNoib3yeTca CUMBOA «/», TO Ta 4YacCTb
NOACTPOKM, UTO CTOUT CNEBA OT CMMBOJIA «/», ByAeT CUNTaTbCA LJOMEHHBIM UMEHEM, a
4YacTu cripasa OT CMMBOJIa — YacCTbHO Pa3peLleHHOro Ha JaHHOM JOMeHe ajpeca.
MpumMep: ecan Bbl BBeAETE TEKCT example.com/test, TO OyayT pa3peLleHbl Takue
ajpeca Kak example.com/testll, template.example.com/test22 N 1. N,

e UTO6bI 106aBUTb B UCK/IKOUEHUA OMNpeAeneHHble CaliTbl, BBEAMNTE OMPeAENtoLLYHO UX
Macky B nosae BeBoga. Macku gobasnsatorcs B popmate: mask://. ..

Macka 3agaeT 06LLyto YacTb UMeHU 0bbekTa, Npu 3TOM:

o CUMBOJ «*» 3aMeHseT NtobyLo, BOSMOXHO MYyCTYto, NOCAeA0BaTebHOCTb CUMBOJIOB;

o CMMBOJ «?» 3aMeHAEeT Nt060K, B TOM UMCae NYCTON, HO TOIbKO OAWH CUMBOJ.

Mpumepsi:

o mask://*.ru— OyAyT OTKPbIBaTLCA BCE CaWThl B 30HE .Iy;

o mask://mail — OyayT OTKPbIBaTbCA BCE CalWThbl, B KOTOPbIX COAEPXXUTCA CNOBO
"mail";

o mask://??2?.ru— ByayT OTKPbIBaTbCA BCE CallTbl 30HbI .U, UMeHa KOTOPbIX COCTOAT
N3 Tpex AN MeHee 3HaKoB.

BeeseHHas ctpoka npu gobaBieHnn B CNNCOK MOXeT H6biTb NMpeobpasoBaHa K
yHuBepcanbHomy Buay. Hanpumep: agpec http://www.example.com 6yaet npeobpa3zoBaH
B 3anMcb www.example.com.

2. Haxmure KHOI'IKy@ nnm kHonky ENTER Ha knaBmaType. YkazaHHbIN agpec NosBUTCA B
crnucke.

3. Mpwu HeobxoanmocTn noBTopuTe Warn 11 2 ans fo6aBAeHNA APYrUX ajpPecoB.

Pa6boTta c o6bekTamMu B cnucke

,ﬂ'flﬂ pa6OTbI c obbekTamu B Ta6m/|u,e AOCTYMHbI CeAyroumne sneMeHTbl yrpaB/eHNA:

e KHomMka @ — pobaBieHne agpeca caiiTa B CMUCOK UCKIoUeHUA. CTaHOBUTCS AOCTYMHa,
€C/IN B TEKCTOBOE MOoJie BBEAEHO Kakoe-Mbo 3HaueHue.

PyKOBO,ELCTBO nosab3oBaTenda

192



A
d
A

A\

UcknroueHnsa

e KHonka @— peaakTMpoBaHMe BbIBPaHHOTO ajpeca cata B CMUCKEe UCKIHOUEHU.
e KHonka —y,u,aneHMe BbIOpaHHOro agpeca calita U3 Cnucka UCKIYEHU.

° I"IpM Ha>XaTn KHOMKU @AOCTyI’IHbI caegyrouwime AeVICTBMﬂZ

o DKCMOPT — 3Ta OMNLUMA NO3BONAET COXPAHUTb CO3aHHbIN CMNCOK NCKIHOUYEHWI, YTOObI
NCMONIb30BaTh €ro Ha APYroM KOMMbIOTEPE, Ha KOTOPOM ycTaHoBAeH DrWeb.

o UmnopTt — 3Ta onuuma No3BOAsSeT NCMO/b30BaTh CMNCOK UCKIHOYEHWUIN, CO34aHHbIN Ha
APYrom KommnbroTepe.

= OuncTuTb BCe — 3Ta onuua No3BOAAET yaaanTb BCe 06beKTbl U3 CMUCKA UCKIHOYEHU.

[eicTBNA yaaneHnsa nam pesaktmpoBaHns obbekTa AOCTYMHbI TakKe B KOHTEKCTOM MEHHO Mpu
Ha>kaTuUW MPaBOW KHOMKOW MbIWN Ha OAWMH UAN HECKONbKO BblIOpaHHbIX O6BbEKTOB.

15.2. ®aninbl U Nanku

B 3TOM OkHe 3asaeTcsa cnmcok GaliaoB U Nanok, KOToOpble UCKIHYAOTCA U3 aHTUBUPYCHOW
npoBepkun cucteMbl komnoHeHTamm SplDer Guard 1 CkaHep. B Takom kauectse MoryT
BbICTyNaTb Nanku KapaHTMHa aHTUBMpPYCa, paboune nanku HeKOTOPbIX MPOrpamMm,
BpeMeHHble Gainibl (balinbl NojKaukm) U T. M.

YT106bI HaCTpouUTb CNUCOK UCK/THOUaEeMbIX ¢oaﬁnos n nanok:

1. OTkpowiTe MeHto nporpammel 1 Boibepute NyHKT LheHTp 6e30nacHocTM.
2. B oTkpbiBWEMCA OkHe BbibepuTe NyHKT UckatoueHus.

3. Haxmute nantky ®@annbl M nankw.

PyKOBO,ELCTBO nosab3oBaTenda
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¥ Uentp Bezonacroctu > Mcknrouenna > Daiinel n nankm

€ McknroveHna

& & 0

194

B3 daiinbl v nanku

Bbl MOXETE MCKIHOUWTE onpejeneHHble halias 1 NankK 1 NPOEEPKK KOMNOHEHTAMKW 3aLLWMTHIL

® ©

OfwekT SplDer Guard Cranep

Crnncok myct

P
[=a)

PucyHok 109. Cnucok ucknrouyaembix ¢painioB 1 nanok

Mo ymonuaHuto cnucok nyct. lobaBbTe K UCKNHOYEHUAM KOHKPETHbIE Manku 1 Ganabl nan
MCNOAb3yNTe Macku, YToHbI 3anNpeTUTb NPOBepPKy onpeaeneHHon rpynnbl dannos. Kaxabin
nobaBnseMbli 06BEKT MOXHO UCKNHOUNTL U3 MPOBEPKM Kak 06OMX KOMMOHEHTOB, Tak U

KaXAoro B OTAE/bHOCTU.

D ob6aBneHne ¢aiiioB 1 NAaNoK B CNUCOK UCKIKOUEHUN

1. YT106bI fO6aBUTL Nanky Man dara K CNUCKY NCKAKOUEHWA, BBINOJHUTE O4HO N3 CAEAYyHOLWMX
AEeNCTBUN:
e UTOObI YKa3aTb KOHKPETHbIW CyLLECTBYHOLMI dalrin nan nanky, HaKMUTe KHOMKy @ B
OTKPbIBLUEMCS OKHE HaXXMuTe KHonky O63op, Utobbl BbIbpaTh Nanky nan eai. Bol

MOXeTe BPYYHYIO BBECTM MOHbIA NyTb K Ganiny nan nanke B Noje BBOAA, a Takxe
OTpesakTMpoBaTh 3anucb B Nosie BBOAA nepes gobasneHviem ee B cnucok. Hanpumep:

e C:\folder\file.txt — mnckntoyaet n3 nposepkun parin file.txt B nanke C\folder.
e C:\folder — WCK/IOYAET U3 NPOBEPKM BCe nognanku n Gannbl B nanke C:\folder.
e YTOObI NCKNHOUNTL M3 MPOBEPKN Palin C onpeseneHHbIM UMeHeM, BBeanTe nma dainna,

BK/ItOYas pacluMpeHune, B noae BBOAA. YKa3dbiBaTb MyTb K anny npu 3ToM He TpebyeTcs.
Hanpumep:

e file.txt — MCKNtOYaET N3 NpoBepkn Bce dannbl ¢ umeHeM file n paclwmpeHmnem .txt
BO BCEX Mankax.

e file — WCKNOYAET M3 NPOBEPKM BCe Paisbl C UMeHeM file 6e3 pacwmpeHns Bo Bcex
nankax.

PyKOBO,ELCTBO nosab3oBaTenda
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e 4TO6bI NCKNHOUMTL U3 NPOBEPKM Galsibl MAKN Manku OnpeseNeHHOro B1uAaa, BBeamTe
onpeaenstoLLy X Macky B NoJie BBOAA.

Macka 3agaeT o6Lyto YacTb MMeHU obbekTa, NP 3TOM:
® CMBOJ «*» 3aMeHseT tobyro, BOSMOXHO MYyCTyto, NOC/eA0BaTe/IbHOCTb CUMBOJIOB;
® CMBOJ «?» 3aMeHseT 1t0H60oK, HO TONbKO OANH CUMBOJ;

Mpumepsi:

e oTueT*.doCc — Macka, 3agarowas Bce JokyMeHTbl Microsoft Word, HazBaHMe KOTopbIx
HauMHaeTCa C MOACTPOKMN «OTYET», Hanpumep, Gannbl oTyeT-deBpanb.doc,
otuet121209.doc n T.4.;

e *.exe — Macka, 3ajaroLan Bce ncnosHaemble Gannbl ¢ pacwmpeHvem EXE,
Hanpumep, setup.exe, iTunes.exe N T. 4,

e photo????09.,jpg — Macka, 3ajatoLLas Bce Gparinbl n3obpaxeHunin popmata JPG,
Ha3BaHWe KOTOPbIX HaUMHAETCA C NOACTPOKN «photo» 1 3akaHuUMBaeTCA NOACTPOKOW
«09», Npu 3TOM Mexay ABYMA 3TUMM NOACTPOKaMM B Ha3BaHUM dalina CTouT POBHO
yeTblpe MPON3BOJIbHbIX CMMBOAA, Hanpumep, photo121209.jpg, photomama09,jpg
nnan photo----09,jpg.

o file* — nckntouaet 13 nposepkmn Bce daibl C NHOOLIMU PaCLUMPEHNAMU, UMS
KOTOpbIX HaunHaeTca c file, Bo Bcex nankax.

e file.* — nckntouaet 13 nposepkun Bce dpannbl ¢ UMeHeM file n N0bbIM paclmpeHnem
BO BCeX Markax.

o C\folder\** — nckitouaet n3 nposepku Bce nognankn n eannsl B nanke C\folder. B
noanankax Gawnbl 6yayT npoBepsaTbCS.

e C\folder\* — nckntouaet n3 nposepku Bce pannbl B nanke C\folder n Bcex
nognankax Ha t060M ypOBHE BNIOXXEHHOCTH.

o C\folder\*.txt — nckntouaet 13 nposepkmn darnbl *.txt B nanke C:\folder. B
nognankax Gannbl *.txt 6yayT npoBepATbCA.

o C\folder\*\*.txt — nckntouaet 13 nposepkn danbl *.txt TONbKO B Nognankax
nepBoro ypoBHs BnoxeHHocTn nanku C\folder.

o C\folder\**\*.txt — nckitouaet 13 nposepku dannbl *.txt B nognankax Aroboro
ypoBHs BnoxeHHoctv nanku C\folder. B camon nanke C\folder dannbl *.txt 6yayt
NPoBepATLHCA.

2. B okHe gobaBneHusa Gaina nam nanku ykaxkmTe, Kakme KOMMOHEHTbI He JAOMXKHbI
NPOBOANTL MPOBEPKY BbIGpaHHOro obbekTa.

3. Haxmute kHonky OK. BeibpaHHbI dann nam nanka noABUTCA B CIUCKE.

4. TMpw HeobxoanmocTy nosTopuTe Wwarn 1 u 2 ana gobasneHusa apyrux Ganaos nam nanox.

Pa6borta c o6bekTaMu B cnucke

Ana paboTbl c 06bekTamm B TabavLe AOCTYNHbI CAeAyoLmMe SNeMEHTbI YrpaBaeHWs:

e KHOMKa @ — fobaBneHne ob6bekTa B CNMCOK UCKTHOUEHU.

PyKOBO,ELCTBO nosab3oBaTenda
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e KHonka @— pesakTMpoBaHMe BbiIbpaHHOro ob6bekTa B CMUCKEe NCKTHOUEHU.

e KHonka — yAaneHne BbIbpaHHOro 06bekTa U3 CNMcka UCKIOYEHWN .
DTV feACTBMA AOCTYMHbI TakKKe B KOHTEKCTOM MEHHO MPU HaXkaTun NpaBOW KHOMKOMW MblLUIN
Ha OAWMH UM HECKOIbKO BblOpaHHbIX 06 BEKTOB.

e [pu HaXkaTUM KHOMKM @AOCTyI‘IHbI cneayrolme encTeums:

o JKCMOPT — 3Ta OMNLMSA NO3BONASET COXPaHUTb CO3A4aHHbIN CMUCOK UCKTHOYEHUIA, UTOOBI
MCMO/Ib30BaTh Er0 Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

o MMnopt — 3Ta onuus No3Bo/IfSET NCMOJb30BaTh CMMCOK MCKIHOUEHWUN, CO34aHHbIN Ha
APYroM KoMmbtoTepe.

o OuncTUTb BCe — 3Ta onuuda Nno3BOAAET yaaanTb BCE 06beKTbl U3 CNUCKA UCKIHOYUYEHU.

15.3. NMpunoxxenna

WckntouatoTcs M3 npoBepky 06beKTbl, U3MeHseMble B pe3ynbTaTte paboTbl JaHHbIX
NPWOXEHNN.B 3TOM OKHe 3asaeTcs CNMCOK NPOrpamMM M NPOLLECCOB, aKTMBHOCTb KOTOPbIX
NckNtoYaeTca 13 Nposepku darinosbiM MoHUTOpoMm SplDer Guard, MHTEPHET-MOHUTOPOM
SpIDer Gate 1 noutoBbIM aHTMBMpPYcoM SplDer Mail.

UT06bI HACTPOUTDL CMUCOK UCK/IFOUAEMbIX NMPU/IOXKEHWUIA:

1. OTkpouTe MeHIo NporpaMmsbl 1 BelbepuTe NyHKT LileHTp 6e3onacHocTw.
2. B oTkpbiBWEMCA OKHe BbibepuTe NyHKT UckatoueHus.

3. Haxmute nautky Mpunoxxenmns.

¥ Uentp Besonacroctn > Mcknrouenna > MpunoxeHus — O X

€ UcknroyeHna & & 4
I'Ipw.nox(EHMa

Bel MOXETE MCKAHIYNTE onpegeneHHsle NporpaMmMe! M NpoUeccsl M2 NPOEEPKK KOMNOHEHTAMK 2aLLLMTEIL. BozmoxHo, 310
YEENWYWT CKOPOCTE MPOBEPKK, HO He20nacHoCTL KOMNBHITERE MOXET BbITh noa }‘I’[CICIBCII:i.

® ©

OfwexT SplDer Guard SplDer Gate SplDer Mail

Cnucok nyct

PyKOBO,CLCTBO nosab3oBaTenda
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PucyHok 110. Cnucok nckitouaeMbiX NPUIOKEHNN
Mo yMOAnYaHUIO CNCOK NYCT.
Aob6aBneHne NpUNOXKEHUNA B UCKJTIOUYEHUA

1. YT06bI O6ABMTE NPOrPamMMy UM NPOLLECC K CMIUCKY NCKIHOUEHUI, HaXkMUTe @
BbInONHWTE O4HO U3 CheayroWwmx AeUCTBUN:

e B OTKPbIBLUEMCSA OKHE HaXXMuTe KHornKy O63op, UTobbl BbIOpaTh NpuaoxeHue. Bbl
MOXeTe BPYUHYO BBECTM MOJHbIA NYTb K MPUAOXEHMIO B No/ie BBOAA. Hanpumep:

C:\Program Files\folder\example.exe

e 4TO6bI NCKNHOUNTL MPUIOXKEHWE N3 NMPOBEPKW, BBEAWUTE €ro MA B NOJe BBOJA.
YKa3blBaTb NMOJIHbIA MYyTb K MPUNOXEHWUIO MPK 3TOM He TpebyeTcsa. Hanpumep:

example.exe
® UTOObI NCK/IOUUTL U3 MPOBEPKN NMPUNOXKEHNSA ONPEeLeNeHHOro BUAa, BBeAUTe
onpeaenaroLLyro X Macky B noJjie BBOAA.

Macka 3ajaet O6L1J,yl-0 4aCTb UMEHN O6'beKTa, npwn 3TOM:

® CMBOJ «*» 3aMeHseT J'II-O6yI-O, BO3MOXHO NYCTyHO, NOCAef0BaTe€NbHOCTb CMMBOOB;

e CMMBOJ «?» 3aMeHseT Nt060N, HO TONBKO OAUH CUMBOJT;
MpuMmepsbl 3ajaHnA NCKITOUYEHWNI:

e C:\Program Files\folder\*.exe — VUCK/IHOYAET U3 MPOBEPKN MPUNOXEHNA B
nanke C:\Program Files\folder. B nognankax npuaoxeHuns 6yayT npoBepaTbCA.

e C:\Program Files\*\*.exe — NUCKIOYAET U3 NPOBEPKN MPUIOXKEHNA TONLKO B
noAnankax nepBoro ypoBHs BaoxeHHocTn nanku C\Program Files.

e C:\Program Files\**\*.exe — WUCKNOYAET N3 NPOBEPKU NPUIOXEHNA B
noanankax sto6oro ypoBHa BaoxeHHocTtu nanku C:\Program Files. B camow nanke C:
\Program Files npunoxeHuns 6yayT npoBepATbCS.

e C:\Program Files\folder\exam*.exe — UCKIKOYAET N3 MPOBEPKM NtOObIE
npunoxerus, B nanke C:\Program Files\folder, Ha3BaH1A KOTOPbIX HaUNHaOTCA C
"exam". B nognankax 3tn npuaoxeHusa 6yayT npoBepATbCA.

e example.exe — UCKIHOYAET U3 NPOBEPKM BCE MPUIOXKEHNA C UMEHEM example 1
paclinMpeHnemM .exe BO BCeX Marnkax.

e example* — UCKIHOYAET U3 NPOBEPKN NPUIOXKEHUSA NHOOOro TUMa, UMEHa KOTOPbIX
HaumMHatoTCca ¢ example, BO Bcex mankax.

e example.* — UCKIHOYAET U3 MPOBEPKN BCE MPUIOXKEHNS C UMeHeM example 1
Ntob6bIM pacLUMpeHnemM BO BCEX NarkKax.

e Bbl MOXeTe UCKNOUYNTb U3 NPOBEPKN MPUNOXKEHWNE MO UMEHU NepeMeHHON, ecan B
HaCTPOMKax CUCTEMHbIX MepPeMeHHbIX 3aaHO UMA N 3HAYEHNE 3TON NepeMEHHOMN.
Hanpumep:

PyKOBO,ELCTBO nosab3oBaTenda
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e SEXAMPLE PATH%\example.exe — UCKIOYAET U3 MPOBEPKN NPUIOXEHNE NO UMEHNU
CUCTEMHOW NepeMeHHON. MIMA CMCTEMHOW NepeMeHHON N ee 3HaYeHNEe MOXHO 3ajaTb
B HaCTpOMKax onepaLMoHHON CUCTEMBI.

[ns onepaumoHHon cnuctembl Windows 7 1 Beiwe: MaHenb ynpaBnaeHusa — Cucrema —
[ ononHutrenbHble NapameTpbl cUcTeMbl — flononHuTenbHo — MNMepemeHHble cpeabl
— CuctemMHble nepemMeHHble.

ma nepemeHHOM B npumepe: EXAMPLE PATH.

3HayeHMe nepemeHHoON B NpuMepe: C: \Program Files\folder.

2. B OkHe HaCTpOWKM yKaxnTe, Kakne KOMMOHEHTbI He JOIKHbI MPOBOAUTL MPOBEPKY
BbIOPaHHOrO NPUIOXKEHNS.

& LlenTp Gesonachoctu > Mckniouenna > Mpunoxenns

€ VicknroveHn
Wcknrovaemble npunoxeHus

Mpund
|
| |
i [J WeknounTts uz nposepku komnoHerTom SplDer Guard
MeknoumTe M2 Npoeepkl KoMnoHeHTamu SplDer Gate u SplDer Mail
ObbekT Mail

OTMEHMTE @

PucyHok 111. o6aBneHve npunoXkeHN! B UCK/IFOUEHUA

3. [na o6BEKTOB, NCKIOYaeMbIX U3 NMpoBepkn komnoHeHTamu SplDer Gate n SplDer Mail,
yKaXkute JONOAHUTENbHbIE YCIOBUA.

Mapametp OnucaHue

HesaBucumo ot Boibepwte 3Ty HacTpOWiKy, eCam NPUIoXKeHWe AOMKHO ObiTb UCKIOYEHO U3

HaM4ms NPOBEPKN BHE 3aBUCKMOCTU OT HaIMUnA y Hero AenCTBUTeNIbHO LMGPOBOL

LMbpoBOM noAnmcu.

noanmcu

npUIoXeHNs

Mpwn Hannunm Boibepwte 3Ty HacTpOWiKy, eCam NPUIOXKeHNe AOMKHO ObiTb UCKIOUEHO U3

AeNCTBUTENbHON NPOBePKM TOJIbKO MPU HaVUUK AeACTBUTENbHOW LMPPOBOI NOAMUCK

umdpoBo NpuNoXeHWs. B NpoTYBHOM cayyae npunosxeHve 6yseT NpoBepeHo
KOMTMOHeHTaMMW.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp

noAnmcK
NPWAOXKEHWS

Noboin Tpaduk

3aWwndpoBaHHbIN
Tpaduk

[lo Bcem IP-
agpecam u
noptam

Mo ykazaHHbIM |P-

ajpecam u
nopTtam

3ajaHve agpecos

UcknroueHnsa

OnucaHue

Boibepwte 3Ty HacTpOWiKy, UTOObI UCKAFOUMTD M3 MPOBEPKMN U 3alLMPPOBAHHDBIN, U
He3alldpPOBaHHbIN TPadUK MPUNOKEHNS.

Bribepute 3Ty HaCTPOWiKY, UTOGbI UCKIHOUUTL U3 NMPOBEPKM TOIbKO
3almndpoBaHHbIN TPabUK NPUTOXKEHNS.

Boibepwte 3Ty HacTpOWiKy, UTOObI UCKNFOUNTL M3 MPOBEPKU TPaPUK,
nepesaBaembli Ha Ntobble IP-agpeca 1 NopTbl.

Boibepwte 3Ty HacTpowiky, UTobbl ykasaTb IP-agpeca nam nopTbl 418 UCKAFOUYEHMS
13 NPOBepKM NepesaHHOro ¢ HUX Tpaduka. Tpadwk, nepesaHHbili C OCTaabHbIX
IP-agpecoB nnv nopToB, HyaeT NPOBEPEH (eCAN He UCKIHOYEH APYrMUM
HaCTpoMKamm).

[N TOHKOWM HaCTPOWMKN UCKNFOYEHUI UCMONb3YITE CesytoLL e PEKOMEHAA LN

M NnopToB .
® YTOObI UCKIHOUYUTL N3 npoBepKuM onpegeneHHbln AJOMEH Mo onpeaeneHHoOMy

nopTy, ykaxkute, Hanpumep, site.com: 80;

® /15 UCK/IOUYEHUsA 13 NPOBepkM Tpadumka No HecTaHAZAPTHOMY NOPTY
(Hanpumep, 1111) Heobxoammo yka3aTb: *:1111;

® /1 UCKIHOYEeHUs V3 NpoBepky Tpaduka OT OMeHa Mo Atobomy nopty
ykaxwute: site:*

4. Haxmute kHonky OK. BbibpaHHOe npuaoxeHne NoABUTCA B CIUCKE.

5. Mpwn HeobxoaMMOCTN NOBTOPUTE AENCTBMA ANa AoBaBAEHMA APYTUX MPOrpamMM.

Pa6borta c o6bekTamMu B cnucke

Ana paboTbl c 06bekTamun B TabavLe AOCTYNHbI CAeAyolWwmMe 3NeMEHTbI yripaBaeHNs:

KHonka @ — fobaBnieHne ob6bekTa B CNMCOK UCKTHOUEHU.

KHonka @ — pedaktmpoBaHuMe Bbl6paHHOI'O obbekTa B CNUCKe NCKNHOUEHWN.

KHonka — yAaneHune BblbpaHHOro obbekTa U3 CNncka NCKIKOYEH NI,

21" ,D,EI\/’ICTBVIH AOCTYIMHbI TAaKXKe B KOHTEKCTOM MEHHIO MPU Ha>XaTnu npaBon KHOMKOW MbILLN
Ha OANH NN HECKOJIbKO Bbl6paHHbIX 06BEKTOB.

I'Ipm Ha>XaTn KHOMKU @ AOCTyMHbI Cieayrouimne AeIZCTBMHZ

o DKCMOPT — 3Ta OMNLUMsA NO3BOAAET COXPAHUTb CO3aHHbIN CMNCOK NCKIHOUEHWIA, YTOOBI
MCNO/Ib30BaTh €ro Ha APYroM KOMMbOTEPE, Ha KOTOPOM YycTaHoBaeH Dr.Web.

s UmnopTt — 3Ta onuma No3BOASET NCNO/Ib30BaTh CMNCOK UCKIHOUYEHWUIN, CO34aHHbIN Ha
APYrom KomMmbtoTepe.

PyKOBO,ELCTBO nosab3oBaTenda
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= OYnCTUTb BCEe — 3Ta onuua No3BoaAeT yaalnTb BCE 06beKTbl U3 CNUCKA UCKAHOYEHN .

15.4. AHTUCNnam

B 3TOM OkHe 3aatoTCs CNUCKM OTNpaBUTENEN, MMCbMa KOTOPbIX BYAyT NCKNHOUEHbI 13
NpPoBepKN Ha cnam. AHTUBMPYCHaA NPOBepKa Taknx MNMCeM CoXpaHAeTCs.

YT106bI HACTPOUTDL UEpHbIA 1 6e/bIV CNUCKK aApPecoB:

1. OTkpoWTe MeHto NnporpamMmmel U Beibepute NnyHKT LheHTp 6e3onacHocTM.
2. B oTkpbiBWEMCA OKHe BbibepuTe NyHKT UckatoueHus.

3. Haxmute nantky AHTUCNaM.
Peakumsa komnoHeHTa SplDer Mail Ha nnucbMa oTnpaBuTenel U3 YepHOro 1 6esoro CNUCKoB:

e Ecnn agpec otnpasutens fobassieH B 6enbii CMUCOK, TO MMCbMO cUnTaeTcs 6esonacHbIM 1
He NoABepraeTcs aHaiM3y Ha Coep KaHune cnama.

e Ecam ajpec otnpaBunTend AO6aBJ'IeH B l--IeprII‘/JI CMNCOK, TO NNCbMY 6e3 AOMNOJIHNTENBHOTO
aHann3sa npunceanBaeTCca CTaTyC CrnamMa.

3 Uentp GezonacHoctw > MoknroueHna > AHTcnam — O X
€ UckntoueHna & & 4
B AHtucnam

Bbi moxeTe gobaewTe agpec B Benslf cncok, W Bce cooBLLEHWA OT A3HHOTO OTNPABUTENRA ByayT cUMTaThCA Ge20NacHsIMM.
Ecnwn Ebl A06aEWTE aapec B YepHLIfA CNUCOK, Boe cooBuleHUA By ayT aBTOMATHUECKW OTMEUSHE! KK CMam.

Benbili cnucok YepHbIli cnyncok

© ©

Crwmcok nycr

Cnuncok nyct

=
(=)
et

PucyHok 112. YepHbiii 1 6enbiii CNUCOK aapecoB

Mo ymonuaHuto oba cnucka nycrbl.

PyKOBO,CLCTBO nosab3oBaTenda
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AOGaBIIeHVIe NMOYUTOBbLIX aApecoB B UCK/THOUEHUA

1. BBeguTe B nosie BBOZA NOYTOBbLIV aApec OTNpaBUTeNs UAN MacKy, 3aJatoLLyto NOYTOBbIE
ajpeca oTnpaBuTenen, YoM NMCbMa Bbl XOTUTE 0bpabaTbiBaTb aBTOMaTUYeckun 6e3
npoBejeHns aHann3a. MeTozbl BBOAA:

e yTO6bI 106aBUTL B CMNCOK ONPEAENEHHOrO OTNPABUTENS, BBEANTE €r0 MOJIHbIN
NMoYTOBbIV aZpec (Hanpumep, name@pochta. ru). Bce nMcbma, NosyyYeHHbIe € 3TOro
ajpeca, byayt obpabatbiBaThcA 6€3 aHann3a;

e yTO6bI 106aBUTL B CMUCOK OTNPABUTENEN, MCMOJb3YHOLLMX MOXOXME ajpeca
3N€KTPOHHOW MOYTbI, NCMOAb3YATE CUMBOJIbI «*» U «?2», UTOObI 3aMEHUTb
OT/INYAIOLLYHOCA YacTb agpeca. [pn 3TOM CUMBOA «*» 3amMellaeT tobyro
nocnesoBaTeNlbHOCTb CUMBOJIOB, @ CUMBOJI «?2» — OAMH (toboin) cumBon. Mpumep: ecan
Bbl BBeJeTe ajpec name*(@pochta.ru, TO NMCbMa OT OTNpaBUTeNeln ¢ agpecaMmn B1Aa
name@pochta.ru, name1@pochta.ru, name_moj@pochta.ru n 1. n. 6yayt obpabaTtbiBaTbCA
6e3 aHanu3a;

e yTObbI rapaHTMpPOBaHHO NOay4YaTb NN 6IIOKV|pOBaTb NMMCbMa C NOYTOBbLIX aApeCcoB B
KOHKPETHOM JJIOMEHE, MCMO/b3yNTe CUMBOA «*» BMECTO MMeHU nosb3osaTtens. MNpumep:
yTObbI 3a4aTb BCe MMCbMa OT OTﬂpaBVITeflel\/’l N3 AOMeEHa pochta.ru, BBeAnTE
*@pochta.ru.

2. Yto6bl f06aBNTb BBEAEHHbIN aapec B CMNCOK, HaXXMUTe KHOI'IKy® nnn kHonky ENTER Ha
Knasuatype.

3. Mpu HeobxoamMmocTn nosTopUTe Warn 11 2 ans gobaBneHns Apyrux ajpecos.

Pa6boTta c o6bekTamMu B cnucke

,ﬂflﬂ pa6OTbI c obbekTamu B Ta6n|/|u,e AOCTYMHbI Ciedyroumne sNeMeHTbl yrpaB/eHUA:

e KHonMka @ — pobaBieHne NOYTOBOTO ajpeca B cnmcok. CTaHOBUTCA AOCTYMNHa, eCan B
TEKCTOBOE MoJie BBEAEHO Kakoe-Mbo 3HaueHme.

e KHonka \Y/ — yaaneHve BbIGBpaHHOrO MOUTOBOrO ajpeca U3 Crmncka.

e [pn HaXkaTUM KHOMKM @AOCTyI‘IHbI cneayrolme fencTBmS:

o M3meHUTb — 3Ta Onuusa No3BosAEeT OTPeAakTMPOBaTb BblOpaHHbIN N3 CNUCKa MOYTOBBIN
agpec.

o DKCMOPT — 3Ta ONLUMSA NO3BONAET COXPAHUTb CO3aHHbIN CMNCOK NCKIHOUYEHWIA, YTOOBI
MCNO/Ib30BaTh €ro Ha APYroM KOMMbOTEPE, Ha KOTOPOM ycTaHoBaeH Dr.Web.

o UmnopTt — 3Ta Onuma No3BOASET NCMO/b30BaTh CMNCOK MCKIKOUYEHWUIN, CO34aHHbIN Ha
APYrom KommbtoTepe.

= OUUCTUTL BCEe — 3Ta onuua No3BoaAeT yaaanTb BCE 06beKTbl N3 CNMUCKA NCKAHOYEHN .

[eicTBNA yaaneHns nan pesaktupoBaHns obbekTa AOCTYMHbI TakKe B KOHTEKCTOM MEHHO Mpu
HaXkaTuW MPaBOW KHOMKOW MbILWN Ha OAMH UAN HECKOJIbKO BblIBpaHHbIX O6BEKTOB.

PyKOBO,ELCTBO nosab3oBaTenda
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16. Cratuctnka paboTbl KOMNOHEHTOB
B AAHHOM OKHE npeaoctaBndeTca 40CTyn K CTaTUCTukKe pa6OTbI OCHOBHbIX KOMMOHEHTOB.

Ytobbl NEeperiTn K NPOCMOTPY CTAaTUCTUKM MO BaXKHbIM COBbITUAM B paboTe KOMMOHEHTOB
3aWnTbl, caenanTe cnegyrollee:

1. OTKpoWMTe MeHto NporpamMmebl U Beibepute nyHKT LheHTp 6e3onacHocTM.

2. B oTkpbiBWIEMCS OKHe BblbepuTe Bknagky CraTucTumka.

3. OTKpOoeTCs OKHO MPOCMOTPA CTaTUCTUKM, Ha KOTOPOW AOCTYMHbI OTYETbI ANS CNEAYHOLLINX
rpynn:
MoapobHbIN oTueT

PoANTENbCKNI KOHTPOb

e Yrpo3sbl
e bpaHamaysp
T Lewtp BezonacHocu - O X
LleHTp 6e3onacHoctu  Cratuctuka G L
. MoapobHbiii oTueT Poautenbcknii KoHTponab
OTueT o cobuITWAX B paboTe KOMNOHEHTOR 6\& Otuetsl 0 cobeiTuAx PoguTensckoro
KOHTROAA MO KaXA0MY MOMLI0EaTEND
¥rpozbl Bpanamaysp
%’ CeroaHna 30 gHen Bce epema ﬁ OTueT 06 aKTUBHLIX MPUACKEHWAX, XKYpHaN
0 7 7 NPUADKEHWIA, XyPHAN NakeTHoro dunsTpa
i
HE)KMHTE. yToBkEI BHECTH M3MEHEHHA @

PucyHok 113. Cratucrtmka paborbl KOMNOHEHTOB

4. BbibepuTe rpynny ansa npocMoTpa OTYETOB.

Moapo6HbIv oTuer

B 3TOoM OKkHe cobupaeTcs nogpobHas nHPopMaLmsa 060 Bcex COObITUAX 3a BCe BPeMS
paboTbl.

PyKOBO,CLCTBO nosb30BaTena
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€ CtatucTukKa

¥ Uentp GezonacHoctn > Cratuctuka > MNoapoBHeni oTuer

MNoapobHbIf oTueT

®

fara

KomnounenT

CobeiTne

05.09.2018 10:02

05.09.2018 9:32

05.09.2018 9:02

05.09.2018 &:32

05.09.2018 8:02

{0 OBHoeReHWE

{2 OBHoeARHKe

{0 OBHoeAEHWE

{2 OBHoeARHKe

{0 OBHoeAeHMe

OEHOBNEHKME Z3EEPLUEHO
OBHOBAEHME 23EEPLUEHD
OEHOBNEHKME Z3EEPLUEHO
OBHOBAEHME 23EEPLUEHD

OEHOBNEHKME Z3EEPLUEHO

05.09.2018 7:31 (2 OBHoBAeHWE OBHOBAEHME 23EEPLUEHD

05.09.2018 6:45 {3 OBHoEAEHKWE OEHOENEHWE Z3EEPLUEHO

A AR AR S A oo = -

~

—
[=a)

PucyHok 114. OkHo noapo6Horo otueTa

B oTueTe dpukcnpyroTca ciepyrolime cBeAeHunsa:

o Aa‘ra — AaTa 1 BpeMAa CO6bITVIF|;
o KOMMOHEHT — KOMMOHEHT UK MOAYy/b, K KOTOPOMY OTHOCUTCA cobbiTme.

e CobbITe — KpaTKoe onncaHmne cobbITUA.

Mo ymonuaHMio 0ToHpaxkatoTcs BCe COObITUS 3a BCe BpeMms.

[na paboTbl c 06bekTamu B TabanLie NCNONL3YHOTCA /1IeMeHTbl YNpaBaeH s ® @ @

,ﬂflﬂ 0T6opa CO6bITUI MOXHO BOCNO/Ib30BaThCA AO0NOJIHATENBbHbBIMW QDI/IJ'IpraMVI.

PoantenbCckuin KOHTPOJIb

B rpynne Poautenbckmnii KOHTPOJIb OTPaXKaeTca CcTaTucTnka 3abnoknpoBaHHbix URL ans
Ka>kKZLoW yYeTHOM 3anuncuy.

PyKOBO,CLCTBO nosab3oBaTenda
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€ CTaTucTuKa LE I

€Y user
® ©

farta 3abnokupoeanHeli pecypc  [prymMHa BNOKMPOEKK
24.08.2018 3142 wvk.com CaiTsl 40A B2pOCLIX
24,08.2018 3:42 vk.cocom CalTel 4nA B2pOCabIX
24.08.2018 3142 wvk.com CaiTsl 40A B2pOCLIX
24,08.2018 3:42 wvk.com CalTel 4R B2pOCabIX

~

—
[=a)

¥ Uentp Bezonacroctu > CTatncTika > PognTenscknii KoHTpONE — O X

PucyHok 115. OkHo ctaTucTukn PoauTenbckoro KOHTpos

B oTueTe dpukcnpyroTca ciepyrolime cBeAeHunsa:

e lata — faTa 1 BpemMs 610KMPOBKY;
¢ 3a6/10KMPOBaHHbIN pecypc — CCblka Ha 3abN0KMPOBaHHbIN pecypc;

¢ MpuunHa 610KMPOBKM — NPUUNHA 6IOKNPOBKU.

Mo ymonuaHMio 0ToHpaxkatoTcs BCe COObITUS 3a BCe BpeMms.

[na paboTbl c 06bekTamu B TabanLie NCNONL3YHOTCA /1IeMeHTbl YNpaBaeH s ® @ @
Ana otbopa cobbITUA MOXHO BOCNO/Ib30BaTbCA AOMNONHNTENbHBIMU QUALTRAMMU.

Yrpo3bl

Ha ocHOBHOM OKHe Ha niMTke Yrpo3bl cobpaHa MHPOpMaLMs O KOMYeCTBe yrpos 3a
onpeAeneHHbl MPOMEXYTOK BPEMEHN.

Mpw BbIGOpE 3TOM onuumn oTkpoeTcs okHO MoapPOo6HbIA oTueT C NpeayCcTaHOBAEHHbIMY
dunbTpaMmn No BCemM yrposam.

PyKOBO,CLCTBO nosab3oBaTenda
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€ CTaTucTuKa LE I

MNoapobHbIf oTueT

@ ¥rposa sabnokuposana, O6wekT 3abnokwposan, O6HapyeHa yrposa, 3abnokmpoBaHo WCNONHEHNE HEAETOPU30BA...

farta Komnonent CobbiTre

04.09.2018 4:26 Q Cranep OBHapyxeHa yrpoza
04,09.2018 4:26 Q Cranep OBHapyxeHa yrpoza
04.09.2018 2:58 Q Cranep OBHapyxeHa yrpoza
24.08.2018 &:50 Q Cranep OBHapyxeHa yrpoza
24.08.2018 6:50 Q Crarep OBHapyxeHa yrpoza
24,08.2018 6:49 Q Cranep OBHapyxeHa yrpoza
24.08.2018 6:49 Q Ckarep OEHapyxeHa yrpoza

¥ Uentp GezonacHoctn > Cratuctuka > MNoapoBHeni oTuer — O X

PucyHok 116. OKHO CTaTUCTUKU NO yrpo3am

B oTuete puKcnpyrotca cnegyrolime ceeeHuns:

e [lata — aaTa 1 BpeMs 0OHapy>KeHWUs yrpos3bl;
e KOMNOHEeHT — KOMMOHEHT, OBHaPY>XMBLUWIA Yrpo3y;

e CobbITe — KpaTKoe onncaHmne cobbITUA.

Mo ymonuaHMio 0ToHpaxkatoTcs BCe COObITUS 3a BCe BpeMms.

[na paboTbl c 06bekTamu B TabanLie NCNONL3YHOTCA /1IeMeHTbl YNpaBaeH s ® @ @

,ﬂflﬂ 0T6opa CO6bITUI MOXHO BOCNO/Ib30BaThCA AO0NOJIHATENBbHbBIMW QQI/IJ'IpraMVI.

CeTeBasa aKTUBHOCTb

Ecnn yctaHoBneH bpaHgmaysp Dr.\Web, Bam gocTyneH oT4yeT No ceTeBOM aKTUBHOCTU.

Bbl MOXeTe yBMAETb AaHHbIE€ MO aKTUBHbIM MPUAOXEHUAM, XXYPHaNy NPUAOXKEHWUR, XXypHany
nakeTHoOro epuabTpa. a1 3T0ro BolbepuTe HYXKHbIN 06BEKT B BbiMajatoLLEM CNMCKE.

PyKOBO,CLCTBO nosb30BaTena
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¥ Uentp Bezonacoctu > CTatnctika > Bpangmaysp » AKTHEHBIE NPUNOXKEHNA - O X
€ Cratuctvka & 0
T Bpanamaysp
AKTUEHEIE MPUNOKEHWA w
WMma Hanpag... [MpoToK... JokaneHeIA a4.. YaaneHHeIR agpec OTtnpage... Monyue.. -
+ [ wi.. 2 connections
OwnaaeT.. TCPvE wd9664 w0 0 BanT 0 Banr
OxMAEeT... TCPv4 0.0.0.0:49664 0.0.0.0:0 0 BaiAT 0 BaiT
~ ‘& SY.. 5 connections
Ownaaet.. UDPv4 10.0.2.15:138 0.0.0.0:0 ET 0 Banr
OXMAEeT... UDPv4 10.0.2.15:137  0.0.0.0:0 600 GaiiT 600 BaiT
Ownpaet.. TCPvE 445 0 0 BanT 0 Banr
< > )
@

PucyHok 117. OKHO CTaTUCTUKM CeTEBOW aKTUBHOCTHN

[ns Kaxkaoro akTMBHOIO MPUAOXEHMS OTOOPAXKArOTCA CesytoLLme JaHHbIE:

e HanpaeJeHne nepejaydn JaHHbIX;

npotokon paboThbl;

NOKaNbHbIA ajpec;

yAaNeHHbI agpec;

pa3Mep oTnpaBAEeHHOTO NMakeTa AaHHbIX;

e pa3Mep NOJYYEHHOTO NakeTa AaHHbIX.

Bbl MOXeTe 3a610KkMpoBaTh OAHO M3 TEKYLLUMX COEAMHEHUN NN Pa3peLlnTb paHee
3abnokmpoBaHHOe coeanHeHune. [lna 3Toro Belbepute HEO6XOAMMOE COeAMHEHNE N HAXMUTE
npaBoOW KHOMKOM MbiwK. JJOCTynHa TONbKO OZHa OMLUMA, 3aBMCALLAA OT CTaTyca COeAMHEHMS.

B >xypHane npuaoxeHnn otobpaxkatotca ciesyrowme jaHHble:

e BpeMs Hauana paboTbl NPUNOXKEHWS;

MMA NMPUNOXKEHWUA,;

MM NpaBuia 06paboTkm NPUNOXKEHMS;

® HanpaeJeHMe nepefaydn AaHHbIX;

e JlelicTBUE;

e LleNeBOW ajpec.

PyKOBO,CLCTBO nosab3oBaTenda
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BK/IOUMTb 3aMmnCb XypHana NPUAOKEHUA MOXHO B OKHe A06aBieHWs AW PeaaKTUPOBaHUS
npasuia Ans NpuaoxeHus B pasgene bpanamayasp. MNogpobHee cM. B pasgene Hactpolika

NnapaMeTpoB Npaswnjia 4na I'IpI/IJ'IO)KeHI/IIZ.

B >xypHane nakeTHoro ¢puibtpa otobpakatotca cneAyrolime AaHHble:

e BpeMs Hauana 06paboTkm nakeTa AaHHbIX;

HanpaBaeHUe nepegayn rnaketTa daHHbIX;

nMa npasuia o6paboTku;

nHTepdenc;

® COAEPXKMMOE NakeTa.

BkntoumTh 3anuch XypHana nakeTHoro GuabTpa MOXHO B OKHe Ao6aBAeHUs nan
pefakTMpOBaHMsA MNakeTHOro nNpaswaa B pasgene bpangmayasp. MogpobHee cMm. B pasgene

Ha6op npasua q;vmprauMM NakKeToB.

Mpwn kAnke Ha Kakor-1Mbo 13 cTonbuoB COOBITUA COPTUPYHOTCA B CTONOLIE NO YObIBAHUIO NN
BO3pacTaHuto.

PunbTpbl

Y1066l NOCMOTpPETbL B CNNCKE TONBKO Te COObITMA, KOTOPble COOTBETCTBYHOT ONpeAeNeHHbIM
napameTpam, BOCNob3ynTecb GuabTpamu. lns Bcex OTYETOB MMELOTCA NpesyCcTaHOB/IEHHbIe

dUNBTPbI, KOTOPbIE AOCTYMHbI MO HaXaTUHO ® Takoke Bbl MOXeTe CO3/aBaTb COHOCTBEHHbIE
dunbTpbl COBBITUN.

KHonku ynpaBneHuns anemeHTaMmu B Tabaunue:

e [Tpn HaxkaTUM KHOMKW ® AOCTYMHbI CesyroLime AeNCTBUSA:

o Beibop NpeaycTaHOBAEHHOTO GUAbTPaA 3@ YCTAHOBAEHHbIA MEPUOL BPEMEHU UM
dunnbTpa Nno cobbiTnio 06HOBAEHUS.

o CoXpaHeHMe TeKyLLEero Nosib30BaTeNbCckoro GuabTpa. Takke BO3MOXHO yAaneHune yxe
CO3J,aHHOTr0 NOJIb30BaTENbCKOrO GUIbTPA.

o YaaneHue BCeX YCTaHOB/IEHHbIX Ha JaHHbI MOMEHT GUALTPOB.

° I'IpM Ha>aTn KHOMKU @ AOCTyNHbI cegyroune Ael‘/’ICTBMﬂl

o KonupoBaTtb BbigeneHHoe — NM03BOSEeT CKOMMPOBaTb BblAENIEHHYH CTPOKY (CTPOKHM) B
6ydep obmeHa.

o DKCMOPTUPOBaTh BblAeNIeHHOe — MO3BOJIAET 3KCMOPTUPOBAaTb BblJe/IEHHYHO CTPOKY
(cTpoku) B 3agaHHYyt0 Nanky B dopmaTe .Csv.

o JKCNOPTUPOBAaTb BCE — MO3BOJIAET IKCMOPTUPOBATL BCE CTPOKM TabaunLbl B 3aJaHHYHO
nanky B ¢opmare .Csv.

PyKOBO,CLCTBO nosab3oBaTenda
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0 YAaIIVITb BblAesIeHHOe — MNO3BOJIAET Y4a/INTb BblAe/IEHHOE cobbiTne (CO6bITI/Iﬂ).

= YAaI'IVITb BCe — MNO3BONAET YAaNNTb BCE cobbITns 13 Ta6J'IMLI,bI CTaTUCTUKWN.

e [Mpun HaxaTUN KHOMKK @ oTobpaxkaeTtcs noapobHas nHdopmauma o cobbiTnn. JocTynHa
npu Bbibope kakon-1mbo cTpoku. [TOBTOpHOE HaXkaTne 3TON KHOMKWN CKpoeT NoApOobHbIe
AaHHble 0 CObbITUN.

UT06bI1 3agaTb NO/Ib30BaTENbCKNA GUALTP:

1. lns copTMPOBKM NO onpeaeneHHOMY NapaMeTpy HaXXKMUTe Ha 3aroloBOK HEOHX0ANUMOro
cTtonbua:

e CoptnpoBka no gate. Bbl MoxeTe BbibpaTh OAMH N3 NpesyCcTaHOBAEHHbIX MEPUOLAOB,
yKa3aHHbIX B IEBOM YaCTM OKHa, AW 3ajaTb CBOW. YTOObI 3a4aTb HEOHXOANMBIV MEepros,
BbibepuTe B KaneHJape JaTy Hayana v AaTy OKOHUYaHUA Nepunoja, iMbo ykaxkmte agaTbl B
ctpoke Mepunop,. Takke AOCTyNHa COPTUPOBKA MO AaTe NO BO3PaCTaHWUIO Uan yObiBaHMIO.

¥ Lewtp Bezonacroctu > Cratuctuka > MNoapoBHeii oTuer — O X

€ CTaTUCTUKa

MoapobHbIA oTueT

@ D

fAata KomnoweHt CobkiTHe
Coptuvpoeate:  [lo yBuieanuio Mo Bo3pacTaHuio
Nepuop; 15.08.2018 0:00 = 17.10.2018 0:00
CerogHa
Aeryer 2018 CeHTAGpL 2018 OkTabps 2018
7 Aneid TCpUYr MM C6Bc MuYr CpYUr M6 Bc  MMn Yt Cp Yr Mr
30 aHeil 12 3 45 1 2 12 3 45 6
. 2 9 10 11 12 3456 7 89 8 9 10 11 12 13
i 1415 16 17 1819 10 11 12 13 14 15 16 15 16 17 18 19 20 2
YkazaHHLIiA nepuoa 122 23242526 1718 19 20 21 22 23 22 23 24 25 26 27
'3 29 30 31 24 25 26 27 23 29 30 29 30 3

Bce Bpemsa
v

5

\.'JI

PucyHok 118. CopTtupoBka no aare

5
(=a)

e CopTnpoOBKa MO KOMMOHEHTY. Bbl MOXeTe OTMETUTb Te KOMMOHEHTbI, UHPOPMaLMs OT
KOTopbIX byseT oTobpaxatbcs B oTHeTe, MO0 OTCOPTUPOBATL 3aMNCKU MO BO3PaACTaHWUIO
nan ybbiBaHMIO.

e CopTnpoBka No cobbIT1to. Bbl MOXeTe OTMETUTb COBObITUA AN OTOBPaXKeHUs B oTyeTe
NMBO OTCOPTMPOBATH 3aMnCK NO BO3PaCTaHMIO AN yObIBaHMIO.

Ana ctatnctnkn PoanTenbCKOro KOHTPOASA KpOMe COPTUPOBKM MO AaTte AOCTYMHbI
cnepyrowme napameTpsi:

PyKOBO,CLCTBO nosab3oBaTenda
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Cratuctuka PaGOTbI KOMMOHEHTOB

e CoptnpoBka no 3aba10knMpoBaHHOMY pecypcy. Bbl MoxeTe oTcOpTMpPOBaTh 3aNnCU TONbKO
Nno BO3pacTaHWIO NN yObIBaHUIO.

e CopTnpoBka Mo npuymHe 610KMPOBKN. Bbl MOXeTe OTMETUTb NPUUMHbBI 6N1OKMPOBKU A4
oTobpaxkeHns B oTyeTe IMBO OTCOPTUPOBATL 3aNNCK MO BO3PaCTaHUIO NN YObIBaHUIO.

Mocne Bbibopa NnapamMeTpoB GpuabTpaLmm HaxmmTe MprUmeHUTb. BoibpaHHble 31eMeHTbI
6yayT oTobpaxkaTbca Haj Tabanuen.

UYTo6bI COXpaHnTb GUABLTP, HaXKMUTE @ n BoibepeTte CoxpaHUTb GUABTP.

B OTKpbIBLLEMCA OKHE YKa>XNT€ Ha3BaHWE HOBOIO (I)I/IIIpra. Haxxmute COXpaHMTb.

PyKOBO,ELCTBO nosab3oBaTenda
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17. TexHnueckasa noaaeprkka

Mpn BO3HWKHOBEHWUWN NPO6AEM C YCTaHOBKOW MAN paboTon NPOAYKTOB KOMMaHUK, Npexae
yem obpaLlaTbCs 3a MOMOLLBIO B CNY>KOY TEXHNUYECKOM MOAAEPXKKM, MONpobynte HanuTn
pelleHVe cneayrolmmm cnocobamm:

e 03HAKOMbTEChb C MOCAEAHNMUN BEPCUAMU ONMUCAHUI U PYKOBOACTB MO agpecy
https://download.drweb.com/doc/;

e NMpoumnTalite paszen yacto 3aZaBaeMbix BOMPOCOB MO aZpecy

https://support.drweb.com/show_faq/;
e nocetnte popyMbl kKoMnaHum «okrop Beb» no agpecy https://forum.drweb.com/.

Ecnv nocne 31oro He yaanoch pewnTb Npobiemy, Bbl MOXeTe BOCNO/1b30BaTbCA OAHUM U3
cnesyoLlmx cnocoboB, UTobbl CBA3ATHCSA CO CNYXKOOM TEXHUUECKON NOAAEPXKKN KOMMAaHUN
«[JokTop Beb»:

e 3anosHUTe Be6-dOpMy B COOTBETCTBYIOLLEN Cekumu pa3gena https://support.drweb.com/;

e No3BOHMUTe No TenedoHy B Mockae: +7 (495) 789-45-86 nan no becnnaTHOM TMHWM AN1A BCeN
Poccun: 8-800-333-7932.

NHbopMaLmio 0 permoHanbHbIX NpeacTaBuTenbCcTBax n odprcax komnanmm «loktop Beb» Bbl
MoOXeTe HaluTV Ha opuLManbLHOM canTe No agpecy

https://company.drweb.com/contacts/offices/.

17.1. Momowb B peweHnn npobaem

Mpwn obpalleHnn B CNy>Kby TEXHUYECKOW NOAAEPXKKN KOMMaHuK «[lokTtop Beb» Bam moxeT
noTpeboBaTbcAa cGopMmMpPOBaTL OTHET O Ballel onepaLnmoHHON cucteme n pabote Dr.Web.

Cos,anMe oT4yeTa npv noMmoLu MaC'repa oTyeToB

1. OTkpoWTe MeHIo Nporpammbl 1 BeibepuTe nyHKT Moaaepikka.

2. B oTKpbIBLUIEMCS OKHE HaXXMUTe KHOMKy OTUeT AN TEXHUUECKOW NOoAAEPIKKMU.

PyKOBO,CLCTBO nosab3oBaTenda
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¥ Uentp Gezonacroctn > MHcTpymenTel > Mogaepxka — O X

€ LlenTp 6ezonacHocTu & O 4

£ Nomouik B pelesun npobaem

Mpw BOZHWUKHOBEHWKM cnoxHocTeRd B paboTe ¢ npogykTami Dr.Web, obpatutecs B cayxBy TexHWJeckod nogaepxkn DriWeb.
Pekomenayem cozgaTte 0T4eT € MHGOPMaLMed o BalLeld oNepauMoHHOW cicTeme 1 NPMKPenKTe ero K 3anpocy.

‘ OTueT AnA TEXHUUECKOH NOALEPHKKMW

(D O nporpamme

MpoaykT: Dr.Web Security Space
Bepcua: 12.0

MocneaHee 28.08.2018 9:25 (-08:00)
oBHOBNEHKE!

~

—
[=a)

PucyHok 119. Noaaeprxka

3. B oTkpbiBLIEMCA OKHe HaXXMuTe KHonky Co3aaTb oTUeT.

¥ Uentp Gezonacroctn > Mogaepskka > OTuer - O X

€ Momouwb B pewerHun npobaem & O 4

OTueT ANA TEXHUUECKO NoAAEePIKKU

MacTep oTueToE NoMoxeT BaMm cobpaTs AaHHbIE ANA clyxBbl TEXHWYeCKol NogaepxKky komnanne «flokTop Bebs. Otuer
ByAeT cofepxaTe MHGOPMaELWMKD 06 0B0PYAOBAHNK, KOHBUIYPALMK CUCTEME! M YCTAHOENEHHBIX MPOrPaMMaX Ha 3TOM
KOMMBHTEPE.

Cozpate oT4eT

MNoanTuka kKoHduaeHUMaNEHOCTH «/lokTop Be6» CF

=
[=a)
e

PucyHok 120. Co3pgaHue oTueTa A1 TEXHUUECKON NOoAAEPIKKU

4. HauHeTcAa co3aHue oTyeTa.

PyKOBO,CLCTBO nosab3oBaTenda
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OkHo Momouwb B pewueHnn npobaem Takke OTKPbIBAETCA NMPU HaXXaTUN Ha KHOMKY e
npaBoOW BepxHeW yYacTn okHa LieHTp 6e3onacHocTw.

Co3paHue oTyeTa Npu NOMOLLYU KOMaHAHOW CTPOKMU

YTo6bI CPOpMMPOBATL OTHET, BOCMOb3YUTECH CEAYHOLEN KOMaHAOMN:
/auto, Hanpumep: dwsysinfo.exe /auto
Taioke Bbl MOXETe UCMO/b30BaTh KOMaHAY:

/auto/report: [<nosHeIl_nyme_k aliny_ omyema>], Hanpumep:
dwsysinfo.exe /auto /report:C\report.zip

Ortuet b6yaeT coxpaHeH B BUAe apxvBa B nanke Doctor Web, pacnonoxeHHoM B nanke
npooduna nonb3osatens %USERPROFILE%.

Mudpopmaumnsna, kotopasa BK/IOHaeTCcA B OTUeT

B oTuet BAtOUaeTca cnegyrowan MHGopmauma:

1. TexHunuyeckas nHdopmauma o6 onepaLMoOHHON CUCTEME:
e 0bLWMe cBeAeHNS O KOMMNbIOTEPE;
e 3anyLeHHbIX Npoueccax;
® 3an1aHNpPOBaHHbIX 3aJaHNAX;
e cnyxbax, gpariBepax;
e Opay3zepe NO YMONYaHWUIO;
® YCTaHOBNEHHbIX MPUIOXKEHUNAX;
® MOANTMKAX OTPaHUYEHN;
e pavine HOSTS;
e 0 cepsepax DNS;
® 3aMnCN CUCTEMHOTO XYypHana cobbITniA;
e repeyeHb CUCTEMHbIX KaTa/oOros.;
® BETBU peecTpa;
e nposangepbl Winsock;
e ceTeBble COeMHEHUS;
e OTYeThbl oTnaaumka DrWatson;
® NHAEKC NPON3BOANTENBHOCT.
2. VIHdopmauma 06 AHTUBMPYCHbIX pelueHuax Dr.Web.
3. ViHdopmaumsa o nogknroyaembix mogynax Dr.Web:

e DrWeb gna IBM Lotus Domino;

PyKOBO,ELCTBO nosab3oBaTenda
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e DrWeb gna Kerio MailServer;
e DrWeb agna Kerio WinRoute.

NHdopmauma o pabote Dr.Web HaxoanTtcs B XXypHane cobbiTvin onepaunmoHHON CUCTEMBI
Windows, B pa3gene XXypHanbl npunoxxeHni n cny>6 — Doctor Web.

17.2. O nporpamme

BEnok O nporpamme cofep>XnT MHGOPMaLMIO O:

e BEPCUN NPOAYKTa;

® faTe M BpeEMEHU nNociegHero obHOBNEHUA.

NHdopMmaLmio 0 BepCcumn yCTaHOBAEHHbIX KOMMOHEHTOB U JaTe O6HOBNEHNA BUPYCHbIX 6a3 Bbl
MoXeTe HanTu B okHe MporpammHble MOAyAM U BUPYCHbIe 6a3bl.

Ana nepexopa K 3TOMY OKHY:

1. OTKpoWTe MeHto nporpamMmmebl U Beibepute NnyHKT Moaaepikka.

2. B oTkpbIBWEMCA OKHe HaxxmuTe kHornky Moapo6Hee.

Takke Bbl MOXeTe OTKPbITb 3TO OKHO, HaXaB Ha KHonKyG(:} B NpaBOl BEPXHEW YaCTU OKHa
LleHTp 6e3onacHocTw.

3 Uentp GezonacHocty > MHcTpymenTer > MNogaepska — O X

€ LlenTp 6ezonacHocTu & O 4

£3 Nomouwp B pelwennn npobaem

MpW EOZHWUKHOBEHWKM cnoxHocTelR B paboTe ¢ npoaykTamin DriWeb, obpatutecs B cayxBy TexHWueckod nogaepxkn DriWeb.
Pekomenayem cozgate oT4eT € MHGOPMaLMed o Balleld onepaunoHHOW cicTeme 1 NpMKPeniTe ero K 2anpocy.

‘ OTueT ANA TEXHUUECKOH NOALEPIKKM

(D O nporpamme

MpoaykT: Dr.Web Security Space
Bepcwma: 12.0

MocneaHee 28.08.2018 9:25 (-08:00)
oBHOBNEHKE!

~

-
(=)

PucyHok 121. loctyn K okHy MporpammHbie Moy n BUpycHbie 6a3bl

PyKOBO,CLCTBO nosab3oBaTenda

213



14
X
I\

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

A
g

18. Mpuno>keHne A. lononHnTe/IbHbIe NapaMeTpPbl KOMaHA4HOW
CTPOKM

MNapameTpbl KOMaHAHOW CTPOKN UCMOb3YIOTCA ANA 3aZaHNA MapamMeTpoB NporpaMmam,
KOTOpble MOTyT 6bITb 3anyLLUeHbl MyTEM OTKPbITUA Ha BbINOJHEHWE ncnoaHaemoro darna. 31o
oTHOocnTCA K CkaHepy Dr.Web, KoHconbHOMy ckaHepy 1 kK Moaynto aBToMaTnyeckoro
o6HoBeHNA. [1pKn 3TOM K/IOUM MOTYT 3ajaBaTb MapameTpbl, OTCYTCTBYHOLLME B
KOHPUrypaLumMoHHOM Galine, a A1a Tex NapameTpoB, KOTOpble B HEM 3ajaHbl, MetoT 6onee
BbICOKMI MpUoOpUTET.

Kntoum HauMHaroTCs € CUMBOAA «/» U, KakK XU OCTafibHble NapaMeTpbl KOMaHAHOW CTPOKM,
pa3gensarorcs npobenamu.

18.1. Mapametpbl aona CkaHepa n KoHconbHoro CkaHepa

Kntou OnucaHue

/AR ABTOMaTUYECKN MPUMEHSATb AeMCTBUA K O6HapyXKeHHbIM yrpo3am. (Tobko ans
CkaHepa).

/AC MNpoBepATb MHCTANIAUMOHHbIE MakeTbl. [1o yMONYaHWIO ONumsa BKIOUEHa.

/AFS Ncnonb3oBaTh NpAMOW ciell Npu yKasaHUM BAOXEHHOCTU BHYTPK apxuea. o

YMOJHaHMIO OMUMA OTKItOYeHa.

/AR MNpoBepATb apxmBbl. [10 yMONUYaHUIO OMNUMA BKAKOYEHA.

/BRC: <k03ppuyu MakcumanbHbIli ypoBeHb Ckatus. Ecim ckaHep onpesenset, uto K03d ULMEHT
eHm_cxamus> ©KaTVA apxvBa MpeBbIllaeT yka3aHHbIV, pacnakoBka 1 NpoBepka He NMPOW3BOAWTCS.

Mo ymonuaHuo — 6e3 orpaHuyeHui.

/ARL: <yposeHb_8 MaKcMMabHbI YpOBEHb BIIOXEHHOCTU NPOBEPAEMOTro apxuea. o ymonvaHuo —
JI0XKeHHocmu > 6e3 orpaHuUYeHun.

/BRS:<pasmep>  MaKCVMMaJsbHbIN pa3Mep NPoOBePAEMOro apxmea, B kuiobanrax. Mo ymonyaHmo —
6e3 orpaHnYeHNn.

/ART : <pasmep>  [lopor NpoBepKku ypoBHS CKaTvs (MUHUMabHBIN pa3mep daiina BHYTpY apxvBa,
HauvHas C KOTOporo HyaeT NPOU3BOAUTLCS NPOBepkKa ko3dduLmeHTa cxatvs), B

kunobawTtax. Mo ymonyaHuo — 6e3 orpaHnyeHuil.

/ARX:<pasmep>  MakcumanbHbIli pa3mep nposepsaeMbix 06beKTOB B apxuBax, B kunobarrax. o
YMONYaHWO — 6€e3 orpaHnyeHni.

/BI BbiBecTv MHbDOpPMaLmMo 0 BUPYCHbIX Ha3ax. Mo yMoAYaHWIo onuys BKAKOUEHa.

PyKOBO,CLCTBO nosab3oBaTenda
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/CUSTOM

/CL

/DCT

/DR

/E : <KO/U4ecmeo_
nomokoe >

/EFAST

/FL:<ums_gpalna
>

/FM: <macka>

/FR: <peay/igpHoe_
8bipaxkeHue >

/FULL

/FX : <mMacka>

/GO

/H mmu /2

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

3anyctutb CkaHep Ha CTpaHuLe BbIGOpOYHOW nposepku. Ecam npu sTom 3agaHbl
[AOMOJTHUTENbHBIE NapaMeTpbl (Hanpumep, 06beKTbl 414 NPOBEPKN UK
napametpbl /TM, /TB), To 6yzeT 3anyLieHa BbIOOpOUHas NPoOBepKa yKa3aHHbIX
o6bekToB. (Tonbko ans CkaHepa).

Wcnonb3oBate 06n1auHbIli cepsurc Dr.Web. Mo ymonuaHuio onuus BrItOYeHa.
(Tonbko ans KoHconbHoro CkaHepa).

He oTobpaxatb pacuyeTHoe Bpems nposepku. (Tonbko ana KoHconbHoro CkaHepa).

PekypcvBHO npoBepsATb Nanku (NpoBepaTs nognanky). Mo ymonyaHuo onuus
BK/IFOYEHa.

MpoBecTn NPOBepPKy B yKa3zaHHOE KOJIMYECTBO MOTOKOB.

Mpow3BecT BbICTPYO NPOBepKy cucTeMbl. ECn npu 3TOM 3aAaHbl JOMOAHUTEIbHbIE
napameTpbl (HanpuMep, 06bekTbl ANs NPOBEPKN UK napameTpsl /TM, /TB), To
yKa3zaHHble 06beKTbl Takke H6yayT nposepeHbl. (Toabko ana CkaHepa).

MpoBepAaTb NyTW, ykasaHHble B Gaine.

MpoBepsTb dalinbl No mMacke. Mo ymMonyaHWo NpoBepke NnojsepratoTcs Bce Gpainbl.

MpoBepAaTb $painbl NO perynspHoOMy BblpaxeHuto. 1o ymonuaHuo npoeepke
noAsepratoTcsa Bce daiinbl.

Mpou3BECTN MNONHYIO NPOBEPKY BCEX XKECTKMX AUCKOB U CbEMHbIX HOCUTENEN
(BkNtOYasA 3arpy3ouHble cekTopsbl). ECn npu 3TOM 3aAaHbl 4OMOHUTE/IbHbIE
napameTpbl (HanpumMep, 06bekTbl Ans NPOBepPKK Uan napameTpsl /TM, /TB), To byaet
npowusBeseHa HbicTpas NpoBepka v NpoBepka ykasaHHbIX 06bekToB. (ToNbKO Ans
CkaHepa).

He npoBepaTtb dannbl, cootBeTcTBYOWME Macke. (Tosbko ans KoHconbHOro
CkaHepa).

Pexxum paboTbl CkaHepa, Npu KOTOPOM BOMPOCHI, NOApasymMeBatoLL e oXxuaaHue
OTBeTa OT NoJib30BaTesd, MPOMyCcKatoTCa; peLleHus, TpebytoLe BbiIGopa,
MPUHUMAOTCA aBTOMATUYECKU. DTOT PEXUM MONE3HO MCMOob30BaTh ANS
aBTOMaTUYecKol NpoBepkun Garno., HaNpUMep, NPu exXesHeBHOWN Uan
eXeHe/le/IbHOM MPOBEpPKE XeCTKOro Ancka. B komaHZHOM cTpoke Heob6xoaUMO
ykasaTb 06bekT ans npoBepku. Bmecte ¢ napametpom /GO Takxke MOXHO
ncnonb3oBaTtb napametpsbl /LITE, /FAST, /FULL. B atom pexxume npu nepexose Ha
paboTy oT 6baTapen npoBepka NpekpaLlaerca.

BbiBECTU Ha 3KpaH KpaTKyto crnpaBky o paboTe ¢ nporpammoli. (Toabko Ans
KoHconbHoro CkaHepa).

PyKOBO,CLCTBO nosab3oBaTenda
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/HA

/KEY : <ksroyesol
_¢alin>

/LITE

/LN

/LS
/MA

/MC : <4uC/i10_nonel
mok >

/NB
/NI[:X]
/NOREBOOT
/NT

/OK

/P : <npuopumem
>

/PAL: <yposeHb_8
J10KeHHocmu >

/QL

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

Mpov3BOANTb 3BPUCTUHECKUI aHaIM3 $aoOB U MOMCK B HUX HEM3BECTHBIX Yrpo3. Mo
YMOIUaHWIO ONLYA BKIHOUEHa.

Yka3aTtb nyTb K kntoueBoMy dainny. MNapameTp Heob6xoAMM B TOM Ciyyae, eciu
KNtOUEBOW Galin HaXOAWUTCA He B TOM >Ke narke, 4to 1 ckaHep. o ymonyaHuo
ncnonb3yetcs drweb32.key nam gpyron noaxoasawmia u3 nanku C:\Program
Files\DrWeb\.

Mpowu3BecTn CTapTOBYO MPOBEPKY CUCTEMbI, NMPY KOTOPOI NPOBEPAOTCS
onepaTMBHas MaMATb W 3arpy304Hble CEKTOPbl BCEX AUCKOB, a Takoke MPOBeCTH
npoBepKy Ha Haanune pyTkutoB. (Toabko ana CkaHepa).

MpoBepAaTb ¢painibl, Ha KOTOPbIe YKa3bIBatOT APJbIKK. [10 yMOAUaHWUIO onums
OTKNIFOYEHa.

MpoBepsaTb Noj yyeTHOW 3anucbto LocalSystem. Mo ymonuaHnio onums oTKIrYeHa.
MpoBepsTb NoutoBble Gaiibl. [0 yMOYaHUIO ONUMS BKIKOUEHA.

YcTaHOBUTb MakKCMMaibHOE UMCNO MOMLITOK Bblieuntb daii. Mo ymonuaHnto — 6es
OrpaHUYeHun.

He co3gaBaTth pesepBHble KOMUM BblEUEHHbIX/yaaneHHbIX balinoB. Mo ymMoavaHuo
onuus OTKIFOYEHa.

YpPOBeHb UCMOJIb30BaHNs PecypCcoB CUCTEMbI, B MpoLeHTax. OnpesenseTt KOANYECTBO
NamATL UCMONb3YeMOW ANA NMPOBEPKU U CUCTEMHBIV NPpUopUTET Nposepkw. Mo
YMONYaHWo — 6€e3 orpaHnyeHni.

OTMeHseT nepesarpysKy 1 BblkitoueHne nocsie nposepku. (Tonbko ans CkaHepa).
Mpoepats NTFS-notoku. o ymonyaHWo onuus BKAKOYEHa.

BbIBOAWTL MONHBIN CMMCOK NMPOBEPAEMbIX 06BEKTOB, CONPOBOXAAA He3apakeHHble
nomeTkon Ok. Mo ymonuaHuo onums OTKIOYeHa.

MpviopwuTeT 3anyLLeHHONM 3aAaun NPoBepkM B 06LLEN ouepean 3asay Ha NPOBEPKY:

0 — HUBLWWIA.

L — HuzKkuMA.

N — 06blUHbIV. [PUOPUTET MO YMONUAHMIO.

H — Bbicokui.

M — MaKcUManbHbIW.

Makc1MabHbIV YpOBEHb BAOXKEHHOCTU YNMakKoBLLWKOB UCMoHAeMoro dainna. Ecim

YPOBEHb BJIOXEHHOCTW MpeBbILLaeT yKa3aHHbIN, NnpoBepka byaeT NPOV3BOANTLCS
TO/IbKO [0 YKa3aHHOTO YPOBHS BAOXeHHOCTW. o ymonuaHuo — 1000.

BbiBecTn cnncok Bcex ¢hainoBs, MOMELLLEHHbIX B KapaHTUH Ha Bcex auckax. (Toabko
ansa KoHconbHoro CkaHepa).

PyKOBO,ELCTBO nosab3oBaTenda
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Knrou

/QL: <UMS_soau4ye
Ccko2o_oucka>

/ONA

/OR[:[d][:p]]

/QUIT

/RA: <UMS
¢atina>

/REP

/RK

/RP:<umsg
¢atina>

/RPC: <cek>

/RPCD

/RPCE

/RPCE : <yesesoll_
adpec>

/RPCH : <UMS_XOC
ma>

/RPCP : <npomoko
J1>

/sCC
/SCN

/SLS

/SPN

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

BbiBeCTU cnncok Bcex ¢ainoBs, MOMELLEHHbIX B KAPaHTUH Ha YKa3aHHOM JI0TMYECKOM
avcke. (Tonbko ana KoHconbHoro CkaHepa).

BbIBOAUTb MyTW B ABOWMHbIX KaBbIUKaXx.

Ypanutbe dainbl € ykaszaHHOTroO ancka <d> (MMSi_nornyeckoro_amcka), Haxoasline B
KapaHTWHe Josiblue <p> (KOAMYecTBO) AHeW. Ecam <d> n <p> He ykasaHbl, TO 6yayT
yAasneHbl Bce daibl, HAXOAALLMECS B KapaHTUHE, CO BCEX JIOTUYECKUX AWCKOB.

(Tonbko ana KoHconbHoro CkaHepa).

3akpbiTb CkaHep nocie NPoBepKy (BHE 3aBUCMMOCTM OT TOTO, HbIIM 1N MPUMEHEHbI
AencTBma K obHapykeHHbIM yrpo3am). (Tonbko ans CkaHepa).

[Jonvcate oTueT 0 paboTe NporpaMMbl B ykaszaHHbIN Gaiin. Mo ymoaYaHuo 3anncs B
balin xypHana He NPOU3BOANTCA.

MpoBepATb MO CMMBOJIbHBLIM CCblKaM. 10 yMOAYaHUIO onNuWaA OTKIOYeHa.
MpoBepka Ha Hanvune pyTKMTOB. [0 yMONUYaHMIO ONUMA OTKIHOYEHa.

3anucaTb 0TYeT O paboTe Nporpammsbl B yKasaHHbI daiii. Mo yMoauaHWio 3anuck B
balin xypHana He NPOU3BOANTCA.

Tanm-ayT coeamHeHns ¢ Scanning Engine, B cekyHzax. Mo ymonuaHuo — 30 cekyHa.
(Tonbko ana KoHconbHoro CkaHepa).

Vcnosnb3oBaTtb gnHamudecknii naeHtnemkatop RPC. (Tosbko ans KoHconbHOTo
CkaHepa).

Vcnosb3oBaTth anHamuueckuii Lenesoi agpec RPC. (Tosbko ans KoHconbHOro
CkaHepa).

Vcnonb3oBatb yka3zaHHbIV LeneBoi agpec RPC. (Tonbko ans KoHconbHoro CkaHepa).
Vicnonb3oBaTb ykazaHHoe nMa xocTta and Bbi3oBoB RPC. (Tosbko ana KoHconbHOro
CkaHepa).

Vcnonb3oBaTh ykazaHHbI npoTokos RPC. BO3MOXHO MCNoab30BaHWe NPpOTOKO/IOB:
Ipc, np, tcp. (Tonbko ana KoHconbHoro CkaHepa).

BbIBO,CI,VITb coAepP>XXMMoe COCTaBHbIX ob6bekToB. o YMOYaHMKO ONunA OTKAIKOYEHa.
BbIBO,CI,VITb Ha3BaHWe MHCTaNNAUMOHHOIO NakeTa. Mo YMONYaHNIO Oonuua OTKIKOYEHa.

BbiBOAWTL NOTW Ha aKpaH. [1o ymonyaHuo onuusa BkatoyeHa. (Toabko Ans
KoHconbHoro CkaHepa).

BbIBOAl/ITb Ha3BaHWME yrnakKoBLUMKa. Mo YMOJYaHMKO ONnuuAa OTKAKOYEeHa.

PyKOBO,ELCTBO nosab3oBaTenda
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Knrou

/SPS

/SST

/ST

/TB

/TM

/TR

/W:<cek>

/WCL

/X:S[:R]

3asaHue AenNCTBUIA C pa3nnyHbiMu obbekTamm (C — BblaeunTtb, Q — nepemecTuTb B KapaHTUH,

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

OTo6paxaTth Npouecc NpoBeaeHWs NpoBepku. 1o yMonyaHUo onumua BKItOYeHa.
(Tonbko ana KoHconbHoro CkaHepa).

BbiBOAWTb Bpemsa npoBepkn ob6bekTa. [10 yMONUYaHWUIO ONuUMA OTKIOYeHa.
3anyck CkaHepa B doHoBOM pexume. Ecim He 3agaH napametp /GO, 1o
rpaduryeckmii pexxmM oTobpaxkaeTcs TOoNbKO MpK 06HapyeHWUn yrpo3. B 3Tom

pexvMe Mpu nepexoge Ha paboTy oT HaTapen NpoBepKa NpekpaLlaeTcs.

BbINONHATL NPOBEPKY 3arpy30U4HbIX CEKTOPOB W FNaBHbIX 3arpy304UHbIX CEKTOPOB
(MBR) >ecTkoro aucka.

BbINOAHATL MOWCK yrpo3 B OnepaT1BHON NamMATY (BKAtOYas CUCTEMHYHO o6aacTb
Windows).

MpoBepsATb CUCTEMHbIE TOUKN BOCCTAHOBIEHNS.
MakcumanbHOe BpeMsi MpoBepky, B cekyHaax. Mo ymonyaHnto — 6e3 orpaHnyeHui.
BbiBog, coBMecTmbIn ¢ drwebwcl. (Tonbko ansa KonconbHoro CkaHepa).

Mo OKOHYaHUM MPOBEPKU NMEPEBECTV MaLLUHY B YKa3aHHbIV PEXUM:
BblIK/IOYeHVe/Nepe3arpyska/>KayLnii PeXXnm/CrsaLLmnin pexxum.

D — yaanntb, | — urHopupoBsaTb, R — nHdopmupoBarts. lectBre R BOSMOXHO TO/bKO ANS
KoHconbHoro CkaHepa. 1o ymonyaHuio ana Bcex — MHPOPMMpPoBaTh (Takke TObKO ANA
KoHconbHoro CkaHepa)):

AeiicTBue
/AAD: < aencTBme >
/AAR:<nenctemne>

/ACN:<aelictBrne>

/ADL: < peincteume >
/AHT: < aencTere >
/AIC: < penctBme >
/AIN: < aevictBne >
/AJK: < pelictBne>

/AML: < aelictBrne >

OnucaHue
LeVCTBUSA ANS pekiaMHbIX Nporpamm (Bo3moxkHble gencteums: DQIR)
LEencTBUsA C MHOMUMPOBaHHBIMK apXx1MBammn (BO3MOXHble gercteus: DQIR)

Ael7|CTBVIFI C I/IHCI)I/ILI.I/IpOBaHHbIMI/I MHCTaNNAUNOHHbIMWU NMaKeTaMun (BO3MO)KHbIe rCl,el\/’ICTBI/IHZ
DQIR)

AeNcTBMA ¢ NporpaMmamu fo3BoHa (Bo3MoXHble geicteus: DQIR)
LeVcTBUS C MporpaMMamm B3fioMa (Bo3MoxkHble geincteums: DQIR)
[eVcTBUA C HemneummbiMK dainamm (Bo3ModkHble gencteuma: DQR)
AeNcTBMA € MHGMLMPOBaHHbIMK daiinamm (BO3MoXkHble aerictema: CDQR)
AeNCTBMA C NporpaMMamu-LyTkamum (Bo3mMoxkHble aericteums: DQIR)

LEeVCTBUS C MHOULMPOBAHHLIMW MOYTOBLIMU dalinamu (BoO3MoxHble aercteus: QIR)

PyKOBO,ELCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

AeiicTBMe OnucaHue
/ARW: < seictBre>  AelCTBUS C MOTEHUMANbHO OMnacHbIMK dainamu (Bo3moxkHble gencteus: DQIR)
/ASU:<peictBre>  feilcTBUs C NoZo3putenbHbiMU dainamm (Bo3amoxkHble gercteus: DQIR)

HekoTopble K1rouM MOryT UMeTb MOANDUKATOPBI, C MOMOLLbHO KOTOPbIX PEXUM ABHO
BKJ/ItOUaeTcs Mbo oTkatovaeTca. Hanpumep:

/AC- pexvm ABHO OTK/IOYaeTcA

/AC, /AC+ pexvM SBHO BKIHOUAeTCs

Takas BO3MOXHOCTb MOXeT HbiTb MONE3Ha B C/1yYae, eCNn PexKuM BKIKOUYEH/OTKIOUEH Mo
YMOJIYaHUIO MW MO BbIMOJIHEHHbBIM paHee yCTaHOBKaM B KOHGUrypaumoHHoMm danne. Cnncok
KNtOYen, JonycKaowmx NpuMeHeHe MoandunKaTopoB:

/AC, /AFS, /AR, /BI, /DR, /HA, /LN, /LS, /MA, /NB, /NT, /OK, /QNA,
/REP, /ScCc, /scnN, /sLs, /SPN, /SPS, /ssT, /TB, /TM, /TR, /WCL.

Ana kntova /FL MOAMPMKATOP «—» O3HAYaEeT: MPOBEPUTb NMYTU, NePEUYNCNEHHbIE B yKa3aHHOM
davine, n ysanutb 3T0T dan.

[na xntouenr /ARC, /ARL, /ARS, /ART, /ARX, /NI[:X], /PAL, /RPC, /W
3Ha4yeHune napamMeTpa «0» O3Ha4aeT, YToO NapamMeTp UCNonb3yeTca 6e3 OrpaHquHMVI.

Mpumep ncnonb3oBaHua Kitouen Npu 3anycke KoHConbHOro ckaHepa:
[<nyme_k_npoepamme>]dwscancl /AR- /AIN:C /AIC:Q C:\

npoBepuTb Bce dainbl, 38 UCKIOYEHMEM apxMBOB, Ha ancke C, MHPMUMpPOBaHHbIe dalibl
NeyYnTb, Hemsneunmble NMOMeCTUTb B KapaHTUH. [na aHanormyHoro 3anycka CkaHepa Ans
Windows Heobxoanmo BmecTo dwscancl HabpaTb UMA KOMaHAbl dwscanner.

18.2. NMapametpbl gna Moayna o6HoBAeHNA

06 e napameTpbi:

Mapametp OnucaHue
-h [ --help ] BbiBecTv Ha 3kpaH KpaTkyto crpaBky o paboTe ¢ nporpamMmori.
-v [ --verbosity ] arg YpoBeHb AeTannsaumm xypHana: error (CtaHzapTHbIW), info

(pacwmpeHHbIv), debug (o0TnagouHbIN).

-d [ --data-dir ] arg Manka, B KOTOPOW pa3mMeLLeHbl PEMO3UTOPUIA 1 HACTPOMKK.

PyKOBO,CLCTBO nosab3oBaTenda
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Mapametp
--log-dir arg

--log-file arg
(=dwupdater.log)

-r [ --repo-dir ] arg
-t [ --trace ]

-c [ --command ] arg
(=update)

-z [ --zone ] arg

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue
Manka, B KOTOPOW ByAeT COXpaHeH >XypHa.

Vims daiina xypHana.

Manka peno3utopus, (Mo ymonuaHuo <data_dir>/repo).
Britountb TpaccuMpoBky.

BbinoaHsemas koMaHga: getversions — noayuntb BepCum,
getcomponents — NoAYUYNTb KOMMOHEHTbI, init — MHULMaNM3aLys,
update — obHoBneHve, uninstall — yaanutb, exec — BbINOAHUTb,
keyupdate — o6HoBUTL Koy, download — ckauaTb.

CnncoK 30H, KOTOPbIV BYAET UCMONb30BaTLCA BMECTO 3aJaHHbIX B
KOHUrypaLmoHHOM daline.

MapameTpbl KOMaHAbI MHULManu3auuum (init):

Mapametp
-s [ --version ] arg
-p [ --product ] arg

-a [ --path]arg

-n [ --component ] arg

-u [ --user ] arg
-k [ --password ] arg
-g [ --proxy ] arg

-e [ --exclude ] arg

OnucaHue

Homep Bepcun.

HasBaHwue npogykra.

MyTb, NO KOTOPOMY ByAeT yCTaHOBAEH MPOAYKT. 3Ta nanka byaeTt
MCMONb30BaTbCA MO YMOJHAHUIO B KayeCTBe Manky Ans BCeX KOMMOHEHTOB,
BIJIFOUYEHHbIX B MPOAyKT. Moaynb 06HOBAeHWA ByaeT MpoBepATb Haauune

KAro4eBoro q)a|7u1a MMEHHO B 3TOW Marke.

M kOMMOHeHTa 1 narnka ycTaHOBKM B popmaTe <ums>, <nymse
YCMAaHosKu >.

Ims nonb3oBaTens Npokcu-cepBepa.
Maponb Nosb3oBaTens NPOKCK-cepBepa.
Mpokcn-cepBep AN 06HOBNEHWS B hopMaTe <adpec>: <nopm:>.

M kOMMOHeHTa, KOTOPbIN BYAeT UCKIOUEH U3 NPOAYKTa MPW YCTaHOBKE.

PyKOBO,ELCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

MapameTpbl kOMaHAbI 06HoBNeHuA (update):

Mapametp

-p [ --product ] arg

-n [ --component ] arg

-x [ --selfrestart ] arg (=yes)

--geo-update

--type arg (=normal)

-g [ --proxy ] arg
-u [ --user ] arg
-k [ --password ] arg

--param arg

- [ --progress-to-console ]

OnucaHue

HasBaHwve npogykTa. Eciv Ha3BaHWe yka3aHo, TO 6yAeT MPOU3BeseHO
06HOBJ/IEHMe TO/IbKO 3TOro NpoaykTa. Ecam npoaykT He ykasaH 1 He
yKa3aHbl KOHKPeTHble KOMMOHEeHTbI, 6yAeT npounsBeseHO 06HOB/IEHME BCEX
npoaykToB. Ecam ykazaHbl KOMMNOHeHTbI, OyAeT Npon3BeAeHO 0OHOBAEHME
yKa3aHHbIX KOMMOHEHTOB.

MepeyeHb KOMMOHEHTOB, KOTOPble HEOOXOANMO OBHOBUTL 0
onpezeneHHolr MoandrKaLmm.
®opmat: <name> , <target revision>.

Mepe3anyck nocne obHoBAeHWA Mogyns o6HoBAeHMA. 10 yMOAYaHWIO
3HauveHve yes. Ecnm ykasaHo 3HaueHVe no, TO BbIBOAWUTCA
npeaynpexjeHvie o HeobxoAMMOCTV Nepe3sanycka.

Monyuntb cnncok IP-agpecos update.drweb.com nepes o6HoBAEHNEM.

MoxkeT 6biTb OAHUM U3 CAeAyHOLLUX:

e reset-all — npuHygnTeibHoe o6HOBAEHME BCEX KOMMOHEHTOB;

o reset-failed — cHbpocutb BCe M3MEHeHMs /18 MOBPEXKAEHHbIX
KOMMOHEHTOB;

e normal-failed — nonbiTaTbca 0BGHOBUTL KOMMOHEHTbI, BK/IHOUaA
MOBPEXAEHHbIE, O NOCAeHeN MO0 A0 yKazaHHOM BepCuy;

e update-revision — 0H6HOBUTb KOMMOHEHTbI B Mpejenax TekyLiei
peBun3uY;

e normal — 06HOBUTb BCE KOMMOHEHTBI.

MNpokcu-cepBep ana oOHOBAEHMA B dopmaTe <adpec>: <nopm>.
Vimsa nonb3oBatens npokcu-cepsepa.
Maposib NonAb3oBaTeNs NpPoKcu-cepeepa.

MepeaaTb AOMONHWUTENbHbIE MAPaMeTPbl B CKPUMT.
dopmaT: <umsa>: <3HayeHue>.

BbiBECTV Ha KOHCOb |/|H¢op|vlau,|/|ro O 3arpyske v BbIMNOJIHEHUW CKpWUMTa.

MapameTpbl KOMaHAbI NOJly4YeHUA KOMMNOHEHTOB (getcomponents):

Mapametp

-s [ --version ] arg

OnucaHue

Homep Bepcun.

PyKOBO,ELCTBO nosab3oBaTenda
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Mapametp

-p [ --product ] arg

MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

OnucaHue

Ykaxute UMs NpogykTa, YTo6bl YBUAETb, KaKne KOMMOHEHTbI OH BKIOYAET.
Ecav npoAykT He yka3aH, 6yayT BbiBeAeHbl BCE KOMMOHEHTbI 3TON BepCum.

MapameTpbl KOMaHAbI NOAyYeHUA u3MeHeHui (getrevisions):

Mapametp
-s [ --version ] arg

-n [ --component ] arg

OnucaHue
Homep Bepcun.

IMsi KOMMOHeHTa.

MapameTpbl kKOMaHAbI yaaneHua (uninstall):

Mapametp
-n [ --component ] arg
-I [ --progress-to-console ]

--param arg

-e [ --add-to-exclude ]

OnucaHue
VIMs KOMMOHeHTa, KOTOpPbIVi HEOBXOAUMO YAANNUTb.
BbiBecTV MHGOPMaLWIO O BbIMONHEHUM KOMaHZbl Ha KOHCOJIb.

MepepaTtb AOMOAHUTENbHBIE MapaMeTPbl B CKPUNMT.
dopmaT: <uma>: <3HayeHue>.

KomnoHeHTbl, KoTopble BYAYT yaaneHbl U nx 06HOBAEHWE NPON3BOAUTLCS
He bygerT.

MapameTtpbl kKOMaHAbI aBTOMaTU4Yeckoro o6HoBaeHuA katova (keyupdate):

Mapametp
-m[--md5] arg
-0 [ --output ] arg

-b [ --backup ]

-g [ --proxy ] arg
-u [ --user ] arg
-k [ --password ] arg

-I [ --progress-to-console ]

OnucaHue
KoHTposibHas cymma md5 ctaporo katoueBoro darina.
Nms danna.

PesepBHOE KOMMPOBaHWe CTaporo KaroueBoro daiina, ecav oH
CyLLecTByeT.

MNpokcu-cepBep ana oOHOBAEHMA B dopmaTe <adpec>: <nopm>.
Vimsa nonb3oBatens npokcu-cepsepa.
Maposib NonAb3oBaTeNs NPoKCcK-cepeepa.

BblBECTM Ha KOHCO/b MHDOPMAaLMIO O 3arpyske kKatoueBoro daiina.

PyKOBO,ELCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

MapameTpbl kKOMaHAbI ckaunBaHua (download):

Mapametp

--zones arg

--key-dir arg

-I [ --progress-to-console ]
-g [ --proxy ] arg

-u [ --user ] arg

-k [ --password ] arg

-s [ --version ] arg

-p [ --product ] arg

OnucaHue

®ainn, cosepikaLlnii CNNCOK 30H.

Manka, B KOTOPOW HaXOAWTCA KItOUeBOW haiin.

BbiBecT! MHGOPMaLMIO O BbIMOJHEHWUN KOMaHAbl Ha KOHCOb.
MNpokcn-cepBep Ana 06HOBAEHMs B dopMaTe <adpec>: <nopm>.
Vims nonb3oBaTens npokcu-cepsepa.

Maponb nNonb3oBaTens Npokcu-cepsepa.

Vimsa Bepcun.

HazBaHue npogykTta, KOTOPbIA HEOHXOAMMO CKauaTb.

18.3. Koabl Bo3Bpara

Bo3MOXHbIe 3HaUeHuUs KOJZa BO3BpaTa N COOTBETCTBYHOLLNE UM cobbITUA cnegyrowine:

Kop CobbiTue

BO3BpaTta

0 BupycoB mav nofo3peHnii Ha BUPYCbl He 0BHapy>KeHO.

1 O6Hapy>eHbl U3BECTHbIE BUPYChI.

2 O6Hapy>keHbl MOANGMKALIM U3BECTHBIX BUPYCOB.

4 ObHapy>keHbl NOAO3pUTENbHbIE HA BUPYC 0O BbEKTDI.

8 B apxuBe, KOHTEVHEPE NN MOUYTOBOM ALLKKE OBHaPY>KEHbI U3BECTHbIE BUPYCHI.

16 B apxvBe, KOHTeHepe Win MOUYTOBOM sLLMKEe OBHapy>KeHbl MOAVDUKALN N3BECTHBIX
BMPYCOB.

32 B apxuBe, KOHTEVHEPE MM NOYTOBOM ALLMKe OOHapY>KeHbl MOA03PUTE/IbHbIE Ha BMPYC
06BbeKTbI.

64 YcneLwHo BbINOJIHEHO JIeYeHne XOTs 6bl OAHOTO 3apakeHHOTo BUPYCOM OObekTa.

128 BbinonHeHo yaaneHvie/nepenMeHoBaHve/nepemMeLLeHre XoTsa 6bl 04HOTO 3apa>KeHHOro
davina.

PyKOBO,CLCTBO nosab3oBaTenda
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MpunoxeHue A. lononHnTenbHble NapamMeTpbl KOMaHAHOW CTPOKU

Pe3ynbTupytowmin Koz Bo3BpaTa, GopMUpyemMblii MO 3aBepLUEHMIO MPOBEPKN, PaBEH CyMMe
KOZOB TexX COBObITUI, KOTOPblE MPOM3OLLIN BO BPEMSA NPOBEPKM (MU €ro cnaraemMble MOryT
OAHO3HAYHO 6bITb MO HEMY BOCCTAHOB/EHDI).

Hanpumep, kog Bo3BpaTa 9 = 1 + 8 03HavaeT, UTo BO BpeMs NPOoBePKN OBHapy>KeHbI
N3BECTHbIE BUPYChI (BUPYC), B TOM UnCie B apxunBe; obe3BpexnBaHne He MPOBOANIOCH;
6onbLue HMKaKNX «BUPYCHbIX» COBbITUIA He Bblno.

PyKOBO,ELCTBO nosab3oBaTenda

224



AT 7
-‘ﬂ

-
~

\i

Mpuno>xeHue b. Yrposbl n cnocobbl ux o6e3BpexuBaHUA

19. Mpuno>keHne b. Yrpo3sbl n cnocobbl nx o6esBperxnBaHuA

C pa3BUTMEM KOMMbBIOTEPHbIX TEXHONOTNIA N CETEBLIX PELLEHMN, BCe Bonbluee
pacrnpocTpaHeHne Noay4aroT pasNMyHble BPeLOHOCHbIE MPOrpamMMbl, HarnpaB/ieHHble Ha TO,
4yTOObI TaK NIV MHAYe HaHeCTW Bpes No/b3oBaTensaM. VIx pa3BmMTne Hayanochb elle B 3Noxy
3apOXAEHNA BblUMCANTENbHOW TEXHUKW, N NapaaieNlbHO pa3BMBaINCh CPEACTBA 3aLlUUTbl OT
HUX. TeM He MeHee, 0 CUX MOpP He CyLLEeCTBYET eAMHOWN KnaccudmnkaLmm Bcex BO3MOXHbIX
Yrpos, 4To CBA3aHO, B MEPBYHO oYepelb, C Henpeacka3yeMblM XapakTepoM UX Pa3BUTUSA U
NMOCTOSIHHBIM COBEPLUEHCTBOBAHWEM MPUMEHAEMbIX TEXHONOTUNA.

BpesoHOCHbIe MporpamMMbl MOTYT pacnpoCcTpaHaTbCs Yepes VIHTepHeT, NoKaibHYHO CeTb,
3/IEKTPOHHYHO NMOYUTY U CbEMHbIE HOCUTENN MHDOPMaLMK. HekoTopble paccumTaHbl Ha
HEOCTOPOXHOCTb N HEOMbITHOCTb MOb30BATENA U MOTYT AEACTBOBATb MOJHOCTHHO
aBTOHOMHO, ApYyrve ABAAFOTCA NLWb UHCTPYMEHTaMU NOA ynpaBaeHMeM KOMMbOTEPHbIX
B3/IOMLUMKOB U CMOCOOHbI HAaHECTN Bpes Aaxe HaZeXHO 3alMLLEHHBIM CUCTEMAM.

B naHHOM rnaBe npeacTaBaeHbl ONMCaHUA BCEX OCHOBHbIX U Hanbosiee pacnpoCcTpaHEeHHbIX
TUMNOB BPEeAOHOCHbIX MPOrpamMMm, Ha 6opbbYy C KOTOPbLIMUK B MEPBYO OUYEpPesb M HamnpaB/eHbl
pa3paboTkn «JokTop Beb».

19.1. Buabl KOMNbIOTEPHbIX Yrpos3

MNoa TepMUHOM «yepo3a» B AaHHOM Kiaccudurkaumm cresyeT NnoHMMaTh toboe nporpaMMmHoe
CPeACTBO, KOCBEHHO WM HaMNpPAMYH COCOBHOE HaHecTH yllepb KOMMbIOTEpY, CETH,
MHbOpPMaLMK AN NpaBaM MONb30BaTeNsA (TO eCTb BPEAOHOCHbIE U MPOUNE HEXENATe/IbHbIe
nporpammel). B 6onee WMPOKOM CMbIC/Ie TEPMUH «YrpO3a» MOXKET 03HauaTh /10Oy
NOTEHLMaNbHY OMacHOCTb ANS KOMMbOTEPA UK CETU (TO ECTb ee Y3BUMOCTb, KOTOpas
MOXEeT 6bITb NCNOJIb30BaHa A/ MPOBEAEHNS XaKePCKMX aTak).

Bce Tvnbl NnporpaMm, onucaHHble HUXKE, MOTEHLMANbHO 061a4at0T CNOCOBHOCTLIO
NOZABEPrHYTb OMACHOCTM AaHHble NOJAb30BaTENS UAN UX KOHOUAEHLMANBHOCTL. [porpammel,
KOTOpble He CKpbIBatOT CBOEro NPUCYTCTBUA B CMCTEMe (Hanpumep, HEKOTOPbIE MPOrpaMmbl
A/19 PacCblIKM Cnama UM aHanmsaTopbl Tpaduka), 06bIUHO He MPUHATO NPUUMCAATD K
KOMMbIOTEPHBIM Yrpo3am, XOTs Npu OnpeAeseHHbIX 0BCTOATENbCTBAX OHWN TakxkKe MOTyT
HaHeCT! Bpes NoJib30BaTeNto.

KomnbrotepHble BUPYCbI

[aHHBIA TN KOMMBIOTEPHbIX YIPO3 XapaKTepm3yeTcs CNOCOOHOCTbIO BHEAPSATh CBOWN KOA B
NCMONHAEMBIN KO APYrUX Nporpamm. Takoe BHeApeHWe Ha3biBaeTca UHguUyuposaHuem. B
60/1bLUINHCTBE CNyYaeB NHPMLIMPOBaAHHbBIN dalin camM CTaHOBUTCSA HOCUTEIEM BUpYCa, a
BHEAPEHHbIV KOJ He 0653aTe/IbHO MONHOCTLHO COOTBETCTBYET OpUrnMHany. bonbluas yacTtb
BMPYCOB CO3JaeTcs AN NOBPEXAEHMA AN YHUUTOXEHUA JaHHbIX.

PyKOBO,CLCTBO nosab3oBaTenda
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B komnaHuu «[loktop Beb» BMpycbl Aenat no tuny Gpannos, KOTOPble OHU MHOULIMPYIOT:

e Qalinossle 8Upycbl NHOULMPYHOT Gailibl ornepaLMoOHHOM cucTeMbl (06bIYHO UCMONHSAEMble
bannbl n AMHaMunyeckme 6GUBANOTEKM) N aKTUBU3NPYIOTCA NPW o6 paLLeHnm K
NHOULMPOBaHHOMY danny.

e Makpo-gupycel NHOULMPYHOT AOKYMEHTbI, KOTOPbI€ MCMO/Ib3YIOT MPOrpaMMbl U3 NnakeTa
Microsoft® Office (1 gpyrne nporpaMmbl, KOTOpPble NCMOAb3YOT MaKPOChl, HaMMCaHHbIE,
Hanpumep, Ha a3bike Visual Basic). Makpocel — 370 BCTpOeHHble MPOrpaMmbl, HanMCaHHbIe
Ha NONHOLEHHOM fA3blke MPOrpaMMUpPOBaHMA, KOTOPbie MOTYT 3anyckaTbCa nNpu
onpezeneHHbIx ycnosuax (Hanpumep, B Microsoft® Word makpocbl MOTyT 3anyckaTbCs
NPV OTKPbITUW, 3aKPbITUM UAN COXPAHEHUWN JOKYMEHTA).

e Ckpunm-supycbl NNLLYTCA Ha A3blKax CLleHapuneB (CKPUNTOB) 1 B HONbLUNHCTBE Clyvaes
MHOUUMPYHOT Apyre dannbl cueHapues (Hanpumep, ciyxxebHble dpalinbl onepaLyioHHOM
cncteMbl). OHM MOTyT MHGMLMPOBaTL TakKe Apyrne Tunbl Gannos, KOTOpbie NOAAEPKMBALOT
MCMONHEeHWNe CLeHapreB, NONb3YACh YA3BUMbIMU CLEeHapUAMU B BEO-MPUITOXKEHNAX.

e 3azpy304Hbie 8UPYCbI MHOULMPYHOT 3arpy304UHble CEKTOpa ANCKOB U pa3fenos, a Takxke
rNaBHblE 3arpy30YHble CEKTOPA XECTKMX ANCKOB. OHN 3aHUMAOT OYeHb Masio NaMaTh U
OCTatOTCA FOTOBLIMU K BbIMOJHEHWUIO CBOMX GYHKLMIA J0 TeX MOp, Noka He byaeT
npou3BeZeHa BbIrpy3ka, mepesarpyska nuim 3aBepLieHune paboTbl CMCTEMBI.

BonbLIMHCTBO BMPYCOB 06/1aaeT onpeAeNeHHbIMM 3aLLUTHBIMU MeXaHM3MaMmn NpoTUB
obHapy>xeHus. MeTozbl 3aLUMTbl OT 06HaPYXXEHNA NOCTOSHHO YAyYLLAOTCA, MO3TOMY ANs
aHTVBUPYCHbIX NPOrpaMm pa3pabaTtbiBatoTCsi HOBblE CMOCO6bI MPEOAONEHNS STOM 3aLUMThI.
Brpycbl MOXHO pa3genvTb MO NPUHLMMY 3aLuTbl OT OBHapPY>KEHUA:

e [llugpposaHHble supycbl LUINPPYHOT CBOWN KO NPU KaXXioM HOBOM MHOULMPOBAHUM, UTO
3aTpyAHAEeT ero obHapy>xeHne B daiie, NaMATU UK 3arpy304YHOM cekTope. Kaxkapii
3K3eMMNAsApP TaKoro BMpYyCa COAEPXKUT TONbKO KOPOTKUI 0bLWwmin dparMeHT (Mpoueaypy
pacwmndpPoBKM), KOTOPbIA MOXHO BbIOpaTh B KauecTBe CUTHATYpPbI.

e [TonumopgbHbie 8UpyCebl NCMONb3YHOT MOMUMO WNPPOBaHMsA KoAa CreLmanbHyo npoLuesypy
paclndpOoBKM, N3MEHSAOLLYHO caMy Cebs B KaX0M HOBOM 3K3eMMJsipe BUPYCa, UYTO BeJEeT K
OTCYTCTBMIO Y TAKOTO BUPYCa HaWTOBbIX CUTHATYP.

e Cmesic-s8upycel (BUPYCbI-HEBUANMKM) NPEANPUHMMALOT CreLnanbHble AeNCTBUa Ans
MaCKUPOBKWN CBOEN AeATeNbHOCTU C LieJIbH0 COKPbITUA CBOErO MPUCYTCTBUS B
MHOULMPOBaHHbIX 06bekTax. Takor BUPYC CHUMAET XapakTepUCTUkmM obbekTa nepes ero
MHOULMpPOBaHMEM, a 3aTeM MepesaeT CTapble JaHHble NPKW 3anpoce onepaunoHHOM
CUCTEMBI UV NPOrPaMMbl, ULLYLLIEA N3MEHEHHbIE dalinbl.

BVIpbeI TakKoke MO>XXHO K.ﬂaCCI/Iq)VILI,VIpOBaTb no A3blKYy, Ha KOTOPOM OHW HanucaHbl
(6OJ'IbLLII/IHCTBO NNWYTCA Ha A3blKe acceM6nepa, HO MMEKOTCA TakKXe N BUPYCbl, HaNNCaHHbIE Ha
BbICOKOYPOBHEBbIX A3blKaxX NporpaMmmMmnpoBaHna, A3biKkaX CLLEeHapueB 1 T.A.) N Mo
MHCI)I/ILI,I/IpyEMbIM MMK onepatMoHHbIM CUCTEMAM.

PyKOBO,ELCTBO nosab3oBaTenda
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KomnbloTepHbie uepBu

B nocneaHee BpeMs BpesOHOCHbIE MPOrpaMMbl TUMNa «KOMMbIOTEPHbIA YepBb» CTanu
ropasgo 6osiee pacnpocTpaHeHbl, YeM BUPYCbl 1 MPoYMe BpesOHOCHbIE NporpaMmbl. Kak v
BMPYChbI, Takne NporpamMmMbl CMOCO6HbI co34aBaTb CBOM KOMWUK, HO MPW 3TOM OHU He
NHOULMPYHOT Apyrne o6bekTbl. YepBb NPOHMKaeT Ha KOMMbOTEP U3 CeTH (Yalle BCero kak
BJIOXKEHME B COODLLEHNAX INEKTPOHHOW NOYTbl UK Yepe3 ceTb VIHTEpHET) 1 paccbinaeT cBOM
OYHKUMOHaNbHbIE KOMWU Ha Apyrue KoMMbtoTepbl. [Ina Havana pacnpocTpaHeHUs YyepBu
MOTYT MCNOb30BaTh KaK AeVCTBUA NOb30BaTeNs, Tak U aBTOMAaTUUYECKNIA PeXXMM Bblbopa U
aTaku KomnbroTepa.

YepBu He 06A3aTe/IbHO LIEIMKOM COCTOAT U3 0aHOro darina (tena yepss). Y MHOrMX YepBen
eCTb TakK Ha3blBaeMasa NMHPEKLMOHHaA YacTb (Lenn-Koa), KoTopas 3arpyxaercs B
ornepaTMBHYHO NaMATb KOMMbIOTEPA U «AOrpy>KaeT» Mo CeTU HenoCPeACTBEHHO CaMO Teno
yepBsa B BUAE UcnonHaemoro darina. lNoka B cucteme HeT Tesla YepBs, OT HErO MOXHO
n36aBUTbCA Nepe3arpy3kon KoOMMbtoTepa (Mpu KOTOPON NPOUCXOAMNT COPOC onepaTMBHOM
namaTtn). Ecam xe B cncteMe okasbiBaeTCca TeNo YepBs, TO CNPaBUTLCA C HUM MOXET TOJIbKO
aHTMBMPYC.

3a cYeT MHTEHCMBHOTO PacNpPOCTPaHEeHMA YepBU CNOCOOHBI BbIBECTU U3 CTPOA Liesble CeTH,
Aa>Xe ec/I OHW He HeCyT HMKakoW MONe3HOW Harpy3ku (He HaHOCAT NPAMOW Bpes cUcTeMe).

B komnaHuu «[Joktop Beb» uepBei fenat no cnocoby (cpese) pacnpocTpaHeHus:

e Cemessle Yepgu pacnpoOCTPaHALOTCA NOCPEACTBOM Pa3NNYHbIX CETEBbIX MPOTOKONO0B U
NpOTOKO/I0B 06bMeHa dannamu.

e [Toumossle Yepgu PacnpPoOCTPaHAOTCA NOCPEACTBOM NOYTOBbIX NpoTokonos (POP3, SMTP n
T.A.).

e Ham-uepsu pacnpoCcTpaHArTCA, UCMOJb3ya NOMNYAAPHbIE MPOrpaMmbl AN NepecblIKu
MFHOBEHHbIX coobuieHnn (ICQ, IM, IRC n 1.4.).

TposiHcKkue nporpaMmmbl

ITOT TN BPEeAOHOCHbIX MPOrpaMM He cnocobeH kK camopenamnkaummn. TposHckMe nporpamMmmbl
NOAMEHSIOT Kakyto-Mbo M3 YacTo 3anyckaemblX MPOrPaMm U BbIMOAHAOT ee GyHKLUMMK (MAn
UMUTUPYIOT UCMONHEHWE 3TUX QYHKLIMIA), OfJHOBPEMEHHO NPON3BOAA KakMe-1mbo
BPEAOHOCHbIE AeACTBUA (NOBPEXAEHWE N yaaneHne JaHHblX, Mepecblka KOHOUAEHLMaNbHOW
nHPopmMaLmmn 1 1.4.), 1Mbo Aenas BO3MOXHbIM HECAHKLMOHMPOBAHHOE NCMO/b30BaHWe
KOMMbHOTEPA 3/10yMbILLIEHHUKOM, HanpuMep, A8 HaHeCeHUs Bpea TPeTbUM AnLaM.

3TM nporpamMmbl 061a4ak0T CXOXUMU C BUPYCOM MaCKMPOBOUYHBIMU U BPEAOHOCHBIMMU
bYHKUMAMY 1 faxke MOTyT OblTb MOZYNEM BMPYCa, HO, Kak MPaBUa0, TPOAHCKME NPOrpaMmbl
PacnpoCTPaHAIOTCA Kak OTAeNbHbIE CMOoNHAeMble daiinbl (BbiknajblBatoTcA Ha GarinoBble
cepBepa, 3annCbiBatOTCA Ha HOCUTENN MHPOPMAaLMKN UK NEPEChINAtOTCA B BUAE BIOXEHUN B
COOBLEHNAX INEKTPOHHOM MOYTbI), KOTOPbIE 3anyckatoTca IMbo caMuMm noab3oBaTteneMm, Mbo
onpeaeneHHbIM NPOLECCOM CUCTEMBbI.

PyKOBO,ELCTBO nosab3oBaTenda
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KnaccnoumumpoBaTb TPOAHCKME MPOrpaMMbl O4YEeHb HEMPOCTO, BO-MePBbIX, MOTOMY UTO OHMU
3a4acTyro pacrnpocCTpaHATCA BUPYyCaMu U YePBAMMW, BO-BTOPbIX, BPEAOHOCHbIE AENCTBUS,
KOTOpPble MOTYT BbINOAHATL APYrue TUMbl Yrpo3, MPUHATO NPUMNCLIBATL TONbLKO TPOAHCKUM
nporpaMmmam. Huxe npvBeseH CNNCOK HEKOTOPbIX TUMOB TPOSHCKUX MPOrpaMm, KOTopble B
koMnaHuu «loktop Beb» BblAenstoT B OTAENbHbIE KNACChI:

e b55k00pbl — 3TO TPOAHCKME NPOrpaMMbl, KOTOPbIe MO3BONAOT NOAYYaTb
NPVBUAETMPOBaHHBIM JOCTYN K CUCTEME B 06X0J CyLLeCTBYHOLLLEro MexaHn3mMa
npeaocTaBAeHNA AOCTyNa v 3awmTbl. bakaopbl He MHGMLMPYHOT Gaibl; OHM NPONUCbIBAtOT
cebsa B peectpe, MOANOULINPYS KAHOUN.

e Pymkumel npefHa3HayeHbl 414 nepexsBaTta CUCTEMHbIX YHKLMI OnepaunoHHOM CUCTEMBI C
Le/Ibio COKPbITUA CBOEro NPUCYTCTBUA B cucTemMe. KpomMe TOro, pyTkUT MOXEeT MackMpoBaTb
npouecchbl Apyrnx NporpamMmmM, pasinyHble KNKUM peectpa, nanku, danbl. PyTkuT
pacnpoCTpaHAeTca Kak caMoCToATeNbHAsA NPOrpaMma Uan Kak JONOAHNTENbHbIN
KOMMOHEHT B COCTaBe APYrov BpejoHOCHOMW nNporpaMmbl. 1o npuHumny ceoen paboTsl
PYTKUTbI YCIOBHO Pa3jenatoT Ha ABe rpynmnbl: PyTKMTbI, paboTatoLme B pexmme
nosnb3oBaTens (nepexsaT GyHKLMM BUBANOTEK NoAb30BaTeNbCKOrO pexuma) (User Mode
Rootkits — UMR), n pyTkuTbl, paboTatowme B pexxmme aapa (nepexeaT GyHKLUMA Ha YpOBHE
CUCTEMHOTO AZPa, YTO 3HAUNTENIbHO YCNOXHAET 0bHapyxXeHne n obesspexnsaHune) (Kernel
Mode Rootkits — KMR).

e KnasuamypHsie nepexaamyuku (kets102eepel) NCNOAb3YHTCA AN cbopa AaHHbIX, KOTOPbIe
no/sb30BaTe/lb BBOAUT MPW MOMOLLM KnaBmnaTtypsbl. Lienbto Takmx 4encTBMA ABASETCA KpaXa
NNYHOU MHDOPMaLnUK (HanpuMep, CeTeBbIX Mapoien, TIOTMHOB, HOMepPOB BaHKOBCKMX KapT
nT.A).

o Knukepol nepeonpeaensatoT CCbIIKA MPU HaXXaTUW Ha HUX U TakKnM ob6pa3om
nepeHanpasBAAtOT NONb30BaTENEN Ha OonpeseneHHble (BO3MOXHO, BPEJOHOCHbIE) CalTbl.
O6bIYHO NoNb30BaTE/b NEpPeHanpPaBAseTCA C LeNbio YBENMYEHUA pPeKNaMHOro Tpaduka
Be6-CcalTOB MM 419 OpraHu3aumm pacnpejeneHHblx atak oTkasza B obcnyxunsaHmm (DDoS-
aTak).

e [Ipokcu-mposHsbI NPefoCTaBAAIOT 310YMbILIEHHUKY aHOHUMHbBIV BbIXOZ4 B ceTb IHTepHeT
yepes KOMMbHOTEP XEPTBbI.

Kpome nepeuncneHHbIx Bbille, TPOSSHCKME MPOrpamMMbl MOTYT BbIMONHATb U Apyrue
BPeAOHOCHbIE JeNCTBMA, HanNprMep, N3MeHATb CTapTOBYHO CTpaHuLUy B Beb6-bpay3sepe nam
yAanaTe onpegeneHHble daninbl. OgHaKo TakmMe AeNCTBUS MOTYT BbIMOJHATHCA U yrpo3amMu
APYTUX TUMOB (Hanpumep, BUpycaMu 1 4YepBaMu).

Mporpammbl B3/10Ma

MporpamMbl B310Ma CO34aHbl C LieNbo MOMOYb B310MLMKY. Hanbonee pacnpocTpaHeHHbIM
BMAOM NMOAOOGHbBIX MPOrpaMm SIBAAKOTCSA CKaHepPbl MOPTOB, KOTOPbIE MO3BOASHOT
06Hapy>X1BaTb YA3BUMOCTU B MEXCETEBbIX 3KpaHax (bariepBonax, bpaHaMayspax) 1 Apyrux
KOMMOHeHTax, obecneunBaroLLmx 6e3onacHOCTb KoMnbtoTepa. Kpome xakepoB, Takumm
WNHCTPYMEHTaMW MOTYT NOJb30BaTbCA aAMUHUCTPATOPbI 418 MPOBEPKN HAAEXHOCTU CBOMNX

PyKOBO,ELCTBO nosab3oBaTenda
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ceTten. IHorga kK nporpammMam B3loMa OTHOCAT NPOrpaMmbl, UCMOAb3YHOLLME METOAbI
couManbHOW NHXEHEPUN (31E€MEHTbI COLIMOTEXHUKMN).

PexnamHble nporpamMmmbl

Yale Bcero nog 3TMM TEPMUHOM MOHUMAKOT MPOrPaMMHbIA KOJ, BCTPOEHHbIV B pa3/iMyHOe
6ecniatHoe NporpaMMHoe obecneyeHmre, NPy NCNOJIb30BaHNM KOTOPOTO MOJb30BaTeO
NPUHYAMTENIbHO NOKa3biBaeTCs peknama. Ho MHoraa Takor Koz MOXET CKPbITHO
pPacnpoCTPaHATbCA MOCPEACTBOM APYrMX BPEeAOHOCHbIX MPOrpaMmM 1 AeMOHCTPUPOBATb
peknamy, Hanpumep B Beb6-6paysepax. 3auacTyto pekiamHble NporpaMmMbl paboTaroT Ha
OCHOBaHMM AaHHbIX, COBPaHHbIX LWMNMOHCKMMM NpOrpamMmmMamu.

MporpamMmmbi-wWwyTKN

OTO TN BPEAOHOCHbIX MPOrpaMm, KOTOpble, Kak ¥ peknaMHble NPorpaMMbl, HE HAHOCAT
NpsAMOro Bpesa cvcteMe. Yallie BCEro OHW FrEHEPUPYHOT COOBLLEHNS O HECYLLECTBYHOLLMX
oLINBKaX M YrpoXKatoT AENCTBUAMMU, KOTOPbIE MOTYT MPUBECTU K MOBPEXAEHWNIO AaHHbIX. VX
OCHOBHOW GyHKUMeW ABASETCA 3anyrMBaHue noab3oBaTtess, iMbo HaBA3UMBOE ero
pasgpaxeHue.

Mporpammbl A03BOHa

JTO cneumanbHble KOMMbIOTEPHbIE MPOrpaMMsbl, pa3paboTaHHble 414 CKAaHWPOBAHWUSA HEKOEro
Anana3oHa TesiedoHHbIX HOMEPOB A1 HAaXOXAEHNSA Takoro, Ha KOTOPbIA OTBETUT MoeM. B
faNbHeNLWeM 3/10YMbILUNEHHUKN NCMONb3YIOT HaJeHHble HOMepa A5 HaKpyYMBaHUSA onaThbl
3a TenedoH UAK 4NA He3aMeTHOTO NOAK/IOYEHNA NOb30BaTeNs Yepe3 MOJEM K
AOPOroCTOAWMM NAaTHbIM TenedOHHbIM Cy>KbaMm.

MoTteHuMazibHO onacHble NMPOorpamMmbl

™1 NporpamMMbl He CO3AaBannCh ANA HaHECEHMA Bpeaa, HO B CUJY CBOMX OCOBeHHOCTew
MOTYT NPeACTaBaATb Yrpo3y Ana 6e3onacHocTu cuctembl. K Takmm nporpaMmam OTHOCATCA He
TONbKO T€, KOTOPbIE MOTYT CIy4YaiHO NMOBPEAUTb AW YAANUTb AaHHbIe, HO U Te, KOTOPble MOTyT
MCNONb30BaTbCA XakepaMun Uan ApyrumMmu nporpaMmamMu Ansa HaHeceHua speja cucteme. K
NOTeHUMaAbHO OMacHbIM MNPOrpamMmmMam MOXHO OTHECTU pasJ/inyHble MPOrpamMmbl yaaieHHOro
obweHna 1 agMuHucTpupoBaHusa, FTP-cepeepbl 1 T.4.

nOAOBPMTeﬂbeIe 06BbeKTbl

K nogo3putenbHbiM 06bekTaM OTHOCATCS Nt0Oble NOTEHLMaNbHbIE YrPO3bl, OOHapPY>XEHHbIe
NPV MOMOLLY 3BPUCTUYECKOTO aHaM3a. Takne 06bekTbl MOTYT ABAATLCSA JHOObIM TUMOB
KOMMbOTEPHBIX YTPO3 (BO3MOXHO, Aaxe HEN3BECTHbIM A/ CNEeLManncToB no
nHOPMaLIMOHHON 6e30NacHOCTM), @ MOTYT OKa3aTbCs He30MacHbIMU B ClyYae JIOXKHOTo
cpabaTbiBaHMA. Palinbl, cogepxaliye NoAo3puTenbHble 06beKTbl, PEKOMEHyeTCs NnomMeLlaTb

PyKOBO,CLCTBO nosab3oBaTenda
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B KapaHTWH, a Takke OTNPaBAATb Ha aHaAW3 CneumnannctaM aHTMBUPYCHOW nabopatopun
«[lokTop Beb».
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19.2. fleictBuA ana o6e3BpeXxnBaHUsA yrpos

CyLLecTByeT MHOXECTBO pPa3IMUHbIX METOL0B 60PbObI C KOMMbIOTEPHbLIMM Yyrpo3amMu. [ns
HaZEe>XXHOW 3aLUMTbl KOMMbKOTEPOB 1 ceTen NpoaykTbl «/JokTop Beb» 06beanHaAOT B cebe aTn
MeTOZbl MPWY MOMOLLM TMBKMX HAaCTPOEK N KOMMAEKCHOTO Noaxoza K obecrneyeHunto
6e3onacHocT. OCHOBHbIMW AENCTBUAMMU /1 00e3BpexXmBaHMA BPEAOHOCHbIX MPOrpaMm
ABNAOTCA:

1. JleueHne — feiCTBME, NPUMEHSEMOe K BUpycaM, YepBaM 1 TposHam. OHO nogpa3ymeBaeT
yAaneHne BPeJOHOCHOrO KoAa 13 3apaXKeHHbIx annos nbo yaaneHne GyHKLMOHaNbHbIX
KOMWA BPEJOHOCHBIX MPOrpaMM, a Takke, Mo BO3MOXHOCTW, BOCCTaHOBAEHME
paboTOCNOCOBHOCTN NOpPa>KEHHbIX OO BEKTOB (T. €. BO3BpPaLLeHWe CTPYKTYpbI U
dyHKUMOHaNa NporpaMmbl K COCTOAHMIO, KOTOpOe 6bIN0 A0 3apaxeHus). [laneko He Bce
BPEJOHOCHbIE NPOrpaMmMbl MOTYT ObITb BblleYeHbl, OAHAKO MMEHHO NPOAYKTbl «[JoKTOp
Beb» npepoctaBaatot camble 3QdEKTUBHbBIE aATOPUTMbI JIeYEHMA N BOCCTAHOBAEHNS
dalrinoB, NOABEPTLLMXCA 3apaKeHWHo.

2. MepemeleHne B KapaHTUH — JElCTBME, MPY KOTOPOM BPEAOHOCHbI 06beKT
MoMeLLaeTcs B CreLmanbHyo nanky, rae N30AnpyeTcs oT OCTalbHOW cuctemsl. JaHHoe
AencTBme ABAAETCA NPeAnoYTUTENbHBIM MPY HEBO3MOXXHOCTU IeUEHMS, @ TakKe ANs BCeX
noAo3puTesnbHbIX 06bekToB. Konumun Taknx Gpannos xenatesbHO nepecbiiate A1 aHaan3a B
aHTUBMpPYCHYtO nabopaTtoputo «loktop Beb».

3. YpaneHue — 3¢pdekTnBHOE AencTBre And 60pbObl C KOMMbIOTEPHBIMU Yrpo3amu. OHO
NPUMEHNUMO Ans NHH6Oro TMna BpeAoHOCHbIX 06bekToB. CieayeT OTMETUTb, UTO MHOTAA
yaaneHue 6yaet NpMMeHeHO K HEKOTOPbIM dalinam, Ais KOTOPbIX ObI0 BbIBpaHO feyeHme.
OTO NPOUCXOANT B CNyyae, KOrja BeCb dalin LesIMKOM COCTOUT 13 BPeAOHOCHOTO KoJa N He
COAEPXKMUT HUKAKOM Mofe3HOM MHPopMaLmn. Tak, HanpuMep, NoA NeyeHnem
KOMMbIOTEPHOrO YepBs Nogpa3yMeBaeTcs yaaneHune Bcex ero GyHKUMOHaNbHbIX KOMWM.

4. BbnokupoBKa, NepeuMeHoBaHne — 3TO TakKe AeCTBUSA, NO3BOAsOWME 06e3BpeanTb
BPEAOHOCHbIE MPOTrPaMMbl, MPU KOTOPLIX, OAHAKO, B GpaiIoBOM CUCTEME OCTAtOTCA UX
MOJIHOLLEHHbIE KONUK. B nepBoM cayuae 610KMpytoTcs Ntobble NOMbITKM 06paLleHus oT U K
BPeAOHOCHOMY 061BbekTy. Bo BTopom cnyuae, pacwumpeHune daiina n3aMeHseTcs, uto genaet
ero HepaboTocnocobHbIM.

PyKOBO,ELCTBO nosab3oBaTenda
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20. NMpunoxxenne B. NMpnHUUNbI MeHOBaHUA Yyrpos3

Mpw 0bHapy>XeHnn BUPYCHOro Koga kKomnoHeHTbl Dr.Web coobuwatoT noab3oBatento
cpeacTBaMu nHTepdenca n 3aHOCAT B dai oTyeTa MMS BUpYCa, MPUCBOEHHOE eMy
cneymannctamm «JJoktop Beb». 3T nMeHa CTpoATCA No onpeAeneHHbIM NpUHLUNamM m
OTpa>katoT KOHCTPYKLMIO BMpPYCa, KNacChbl yi3BUMbIX 06BEKTOB, cpesy pacnpocTtpaHeHusa (OC u
npuKnagHble nakeTbl) U paj ApYrux ocCobeHHOCTeN. 3HaHWe 3TUX MPUHLMMOB MOXKET ObITb
None3HO AN BbIABAEHWA MPOrpaMMHbIX U OPraHM3aLMOHHbIX YA3BMMOCTEN 3aLUMLLaeMOoM
cucteMbl. Huxke gaetcsa kpatkoe U3noxXeHne NpUHLNMMNOB MMEHOBaHWUA BUPYCOB; bonee
No/aHaa U NOCTOAHHO OBHOBAsSIeMas BEPCUSA ONMCaHUA AOCTyMHa No agpecy

https://vms.drweb.com/classification/.

JTa kKnaccndmkauma B psaje cyyaeB YCNOBHA, MOCKO/IbKY KOHKPETHbIE BUAbl BUPYCOB MOTYT
ob6sasaTb OJHOBPEMEHHO HECKO/IbKMMMW MPUBEAEHHbIMU Mpu3Hakamu. Kpome Toro, oHa He
MOXET CUMTaTbCs MCUEPMbIBAOLWEN, MOCKO/bKY MOCTOAHHO NOSABASAIOTCA HOBblE BUAbI
BMPYCOB U, COOTBETCTBEHHO, MAET paboTa Mo YTOUHEHMIO KnaccnudukaLlmm.

MonHoe nma Bnpyca COCTOUT U3 HECKOJIbKNX 31eMEHTOB, pa3je/ieHHbIX ToukaMu. [1pm 3Tom
HeKOTopble 3N1eMeHTbl, CToALME B Hayane NOHOrO MMeHU (NMpedurKcbl) U B KOHLLE
(cyddukcbl), ABAAKOTCA TUMOBbLIMW B COOTBETCTBUM C MPUHATOM Knaccudukaumen.

OcHoBHble npedUKChbI

Mpedukcbl onepauMoHHON CMCTEeMBbI

Huxxecneayrolwme npedurkcbl NPUMEHAOTCA ANA Ha3blBaHUA BUPYCOB, MHOULIMPYHOLLMX
ncnonHsemole darnbl onpegeneHHbix naatdopm (OC):

e Win — 16-pa3pagHbie nporpammbl OC Windows 3.1;

e Win95 — 32-pa3psaaHble nporpammbl OC Windows 95, OC Windows 98, OC Windows Me;

e WinNT — 32-pa3pasgHble nporpammbl OC Windows NT, OC Windows 2000, OC Windows XP,
OC Windows Vista;

e Win32 — 32-pa3psasHble nporpammbl pasamuHbix cpeg OC Windows 95, OC Windows 98, OC

Windows Me n OC Windows NT, OC Windows 2000, OC Windows XP, OC Windows Vista;
e Win32.NET — nporpammbl B OC Microsoft .NET Framework;
e 0S2 — nporpammbl OC OS/2;
e Unix — nporpammsbl pasnnuHbix UNIX-cucrem;
e Linux — nporpammsbl OC Linux;
e FreeBSD — nporpammbl OC FreeBSD;
e Sun0S — nporpammbl OC SunOS (Solaris);
e Symbian — nporpammbl OC Symbian OS (mobunbHas OC).

PyKOBO,CLCTBO nosab3oBaTenda
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Mpuno>xenune B. MpuHLMNBI NMEeHOBaHUA Yrpos

3amMeTuM, UTo HEKOTOpPbIE BUPYChl MOTYT 3apaXkaTb NPOrpaMmMbl OAHOW CUCTEMBI, XOTH CaMu

[EVCTBYIOT B PYrOW.

Bupycbl, nopaxxatowme pannbl MS Office

Mpynna npedunkcoB BUPYcOB, nopaxkatowmx o6bekTbl MS Office (yka3aH A3blk MakpocosB,

nopaxaembIX JaHHbIM TUMOM BUPYCOB):

e WM — Word Basic (MS Word 6.0-7.0);

e XM — VBA3 (MS Excel 5.0-7.0);

e W97M — VBAS5 (MS Word 8.0), VBA6 (MS Word 9.0);
e X97M — VBAS (MS Excel 8.0), VBA6 (MS Excel 9.0);
e A97M — 6a3bl gaHHbIX MS Access'97/2000;

e PP97M — darnbi-npeseHTaumm MS PowerPoint;

e 097M — VBAS (MS Office'97), VBA6 (MS Office'2000), Bupyc 3apaxaet daninbl bonee uem

oAHoro komnoHeHTa MS Office.

MNpedukcnbl A3bika pa3paborkm

Mpynna npedunkcoB HLL NPUMEHAETCA AN UMEHOBaHUA BUPYCOB, HAaNMCaHHbIX Ha A3blKax
nporpaMMmnpoBaHms BbICOKOro YpoBHS, Takmx kak C, C++, Pascal, Basic u gpyrue.
Ncnonb3yrtotca moandunkaTopsl, ykasbiBatolime Ha 6a30Bbli anroputM GyHKLUMOHNPOBaHWSA, B

YaCTHOCTW:

e HLLW — YepBy;

e HLLM — NOYTOBbIE YEPBY;

e HLLO — BMPYCbl, Nepe3anuncbiBatope Koz NporpaMmbl XePTBbI;
e HLLP — BMpPYCbI-NapasuTsl;

e HLLC — BMPYCbI-CNYTHUKM.
K rpynne npedunkcos A3bika pa3paboTkn MOXHO Takxke OTHEeCTH:

e Java — BUPYCbl ana cpejbl BMpTyaﬂbHOVI MallMHbI Java.

TposHckme nporpamMmmbl

Trojan — 0bLlee Ha3BaHWe 411 Pa3NNUHbIX TPOAHCKMX NporpamMm (TposiHLeB). Bo MHOrmx
cnyydanx npeduKcbl 3TOM rpynnbl NCMONb3YHOTCA COBMECTHO C npedukcom Trojan.

e PWWS — TPOsIHEL, BOPYHOLLUMIA Naponu;

e Backdoor — TposaHel, ¢ RAT-pyHkunen (Remote Administration Tool — ytnaumra

yAaNeHHOro aAMUHUCTPUPOBAHWA);

e TRC — TPOsHEL, NUCNONb3YOWNIA Ans cBoero GyHKLMOHUpPOBaHUA cpeay Internet Relayed

Chat channels;

PyKOBO,CLCTBO nosab3oBaTenda
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DownLoader — TPOsSiHEL, CKPbITHO OT MOJ/Ib30BaTeNA 3arpy>katoLLmii pa3nnyHble
BPeAOHOCHbIe painnbl U3 VIHTEpHET];

MulDrop — TPOsiHEL, CKPbITHO OT MNOJIb30BaTeNA 3arpy>KatoLLmMii pa3inyHble BUPYCHI,
coAep>Kallmecs HenmoCpPeACTBEHHO B €ro Tene;

Proxy — TPOsAHeL, MO3BO/AOLLMI 3/10yMblLUNEHHUKY paboTaTtb B VIHTEpHETE aHOHVMMHO
Yyepes Nopa>keHHbI KOMMbLOTEP;

StartPage (CMHOHUM: Seeker) — TPOAHEL, HECAHKLMOHMPOBAHHO NOAMEHSAIOLWMIA aapec
CTPaHULbI, yKazaHHOW Bpay3epy B KayecTBe JOMAaLUHEN (CTapTOBOM);

Click — TpOsiHeL, OpraHM3yrLWMn NepeHanpaBaeHe NoJb30BaTeIbCKUX 3aMpOCOB
6pay3epy Ha onpeAeneHHbI CanT (MK CanTbl);

KeyLogger — TPOAHELU-LUMNOH; OTCNEXMBAET N 3aNUCbIBAET Ha>XaThA KnaBuULL Ha
KinaBuaTtype;, MOXeT nepnogmyeckm nepecblnatb CO6paHHbIe AAaHHbI€ 3N10yMblLWUNEHHWUKY;

AVKill — octaHaBAuBaeT paboTy nporpammM aHTUBUPYCHOW 3aLLMTbl, CETEBbIE 3KPaHbI U
T. N.; Takke MOXET YAanATb 3TM NPOrpaMmbl € ANCKa;

KillFiles, KillDisk, DiskEraser — yAansitOT HEKOTOPOE MHOXeCTBO darnnos (danbl
B onpejeneHHbIX Katanorax, gparabl No Macke, Bce Gparinbl Ha AUCKe U T. M.);

DelWin — yaanaet Heobxoanmble ana paboTbl onepaynoHHou cuctembl (Windows) dannbl;

FormatC — popmatumpyeT gnuck C: (C(MHOHUM: FormatAll — dopMaTUpyeT HECKONbKO UK
BCE ANCKWN);

Kil1MBR — MOPTUT UAN CTUPAET COAEPXMMOE r1aBHOTro 3arpy3oyHoro cekropa (MBR);

K111CMOS — noptUT nam ctupaet cogepxnmoe CMOS.

CpeacTBO NCNO/b30BaHNA YA3BMMOCTEN

Exploit — CcpeacTBO, ncnonb3yrouwlee N3BeCTHble YA3SBUMOCTU HeKOTOpOVI OﬂepaLl,VIOHHOI\/’I
CNCTEMbBI NN NPUNOXKEHNA ANnA BHELAPEHNA B CUCTEMY BPEAJOHOCHOTO KOJZa, BUMpYyCa Unn
BbIMOJNHEHWNA KaKNX-TNB0 HECAHKLUMNOHUNPOBAHHbIX ,D,el\/’ICTBVIl\/’I.

CpeactBa ANnA ceTeBbIX aTakK

Nuke — cpeactBa Ana CETEBbIX aTakK HAa HEKOTOPbIE N3BECTHbIE YA3BUMOCT/ ONepaLNOHHbIX
CNCTEM C LLEZIbHO BbI3BaATb aBapVII7IHO€ 3aBepuweHune pa6OTbI aTaKyGMOI7I CNCTEMDbI;

DDoS — nporpaMmMa-areHT A5 NpoBeAeHMs pacnpeseieHHbIX CeTeBbIX aTak TUMNa «0TKa3 B
obcnyxunaHum» (Distributed Denial Of Service);

FDOS (cuHoHuM: Flooder) — Flooder Denial Of Service — nporpammebl gns pasHoro poja
BPEAOHOCHbIX AercTBUn B CeTn, Tak MAM MHaUe UCMONb3YHOLLME NAEH aTaky TUMa «OTKas B
obcnyxunBaHumn»; B omimumne ot DDOS, rae npotme ogHON Lenn oAHOBPEMEHHO
MCNOb3YyeTCa MHOXECTBO areHToB, paboTatoLwmx Ha pa3Hbix komnbtotepax, FDOS-
nporpammMa paboTaeT kak OTAeNbHasn, «CaMo0CTaTOYHasA» nNporpaMmma.

PyKOBO,ELCTBO nosab3oBaTenda
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CkpunT-BUPYCHbI
ﬂpe(l)l/lKCbI BUPYCOB, HAaNMMCaHHbIX Ha Pa3/IMYHbIX A3blKaX CUEHAPUEB!:

e VBS — Visual Basic Script;

JS — Java Script;

e Wscript — Visual Basic Script u/vau Java Script;

Perl — Perl;
PHP — PHP;

BAT — A3bIk KOMaHAHOro nHTepnpetatopa OC MS-DOS.

BpepoHocHble nporpamMmmbl
MNpedurkcbl 06BEKTOB, ABAAOLIMXCA HE BUPYCAMU, @ UHBIMW BPEAOHOCHBIMUW NPOrpaMmMamMu:

e Adware — peKsaMHas nporpamMmma;

e Dialer — nporpamMmma J03BOHa (NepeHanpas/astoLLas 3BOHOK MOZeMa Ha 3apaHee
3anporpaMMUpPOBaHHbIV NAaTHbIA HOMeP WAN NAATHbIN pecypc);

e Joke — nporpamMmma-LuyTKa;

e Program — MOTEHLMaANbLHO ONacHas nporpamma (riskware);

Tool — nporpamMmMa-mHCTpyMeHT B3soma (hacktool).

Pa3Hoe

Mpedukc generic ncnonbyetcs nocne gpyroro npedukca, obosHavatoLero cpesy nam
MeToJ pa3paboTku, AN 0603HaYEHNA TUMMYHOTO MPeACTaBUTENA 3TOTO TUMa BUPYCOB. Takow
BMPYC He 061aZaeT HUKaKMMU XapakTepHbIMUW NMPU3Hakamu (Kak TEKCTOBbIE CTPOKY,
cneymnanbHbie 3PeKTbl U T. 4.), KOTOpble MO3BOANAM 6bl MPUCBOUTL EMY KaKoe-TO 0CObeHHoe
Ha3BaHue.

PaHee ans UMeHOBaHMA NPOCTENLLNX HE3MKMX BUPYCOB MCMOb30BaNcs npedukc Silly ¢
pPa3NNyYHbIMU MOANPMKaTOPaMK.

CydPpukcbl

qu)q)l/IKCbl MCMNONBb3YHOTCA ANIA MMEHOBaHNA HEKOTOPbIX CI'IeLI,VIq)VI‘-IeCKVIX BUPYCHbBIX 061BbEKTOB:

® generator — OHBEKT ABAAETCA HE BUPYCOM, @ BUPYCHbIM FrEeHepaTopoMm;

¢ based — BMpYC pa3paboTaH C MOMOLLbIO YKa3aHHOTO BUPYCHOrO reHepaTopa uan nytem
BUAOV3MEHEHWNS yKa3aHHOro BMpyca. B obomx cayyasx MMmeHa 3Toro Tvna sBastoTCA
POAOBBLIMMN 1 MOTYT 0603HaYaTb COTHU U MHOTAA Aa>e TbICSYN BUPYCOB;

e dropper — yKa3blBaeT, YTO OBBEKT ABAAETCA HEe BUPYCOM, @ MHCTaNNATOPOM yKa3aHHOro
BUpYCa.

PyKOBO,CLCTBO nosab3oBaTenda
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21. NMpunoxxeHne . OCHOBHbIE TEPMUHbI U MOHATUA

A

AHMUBUPYCHASA Cemb — COBOKYMHOCTb KOMMbIOTEPOB, Ha KOTOPbIX YCTAaHOBAEHbI MPOAYKThI
Dr.Web (AHtnBumpyc Dr.Web ana Windows, AHTnBunpyc Dr.Web ans cepsepoB Windows u
Dr.Web Security Space) n koTopble NOAK/IOYEHbI K OAHOW N0KaNbHOW CETH.

A

ZJlosepeHHble npunoxeHUs — NPUNOXEHWA, MOAMMUCK KOTOPbIX J06aBAeHbl B CMMCOK
AoBepeHHbix B drwbase.db. K soBepeHHbIM npuaoxeHnam oTHocuTca nonyaspHoe MO, Takoe
kak Google Chrome, Firefox, npunoxeHusa Microsoft.

3

3epkano 06Hos1eHUll — 3TO KOMMbHOTEP, HACTPOEHHbIM Kak MCTOYHWMK OBHOBAEHWI AN APYTUX
KOMMbFOTEPOB B JIOKa/IbHOWN CETU.

K

Knaccel ycmpoticme — yCcTpOICTBa, BbIMOAHAOLWME OANHaKOBbIe QYHKLUN (Hanpumep,
YCTPOWCTBA ANS MeyaTm).

M

Moducpukayus 8upyca — Kog, NONYUYEHHbIN TaKUM U3MEHEHWNEM U3BECTHOMO BMPYCA, YTO Npu
3TOM OH OMO3HAETCA CKAHEPOM, HO arOPUTMbl JIEUEHUS UCXOAHOTO BUpPYCa K HEMY
HEMNPUMEHUMBbI.

P

Pexum admuHucmpamopa — pexxnm DrWeb, B koTopom npesocTaBaseTca JOCTyn KO BCeM
HaCcTpoMKam KOMMOHEHTOB 3alUMTbl U HAaCTPOMKaM Nporpammebl. J1a nepexosa B pexum

1]
aAMUHUCTPaTopa HEOBXOAMMO HaxaTb Ha 3aMOK .

C

CuzHamypa (8upycHas 3anucs) — HenpepbIBHasA KOHeYHas nocaeAoBaTeNbHOCTb 6auT,
HeobxoauMas 1 AoCTaTOYHasA A1 OAHO3HAUYHOW UAEHTUGMKALMN YrPpO3bl.

PyKOBO,CLCTBO nosab3oBaTenda
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X

Xew-cyMmMa — yHWKanbHbIN naeHTMdnkaTop danna, npeactaBastowmin cobom
nocnesoBaTeNbHOCTb LMbp 1 BYKB 3asaHHON ANnHbI. Vicnonb3yeTcs aAns npoBepku
LLeNIOCTHOCTU JaHHbIX.

LU

UluHel ycmpolicme — NoAcUCTeMbl Mepefaun JaHHbIX Mexay GYyHKUMOHaAbHbIMKU 610KaMu
KomnbroTepa (Hanpumep, wnHa USB).

C]

Sspucmuka — NpesnoNoXeHne, CTaTUCTUYeCKas 3Ha4YMMOCTb KOTOPOTro NOATBEpPXKAeHA
OMbITHBIM MYTEM.

Skcniolim — nporpamMmma, pparMeHT KoAa Uav NocaeAoBaTebHOCTb KOMaHJ, NCMOb3ytoLne
YyA3BMMOCTM B MPOrpaMMHOM obecneyeHnmn 1 NnpMMeHaeMble A NPOBeAeHNA aTaku Ha
cncremy.

nekmpoHHas yugposas noonuce (3L[1) — peKkBU3NT 3NEKTPOHHOIO JOKYMEHTa,
npeaHa3HauYeHHbIM A1 33Tl JAHHOTO 3NEKTPOHHOMO AOKYMEHTa OT MOAAENKU.
MOJlyYeHHbIN B pe3yabTaTe Kpuntorpapuyeckoro npeobpasosaHunsa nHGopmauum c
MCNO/Ib30BaHMEM 3aKPbITOrO KKOUa 31eKTPOHHOW LMPPOBOM MOAMUCK U MO3BOAAOLWMIA
NAEHTUOULMpPOBaTL BaajenbLa cepTudmrkKaTta Kiroya NnoAnncK, a Takke yCTaHOBUTb OTCYTCTBME
NCKaXXeHnAa MHGOPMaLIMKN B SNEKTPOHHOM JJOKYMEHTe.

Imynayus — nMmutaums paboTbl OJHOM CUCTEMBI CPeaCcTBaMM Apyron 6e3 notepu
GYHKLUMOHANbHbBIX BO3MOXHOCTEN U UCKaXXEHUI pe3yNbTaToB NOCPEACTBOM MCMO/b30BaHMs
cneumnanbHbIX NPOrpaMMHbIX CPeaCTB.

PyKOBO,ELCTBO nosab3oBaTenda
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22. NMpunoxxenve 4. AononHurenbHaa nuHpopmayuns

YcnoBusa skcnayataumm

3KCI'I.I'IyaTaLI,I/IF| Dr.Web AOJDKHa MpoBOANTBCA B HOPMaJIbHbIX KIMMAaTUYeCKNX YCJTIOBUAX:

1. Temnepatypa okpyxatouiero sosgyxa — ot natoc 15 °C go naroc 35 °C;

2. OTHOCUTeNbHasa BAAXHOCTb BO3Ayxa npu Temnepatype oT nitoc 25 °C go natoc 45 °C go
80 %;

3. AtmocdepHoe gasneHne — o1 86 go 106 kla (o1 645 go 795 mm prT. cT.).

lNpaBnsa TPaHCNOPTUPOBKM N XPaHEHUS

Mpwu TPaHCMNOPTUPOBAHUN N XPAaHEHUN TaMUHUPOBAHHbIX KapT ¢ MHPopMaLmeln 06 nsgenmm
AOJIKHbI ObITb UCK/IHOYEHbI PE3KNE U3MEHEHUS TeMMepPaTypbl U OTHOCUTENBHOW BAAXHOCTU
OKpPY>KatoLLEero BO3ayxa, BO34eNCTBUE NPSAMbIX COHEYUHbIX IyYel, MeXaHUYeCKne BO3AeNCTBUS
CNOCOBHbIE NMOBPEANTL TaAMUHUPOBaHHbIE KapTbl UAM X YNakoBKY. TpaHCNOPTUPOBKa 1
XPaHEHWe JOIKHbI OCYLLLECTBAATLCA B CIEAYIOWMNX KIMMATUUYECKNX YCNOBUSAX:

1. Temnepatypa okpyxatowiero so3ayxa, °C: oT MMHYC 5 o natoc 55;

2. OTHOCUTeNnbHasa BAAXHOCTb Bo3ayxa, %: oT 10 go 80 (npun temnepatype 25 °C);

3. ATmocdepHoe gasneHue, kla (MM pT. cT.): oT 84,0 o 107,0 (ot 630 go 800).

NMpaBuna peannsauun

MpaBwuna peannsaumm Dr.Web Security Space cooTBeTCTBYHOT TpeboBaHMAM
3akoHogaTenbcTBa Pecnybankmn benapych, B UaCTHOCTU:

e noctaHoBneHuto Coseta MuHuctpos Pecnybavkm benapycb N2 375 o1 15 mas 2013 r. (O6
YTBEPXAEHNM TEXHNYECKOro pernamenTta Pecnybavkm benapycb «MHbOpMayoHHbIe
TexHonormn. CpeacTBa 3awmnTbl nHGopmaumm. indopmaumoHHas 6esonacHocTb» (TP
2013/027/BY))

e npukasy OnepatnBHO-AHannTuueckoro LleHTpa npwm MNpe3snaeHTe Pecnybankmn benapycb
N2 94 ot 17 gekabpsa 2013 r. (O nepeyHe TEXHNYECKNX HOPMATUBHbIX MPaBOBbIX aKTOB,
B3aWMOCBA3aHHbIX C TexHUYeckuM pernameHtom TP 2013/027/BY).

MporpammHoe cpeactso Dr.Web Security Space nocraBnsetcs B Buae ancrpmbytmeos,
pa3melleHHbIX Ha cepepax OO0 «/loktop Beb».

AncTpnbyTrBLI ABAAKOTCA KONUen ANCTPMOYTMBOB, MPOLUeALWNX UCMbITAaHUA B
aKKpeaMTOBaHHOW nabopatopun Ans pernctpaumm geknapaumn, n XpaHaTca B HEM3MEHHOM
BuAe Ha cepepax OO0 «/loktop Beb».

PyKOBO,CLCTBO nosab3oBaTenda

238



A7

-
g

A
d
A

Mpunoxxenue b. lononHnTtenbHaa nHpopmauma

Monb3oBatens, Nnpuobpetas DrWeb Security Space, nonyyaet 7aMMHUPOBaHHYHO KapTy
(HocuTenb MHbOpMaLnKM), 0GOPMAEHHYHO B COOTBETCTBMU C KOPMOPaTUBHbLIMY NpaBuiamMu
komnaHum OO0 «[okTop Beb» n B cooTBeTCTBUM C TpeOOBAaHNAMM 3aKOHOAATENLCTBA
Pecnybavkn bBenapychb.

Ha HocuTene nHbopmaLumm pasmeLleHbl:

® HaMMeHOBaHWe 1 NapamMeTpbl MPOrPaMMHOro NPOAYKTa;

e CEpUNHbIN HoMep (AnueH3unsa) Ha Dr.Web Security Space noa cTmpaemMoin 3almuTHOM
MoJIOCOW;

e CCblJIKa Ha AUCTPUBYTUBbLI M 3KCNAyaTaLMOHHYO aokymeHTaumo Dr.Web Security Space;
e TOBAPHbINA 3HaK;

e CTpaHa M3roToBUTESNA.

JKcnayaTauMoHHble gokymeHTbl Dr.Web Security Space cogep>aT cneayroLyto nHGopMaLmio
Ha PYCCKOM A3bIKe:

® HanMMeHOBaHMe N NapaMeTpbl CPeACTBa 3alUMThI;

e TOBApPHbINA 3HaK;

e CTpaHa M3roToBUTENS;

e Ha3HayeHne CpeACTBa 3alUMThI;

® OCHOBHble NOTpebuTeNbCKNe CBONCTBA;

e NpaBwuia 1 ycnoBmsa 6esonacHom akcnayataLmm (MCNoib30BaHMA);

e MpaBwWia N YCNOBUSA XPaHEHWA, MepPeBO3KN, peannsaunmy;

e Mepbl, KOTOpble cneayeT NpesnpUHATE NPY 06HapYy>XeHUN HEMCNPaBHOCTY;

® MeCTOHaXOXJeHVe N KOHTaKTHble AaHHble N3rOTOBUTENS;

® HaMMeHOBaHME N MECTOHaXOXAeHWNE YNOJIHOMOYEHHOTIO nNpeacTaBnUTeENA N3TOTOBUTENA,
nMnopTepa, KOHTakKTHble AaHHbIE,

® faTa U3roToBeHUA CpeaCTB 3aLllNThbI I/IHd)OpMaLl,MVI;

e 06A3aTeNbCTBA U3rOTOBUTENSA (yI'IOﬂHOMO‘-IeHHOFO npeacraBuTeNA VI3FOTOBI/ITe}'IFI) no
YCTaHOBKE, COMPOBOXAEHUIO N NOoAAEPXKKE CpeACTBA 3aLLUANTDI VIHCI)OpMaLI,I/II/I.

[ns ocyLlecTBNeHNA KOHTPOASA peann3aumm geknapupyemon naptum nsgennii Dr\Web B
COOTBETCTBMU C MONOXEHNAMM NocTaHoBAeHeM CoBeTa MuHucTpoB Pecnybankn benapycb
Ne 375 ot 15 masa 2013 r.,, usrotaBanBaemMble JaMUHUPOBAHHbIE KAPTOUKM C CEPUNHBIMU
HOMepaMMu BbllLieyKa3aHHOro NPOrpaMMHOro CPeACTBa BbliMyCKatoTCA B KOJIMYECTBE, He
npeBbILLAloLLEM AeKNnapupyemMblil 06BbEM, N UMELOT YHUKANbHbIV MAEHTUOMKALMOHHbIN
NoOpAAKOBbIN HOMEP, HAHOCUMBbIV B MPOLLecce UX MPOM3BOACTBA. Taknm 0bpa3om
KOHTPO/IMPYeTCA peann3aLma BCen gekiapvpyeMon napTmm nporpaMmMHoro nsgennsa DrWeb
Security Space. He gonyckaetcsa nsmeHeHune/ncnpasneHne naeHTMOMKaLMOHHOro HoMepa.

PyKOBO,ELCTBO nosab3oBaTenda
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Mpunoxxenue b. lononHnTtenbHaa nHpopmauma

MoHnTtax (yctaHoBKa) n ytmamsauuma (yaaneHue)

YctaHoBka v yaaneHmne Dr.Web nponsBoaaTca cornacHo pasgenam YCraHOoBKa NpOorpaMmbl U
YaaneHvie nporpammel.

FapaHTMMHbIe 065A3aTeNbCTBa

1.

CobntopeHve MNonb3oBatenemM npaBua 3KCNayaTaLnn, TPAHCMOPTUPOBKM U XPaHEH WS,
yKa3aHHbIX B 3KCMAyaTaLMOHHOW JokyMeHTaumm Ha Dr.\Web, aBnsetca o6s3atenbHbIM.

Mepuog npumeHeHus DrWeb, a Takoke npnobpeTeHns HOBbIX BEPCUIA KOMMOHEHTOB
Dr.Web, onpegensetcsa MNonb3oBatenem, Ucxoas 13 TpebyemMoro ypoBHS 3alUmThbl OT
BPEAOHOCHbIX MporpaMmM Ha obbekTe Nonb3oBaTtens.

FapaHTUIHbBIV CPOK 3KCMAyaTaLMm NpPorpaMMHOro obecneyeHns orpaHMYeH CPoOKOM
AEeNCTBUSA, yKa3aHHbIM Ha HocuTene MHbopMaLnu.

3rotoBuTeNb B TEUEHME rapaHTUMHOIO CpOKa rapaHTUpyeT, UTo BbinoaHAeMblie Dr.Web
bYHKLMM COOTBETCTBYHOT YKa3aHHbIM B pa3paboTaHHOW Ha HEro JOKyMeHTaLuu.

M3rotoBuTeNb B TEUEHWE FAPaHTUNHOTO CPOKa 6€3BO3Me3HO ycTpaHsaeT AedekTbl B
dyHKLuMOHMpoBaHUK DrWeb, eciv 31 gedekTbl NONYUMANCH MO BUHE N3FOTOBUTENS.

Ecnv B TeueHue rapaHTMinHoro cpoka lMonb3oBatesnb BHeC u3MeHeHus B Dr.\Web nan B
Kakyto-n11mbo ero coctaBaatoLLyto 6e3 cornacoeaHusa ¢ Visrotosutenem nsgeava n/mav
HapyLUWI NpaBuia 3KCnayaTaummn, TPaHCNOPTUPOBKN U XpaHEHUS, yKa3aHHbIe B
3KCnayaTaLuMoOHHOW fokyMeHTaumm Ha Dr.\Web, To gelictBue rapaHTvmn npekpatyaerca ¢
MOMEHTa BHECEHUSA U3MEHEHWUIN NU/VUAN HapYLLUEHWS NpaBKA SKCNayaTaLuu,
TPaHCMOPTUPOBKM U XPaHEHUA.

AamuHuctpatop DrWeb o0643aH nognuncaTbcs Ha paccbiiKy COOBOLEHNIN NEHTI HOBOCTEN
000 «/lokTop Beb» nan neprnogmyeckm NnpoBepsTb B HOBOCTHOW NEHTE Haanume
coobLeHnit 06 06HOBEHUN NPOAYKTa AN O KOMMEHCUPYIOLLMX Mepax, HanpaBAeHHbIX Ha
HenTpann3auunto BbISBAEHHOWN YA3BMMOCTH.

PyKOBO,CLCTBO nosab3oBaTenda
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